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Introduction

This book is unashamedly empirical. However, that does not mean that it has no underlying theoretical basis. The book was written for a lay audience as well as an academic one, and theoretical explanations were left out in order to allow the narrative to flow. However, policy academics will want to know how I did it from a theoretical perspective. Here is a brief summary.

The question that the book is seeking to answer is, does power exercised by the international entertainment (music and film) industries result in a bypassing of democratic accountability? In that context, it asks first, how is power exercised by the international entertainment industries to gain political influence and further their own economic interests? And second, in what ways do policymakers respond to those attempts to influence the political process?

The book answers the question with three case studies from different jurisdictions. The case studies reveal how the same policy inputs resulted in three very different outcomes. The key differentiator was the institutional processing. A second differential factor was the influence of the citizen stakeholder groups that counteract the industry’s lobbying power. It does indeed reveal non-transparent practices on the part of government officials, politicians and lobbyists, which led to a manipulation of the processes of accountability embedded in state and EU institutions. Yet the difference in the outcomes illustrates how variations in the institutional circumstances may tip the balance in one direction or another.

The case studies are grounded in a combination of new institutionalism and EU interest group theories. New institutionalism is based on the principle that institutions of state are not neutral arenas,1 making rational and logical judgements on the sole basis of the arguments put to them. They are not empty vessels waiting to absorb the arguments advocated by a lobbyist. They are constrained by previous choices that determine their options in the present.2 For example, the Spanish Prosecutor’s Circular is an example of how past policy choices shape present-day politics. The Circular backed the Spanish government into a corner, irritated the entertainment industries, who used it to prod the US government into action, and gave ammunition to the citizen advocacy groups such as Red Sostenible.

Political institutions have internal preferences that have been established over long periods of time, and absorbed by the present-day members.3 They are obligated to follow rules and norms that will shape their options for them,4 locking out some possibilities, opening up others. The European Parliament norm of consensus is very strong, and guides every stage of the process internally, and in terms of its relations with the European Commission and Council of Ministers. The Commission is more collegiate, and the norm is to support colleagues. Expressions of disagreement, and rejection of proposals, represent a serious breach of the norm and must be understood as such. The European Parliament’s rejection of the Anti-Counterfeiting Trade Agreement (ACTA), in the face of the Commission and the Council, was a major breach of the consensus norm. Thus it attains a political significance way beyond the substantive policy itself. In the British case study, the civil service is obligated to follow a complex set of rules in preparing legislation. It was the rules that created a political panic to get the law through Parliament before the impending election. Rules had to be followed, and rules were flouted, to make it happen.

In the case studies, the institutional preferences tended to reflect those of the external stakeholder interest groups. EU interest group theory helps to explain how those external influences functioned. In the political process, businesses wield different types of power. They have structural power, reflective of their economic muscle, and they have discursive power that enables them to define the policy debate.5 ‘Information goods’6 are the currency that helps them to gain access. They may lobby alone or in coalitions.7 In my previous book, I discussed the high level of organisation among the EU copyright industry lobbyists.8 They used coalitions to successfully tackle multi-level advocacy9 situations, such as ACTA. The theory explains how the intellectual preferences of lobbying coalitions may be reflected inside the political institutions, but it does not explain how the lobbyists were able to alter policy outcomes. It explains how they got their foot in the door, but not what they did once over the threshold.

This book combines the two theories of new institutionalism and EU interest groups. It examines the individual stages of the political process in conjunction with the stakeholder activity, where the relationship, including interactions and reactions, became the unit of explanation.10 By breaking down the labyrinthine legislative systems into these small components, and tying them in to stakeholder actions, it was possible to identify empirically how individual outcomes were achieved – for example, how a fledgling law was submitted through a consultation, or how industry pulled the strings of an embassy to give instructions to government. In this way, the book illustrates that advocacy alone does not win in a tough political battle. Effective lobbying concerns process manipulation; by applying these theories, the book is able to show empirically how it was done in three cases of copyright policy. These findings have implications for transparency in politics and law-making. I hope this brief sketch of the underlying theory is helpful for academic readers.


PART I

Internet, entertainment and copyright: a political perspective


CHAPTER 1

Copyright politics and the Internet: an introduction

The Internet is a communications medium. In a democracy, where free speech and free trade are enshrined in law, the Internet can only function when it too is free from restriction. Moreover, the technical design of the Internet is intended to facilitate and underpin the free flow of information. That free flow of information is precious. When democratically elected governments want to restrict the Internet, they are surprised by the uproar from ordinary citizens. In this context, ‘restricting’ the Internet does not mean governments using it for their own propaganda purposes.1 This is about governments taking deliberate action to put in place restrictions on our access to content, applications and services for the benefit of private commercial interests in copyright. These restrictions are a bit like roadblocks, only they are electronic and invisible. They are intended to prevent us from seeing web pages, from using apps or services. Sometimes a block might prevent access to an entire website, or just selected pages. A block might mean we cannot go through a link in a search engine because it has been disbarred. Just as you might turn the corner of the street and find a physical barrier in your way, so you might click on a link an find an electronic security gate dropping down to stop you going further into a website or service. You might even be barred from going out of your electronic front door at all.

This book explains how measures to restrict the Internet for the purpose of enforcing copyright may engage the right to freedom of expression. It looks at why governments might want to make these kinds of restrictions, and who else wants them. In that context, it considers why transparency in the political process matters. The key question underlying the research was, does power exercised by the international entertainment (music and film) industries results in a bypassing of democratic process? In answering that question, the book highlights the issue of accountability in copyright policymaking, and discusses three cases of private industry asking government to block the Internet to protect commercial interests in copyright, sparking hotly defended political battles in the EU and elsewhere. The three cases, which have similar inputs but different outcomes, indicate the importance of legislative processes in analysing political events. The book delves into those processes, bearing in mind that these have been established so that we as citizens can have some trust that measures are scrutinised on our behalf and that there is a forum where we can see it being done. By means of the legislative process, the book shines a light on the tactics used by corporate lobbyists from the entertainment industries. It discovers how governments responded to industry pressure and how they mediated between very aggressive warring interests. The good news is that, despite what we might think, industry does not always win, at least not entirely.

The commercial interests at the heart of this book are the creative industries, and specifically the recorded music and film industries. The creative industries are well funded and highly advanced in putting forward their cause. At the centre of their argument for Internet restrictions is copyright. This innocent little symbol, intended to convey the ‘authorship’ of creative material, and placed in the innermost corners of film, book and music credits, has now instead become a symbol of the fight by the world’s entertainment corporations to protect their ‘rights’ and their revenue streams.

Representatives of the creative industries (also referred to as the ‘rights-holders’) have appealed to policymakers for ever tougher measures against those whom they allege to be infringing their copyright. The creative industries – led by the economically powerful Hollywood movie studios and the major recorded music labels – want to sanction people who are enabling their copyrighted content to circulate on the Internet. They argue that there is a mass-scale problem of copyright infringement, involving millions of people in every country – millions of small infringers using new Internet-based technologies such as peer-to-peer file-sharing and video-streaming systems to take films and music and other content for free.2 The creative industries have been working on this problem for a number of years, and have come up with a range of solutions. Their preferred solution is to ask the companies that operate the Internet to restrict it. They propose either that the individual users’ access be suspended or disconnected, effectively barring them from going onto the Internet, or, alternatively, that the websites which the users visit be blocked, making the sites in some way invisible. The creative industries seek to persuade politicians that such measures would stem the flow of unauthorised copyright material and enable them to protect their commercial revenues.

However, if copyright infringement on the Internet is a mass-scale problem, as the creative industries claim, it then follows that the enforcement measures they propose would be a mass-scale solution.3 Consequently, it has wider implications than measures designed for the analogue world. Destroying a pile of compact discs (CDs) or digital videl/versatile discs (DVDs) was not going to antagonise entire populations. However, taking down web servers using automated blocking techniques and electronically blocking subscribers’ access feeds into deep suspicions of censorship and private policing.

This book investigates how this new global political agenda stems from American corporate industrialists in the 1980s, who wanted to link intellectual property to trade policy, in the old analogue era. This agenda risks being transposed into new laws for the digital era by means of political deals between government and industry. Contrary to how they are often perceived, the creative industries in Europe form a large and powerful industrial sector that rivals the telecommunications sector in financial muscle.4 The book reveals how, supported by a global system of policy surveillance, the lobbyists for the creative industries are able to be sufficiently convincing that governments question neither their motivation nor their rationale.

The book discusses the repeating pattern of governments keeping the new copyright measures under wraps and somehow seeming to fast-track them in ways that preclude democratic debate. Why would they try to do this? The book tells a series of stories of copyright politics, focusing on the interactions between the lobbyists and the politicians. The stories tell how the copyright lobbyists go about their work, illuminating the dark art of political persuasion, and flushing out why transparency is a key issue in this policy area.

In that context, the book addresses the political battles between the creative industries and the citizens whose activities were ultimately the target of the proposed measures. Many policymakers admit that Internet copyright is one of most heavily lobbied and pressured policies that they have worked on. The rights-holders have large teams of lawyers working inside all of Europe’s political arenas, and in Britain at least this has been the case for many centuries. However, the mass street protests in Europe of 2012, in which thousands of people demonstrated against Internet copyright rules, were a new phenomenon, and they caught many politicians off-guard. It was a matter of fascination, and perhaps fear, for policymakers to see entire streets filled end to end, as they were in Poland and many other East European countries, with people demonstrating against copyright measures. The book discusses how it was that these street demonstrations tipped the political balance, in Europe at least, away from the creative industries.

Something as apparently dry and legal as copyright would not usually excite such passions in ordinary people. However, as has already been alluded to, what created the political problem was the Internet and the fact that the measures were no longer isolated instances but were applied to a communications network. What upsets people is the notion that copyright could entitle someone to exercise control over public access to information, including, but not limited to, creative works. The Internet has released a lever of control which used to reside exclusively with the large media, publishing, movie and record corporations. Under the old system, those corporations acted as the sole gateway which would permit or refuse publication. You could only get a book published, film or music distributed, with their blessing – and under contract to them. In that respect, publishing and distribution of creative works was a relatively closed market, where a small oligopoly of very large companies competed. The Internet has thrown open the gateway, returning some control of information to the hands of ordinary people. Anyone who is capable of producing creative content may put it online for themselves. Audio-visual content – that is, movies and broadcast video – which used to be very expensive to produce, and previously could only be made by a small elite able to get the funding, can now be produced by anyone. People have become angry because they believe that the blocking measures proposed by the creative industries will have the effect of taking away their new ‘freedom’ and will reinstate control by the large entertainment firms.

People instinctively fear that such powers of control over the Internet, derived from copyright, will lead to a form of censorship. Their instincts are supported by legal opinions from constitutional courts and parliamentarians. These legal opinions are examined in Chapter 2. It explains how measures to restrict the communications networks will engage human rights law. Notably, the measures engage the rights to freedom of expression, privacy and due process. The word ‘engage’ is a legal term meaning that human rights law must be taken into account. This has been established in legislative scrutiny of proposals in France, Spain and Britain, and in case law such as Promusicae v. Telefónica and Sabam v. Scarlet.5 Lawyers argue that these rights may only be restricted in narrowly defined circumstances, for a specific purpose such as national security. They cannot be restricted merely for a public interest purpose. On the other hand, governments have sought to work around the human rights issues, as the book will discuss.

As the old saying goes, the devil is in the detail. When the detail is analysed there are fundamentally two ways that restrictions could be imposed. Either the restrictions target subscribers’ access. Or, measures could target websites, applications and services. Legally and technically, both options are more complicated than they appear on the surface. The measures have to be implemented by the broadband providers.6 There simply is no other way of doing it. The broadband providers control the transmission of data across their networks. They are therefore the only people who could put in a block. The creative industries want an obligation placed on the broadband providers, seeking to make the Internet industry liable for implementing sanctions against alleged infringers.

If the Internet users’ access is targeted, the proposed copyright measures entail the suspension of subscribers’ access to the Internet. The suspension would effectively block access to the network for a period of time. The idea is that suspending or cutting off people’s Internet access would function as a punishment for infringement of copyright, typically in cases where the user was file-sharing over peer-to-peer networks. The broadband providers would be asked to suspend the Internet accounts of their customers who were accused by the copyright holders of having downloaded infringing material. These measures are known as graduated response or ‘three strikes’. A three-strikes law has been passed in France. This is the Creation and Internet law, also known as the HADOPI law. Three strikes is the idea behind the so-called technical measures in Britain’s Digital Economy Act.

Where the websites, rather than the users, are the target, the broadband provider would be given an order to block or to render a web page or site invisible. The broadband provider may use a range of techniques, which could block the individual page (often referred to as URL or universal resource locator, blocking) or the entire site. Website blocking can be done by blocking the site’s web address, which the broadband provider can do. Or the authorities may ask for it to be blocked at a more technical level, known as the DNS (domain name services). DNS is really the nervous system of the Internet. It is essential for the Internet to function. Every website, and every email server, indeed every computer connected to the Internet, is located via the DNS system, which is used in the processing of every single transmission. Every time you connect to a website, the DNS is working somewhere. The proposal to block using DNS has become the subject of very intense technical argument, because of possible side effects which put at risk the entire Internet. However, copyright proposals to block DNS found their way into a draft American law, known as the Stop Online Piracy Act (SOPA).

Another website blocking proposal would use the search engines to render websites invisible. The search engines would do this by putting the websites in low positions in their index, so that they would appear rarely or not at all in search results. The search engines were also to be asked not to take advertising from websites alleged to infringe. Further proposals wanted to take away payment services from websites, which would not actually mean they were blocked, but would prevent them from taking money. These kinds of measures first appeared in the United States (in SOPA) and were also under consideration by non-American governments, including Britain.

However, laws to restrict the Internet for the purpose of protecting copyright can only come into effect if there is a legal process to enable the instruction to get from the rights-holder to the broadband provider. There are different ways of setting up such a process. The instruction may be sent directly or it may be given indirectly via the police or some other state-administered entity. If the state engages fully in the process, then it may fund a new institution for this purpose. An example is the HADOPI, funded by the French government out of taxpayers’ money, to intermediate between the rights-holders and the broadband providers. If the state wants a hands-off role, as in Britain, then the two industries are expected to manage the system themselves. This is the so-called ‘voluntary’ arrangement, favoured by governments who prefer a smaller role for the state; however, in reality it is more complex than the alternative and becomes even more costly and unwieldy.7

Under current European law, that instruction must be made by a court. This is the process known as an injunction. Rights-holders may obtain injunctions, but it usually takes months if not years to get them implemented. Under the new proposals lobbied for by the creative industries, such injunctions would be fast-tracked, to be in place within as little as twenty-four hours.

At the heart of the creative industry proposals is that there is no court involvement. Under the proposed measures, allegations of copyright infringement via the Internet would be addressed by an administrative process. Their objective is to reduce the cost of litigation. This brings us to the main objection. By avoiding the courts, the proposed measures would introduce an extrajudicial system of private justice.8 It would be a system of automated punishment for an offence that has, until now, been dealt with by the courts. The broadband providers argue that it would force them to break the law. Such a system would arguably be out of place in a democracy such as Britain, and would certainly entail a sufficiently substantial change to the justice system to demand public debate. That would certainly be the case if it was anything but copyright.

It is generally assumed that industry lobbying is behind these measures proposed for enforcing copyright on the Internet. What is not so generally known is how it is done. This book peels back the mask on the political process to reveal how the lobbyists’ skill is much more than just selling an argument. It tells how they can produce the text for an entire law, with all the relevant clauses, which policymakers will then use as the basis for producing the bill that goes through Parliament. The book reveals how they can orchestrate a veritable concert of policy actors across two continents, and how they use instruments of economic pressure to cajole foreign governments into taking action against the will of their own citizens.

A primary instrument of economic pressure is an American government process usually referred to as Special 301. This is a process operated by the United States Trade Representative (USTR), which is the government institution responsible for foreign trade. Under Special 301, the USTR monitors the intellectual property policies of every country worldwide, and ranks the countries on a league table. The ranking criteria are determined by how well the intellectual property policies match up to American policy, and therefore how well they will ‘protect’ American interests. Those countries that do not score well on the league table are put onto a blacklist, and their governments are leaned on by American diplomats to change the law. The diplomats are cheered on by their domestic movie and recorded music industry corporations. The Anti-Counterfeiting Trade Agreement had been intended to become an additional tool for such pressure. Following ACTA’s rejection by the European Parliament, it is not clear how it will be used, if at all.

An interesting example of how the lobbying can work emerged during the negotiation of another international agreement, known as the Trans-Pacific Partnership (TPP). The TPP was under negotiation between the governments of the United States, Australia and New Zealand at the time of writing. It included a framework of measures for Internet copyright enforcement. A seminar on civil liberties issues was organised at the negotiation venue by the American University Washington DC. At the last minute, the University organisers found that their conference room booking had been cancelled by the negotiators. The reason? The negotiators were being taken on a tour of the 20th Century Fox film studios.9

This trade agenda was linked to an apparently rational economic argument for implementing what the creative industries wanted. They argued that there is a right to intellectual property, which falls under a more general right to property. Under European law, this is Articles 17.1 and 17.2 of the European Charter of Fundamental Rights. The creative industries argue that Article 17.2 represents a right to protection of property, under which other rights may be restricted. They postulate that lack of such protection would result in loss of jobs and loss of economic value or revenue, due to wide-scale infringement that in certain cases could be classed as criminal.

However, the primary concern of the creative industries is to retain control over the distribution of their content. It is in the distribution channels that the money is made, and an understanding of this principle is important to analysing the problem of Internet copyright.10 Their argument is that their industries are losing money to ‘illegal’ distribution of their content via the Internet. Their content is being ‘stolen’ by millions of people who do not want to pay. Their arguments target technologies such as peer-to-peer file-sharing – so-called cyberlockers – and streamed content on YouTube and a range of other websites. The creative industries are not limiting their actions just to the websites and services which are directly involved. They point to other Internet services which they accuse of assisting or contributing to copyright infringement, namely the search engines and the broadband providers. They argue that they are bleeding – even haemorrhaging to death11 – whilst the alleged ‘pirates’ are growing rich. Some very long and emotive pleas have been presented to policymakers on both sides of the Atlantic. Here is one example, presented to the British government in a confidential briefing paper prepared by rights-holder groups including the BPI, the Motion Picture Association and the Premier League:

The growth of the UK digital economy is presently held back by the pervasive nature of online infringement of copyright, particularly for digital entertainment content. Innovation in new digital content services is hampered by the fact that sites have to compete against large numbers of unlicensed, free competitors, some of which have become well-known brands themselves while continuing to evade the law.12

Here is another example, illustrating how the Motion Picture Association presented the position to the American government:

More than 2.4 million hard working, middle-class people in all 50 states depend on the entertainment industry for their jobs. For these workers and their families, digital theft means declining incomes, lost jobs and reduced health and retirement benefits. Unfortunately, this means nothing to the operators of rogue websites who seek to benefit illegally from the hard work of others.13

There is a counter-argument that if the creative industries were haemorrhaging as badly as they claimed, they should all now be out of business.14 Another counter-argument is that film and recorded music companies do already have means of redress via the courts, where the accused has the opportunity to defend what he/she has done. Even where the perpetrator is evasive and moves internationally they can be tracked down and brought before a judge. There are some very large websites which allegedly make available copyright infringing material and such operations, if earning significant revenue, may arguably be a fair target for legal action. A case in point is that of Megaupload, where the owner of the site was arrested in New Zealand in January 2012 at the behest of the US authorities.15

Is there a defence that these sites can use? There is an argument applicable to some of the accused sites that they operate a neutral technology. They do not choose, or even have control over, the content which is up/downloaded or shared. In these terms, they do not necessarily exist just for copyrighted content alone. They may argue that they are more similar to a search engine than to a website. An argument along these lines was put forward by the defence for Pirate Bay in their trial in Sweden in spring 2009.16 YouTube has relied on this line of argument; however, being a subsidiary of a respectable multinational corporation, it has been won round and brought into the fold. YouTube, in the UK at least, pays licence fees to the music collecting societies, and places advertising deals in respect of unlicensed content from other content owners.

In a nutshell, then, the policy issue is that the film companies and record labels wanted to protect their own property rights, but they did not want to go via the courts because of the time and the expense. However, the measures they proposed would infringe on certain rights of individuals precisely because they avoided the judicial process.

Politicians were so convinced by the industry of the need for the measures that they had, in many cases, stopped asking questions. Whether they deliberately wanted to cover up or whether they just did not see the need to include anyone else in the policy process, the effect was the same. New laws were prepared in secret. That was the case with ACTA, where citizens’ groups, the European telecoms industry, and even members of the European Parliament were excluded. Had it been ratified, the ACTA would have created new international rules especially targeting use of copyrighted materials on the Internet.17 The rules were designed to facilitate restrictions on Internet content through fast-track injunctions and extrajudicial penalties.18 The additional liability19 dangled like a sword of Damocles over the broadband providers and other intermediaries such as search sites, hosts and social media. As such, ACTA posed a major threat to the Internet as a communications medium. Of course, ACTA did not state this explicitly. The intended policy action was couched in vague language that ‘implied graduated response to anyone familiar with the rhetoric crafted to sell the concept’.20 It was the spirit behind the letter that posed the risk.

In Spain, talks between the American and Spanish governments over copyright were simply not publicised, until they were revealed by the newspaper El País, following an analysis of some leaked diplomatic cables. Citizens were given messages which might not be entirely untruthful, but which did not convey the entire truth. British citizens were informed that there was no plan to cut people off the Internet; it would be merely ‘temporary account suspension’, which the media, in blind faith, seemed to assume was something different. The media missed a comment in the House of Lords declaring that not going through a court was ‘pioneering stuff’.21 In this book, ‘account suspension’ is the term used to mean that a subscriber’s Internet access is barred.

Another example occurred in the European Commission, which was secretly hosting informal talks between broadband providers and the creative industry lobbyists. These were the euphemistically entitled ‘Stakeholder Dialogues’ and their goal was to broker an informal agreement between the two industries.22 Those attending the talks were nervous of revealing anything about the agenda to outsiders. Eventually, the talks folded after the broadband provider representatives registered ‘fundamental differences’.23 One of the participants said that creative industry lobbyists were ‘obsessively promoting the holy gospel of graduated response’, which would entail the broadband providers breaking the law.24

This book begins with a contextual chapter, explaining how Internet copyright measures interfere with free speech and privacy rights, using legal and constitutional analysis from the EU and its Member States. This contextual chapter is followed by three intriguing case studies of copyright enforcement policy: the ACTA, Ley Sinde and the Digital Economy Act. Each of these stories reveals different, and sometimes ingenious, methods by which the creative industries or rights-holders sought to gain influence, and the responses from policymakers. In all three cases, documentary evidence was analysed through the lens of the legislative process, which was contemporaneously observed by the author. Contemporaneous policy study is tricky, because the outcome is unknown and the analysis needs to be continually revised. The book reflects the author’s ongoing observations, but the final analysis was carried out after the events themselves had concluded. The documents analysed were mainly official policy documents, consultation responses and lobbying documents, but in some cases leaked texts have been relied on. The author only relies on media sources to confirm events or where no other source is available.

It is the triangulation of sources that makes the author’s methodology different from much other policy analysis. Rather than the analysis relying on any one account, whether official or ‘leaked’, the facts have been checked across multiple sources. The Spanish case is one example where this analytical technique was used. In Spain, diplomatic cables which were leaked on the WikiLeaks website and published by the national newspaper El País revealed that the government was under pressure from the United States. The El País claims were cross-checked by the author against publicly available United States government policy documents and lobbying documents. Similarly, one cannot write about ACTA without citing leaks. ACTA was much criticised by civil society organisations for being negotiated in secrecy, and its content was only revealed in a series of leaked documents which were published by the American University Washington DC. The processing of the ACTA in the European Union legislature was contemporaneously observed by the author. The documents have been cross-checked against the available public policy documents from the EU and the USA, and analysed from a European perspective.

The book wraps up with a discussion of the conclusions from the three case studies. The key question was about transparency in policymaking, and whether corporate lobbyists could pressure governments to bypass democratic process. In answering that question, the book reveals a masquerade of policymakers siding with industry and attempting to cover their tracks. It lights up the shadowy manoeuvrings within the political elite and the lobbying community to obtain the desired political outcome – and how the desired outcome was reversed in one case. The book illustrates how an understanding of the legislative process is essential for transparency. We cannot know how power is exerted unless we know where the levers are and who is pulling them.


CHAPTER 2

Copyright and the Internet: what is at stake?

Why does it matter whether governments do deals in secret back rooms? There are those who will tell you it happens all the time, it’s just the way government works, so why is copyright so special? In a nutshell, it is because it pitches global commercial interests against a very precious public interest in free speech. This is a right that people value highly, and it is an essential foundation for a democratic society that people can speak openly to each other. Hence governments have the responsibility to protect and guarantee it.

If we turn to the public policy debate, we will see a bipartisan argument. On the one side, the entertainment industry lobbyists put forward their position, using a rational, economic argument to support their demands. Their argument runs like this. People are taking content for free by downloading it, therefore they are stealing. Because of the scale of this alleged theft, the creative industries say they are losing money and declining, and need protection of the state. They say that if people could be stopped from downloading free content, the losses could be stopped and jobs saved. They also say that the broadband providers are in a unique position to take action against illegal downloading (this is their terminology) because networks now operate using technology that can identify data traffic right down to the level of the individual user. It is for that reason that they demand governments force the providers to act.

Superficially, this would seem to be a straightforward proposition. When it is supported by statistics that illustrate, for example, large numbers of files being shared on peer-to-peer networks, compared with declining revenues for sales of physical products, then it does present a picture of an industry in trouble, and it might be easy to take the view that it is deserving of state help.

On the other side of the copyright debate are two groups. The broadband providers say that the entertainment industries are asking them to break the law. The measures demanded contravene the laws governing telecoms services. They take the view that it is time for a new business model and that the creative industries should focus on how to generate revenue online, instead of looking backwards at outdated physical formats. The citizen advocates argue that our rights and freedoms are at stake, and this is the argument that is crucial for this book. The citizen argument is often presented as an instinctive and emotive line, and is frequently ill-defined. Here follows an attempt to define it more clearly.

Internet copyright measures

Broadly speaking, Internet copyright measures fall into two categories. The first category is known as graduated response, and colloquially referred to as ‘three strikes’. The second category is referred to as ‘web blocking’. It is generally possible to analyse the proposed laws – such as those which are the subject of this book, namely the French Creation and Internet law, Britain’s Digital Economy Act, Spain’s Ley Sinde, the EU Telecoms Package, ACTA, or SOPA/PIPA in the United States – and classify the measures into one or other of these two categories.

The term ‘graduated response’ describes a system of warnings followed by a punishment administered to the Internet subscriber by the broadband provider. The idea is gradually to increase the severity of the action taken, beginning with a warning notice that may be repeated a number of times, and potentially a range of more severe sanctions. The graduated response addresses the Internet ‘account’ which is held by a ‘subscriber’. This is not necessarily the same thing as the ‘user’. The ‘subscriber’ means families, householders, wifi hotspots, multiple occupancy households, small and large businesses, hotels, as well as individuals. The ‘user’ is the person who is using the keyboard or operating the mobile phone. It could be that the ‘subscriber’ allowed someone else to use the access, and that other person infringed copyright.

The system relies on the broadband provider implementing the notices and sanctions. It is a way to work around European privacy law,1 because no details of the subscriber are given out. The rights-holder – or other body – informs the broadband provider of the Internet Protocol (IP) addresses to which the infringement is linked, and the provider matches them up to the account, and identifies the subscriber internally. The broadband provider initially sends a warning notice, and, if the same subscriber is repeatedly identified, the provider may be asked to take action, such as suspending the Internet account.

Graduated response was conceived on the basis that a majority of people will be sufficiently deterred, and the unauthorised use of copyrighted material will reduce. The French Creation and Internet law2 was the first graduated response law in Europe and is typically the model. It sets up a system where a first warning is sent to the subscriber by email; a second is sent by registered post; if there is third allegation of infringement, the subscriber’s access is suspended for up to one year – hence ‘three strikes and you’re out’.3 The jury is currently out as to whether this works in reality; early data from France suggests that it encourages switching between different methods of ‘piracy’ rather than cessation of ‘infringements’.4

Britain’s Digital Economy Act 20105 outlines a graduated response in two halves. The first half is just a notification system where broadband providers are obligated to forward copyright infringement notices from rights-holders. People who get repeat notices may be taken to court. The idea is that the rights-holders can identify the so-called ‘repeat infringers’ and will not litigate in cases of a one-off allegation. The second half of the Digital Economy Act measures is a system of automated sanctions applied by the broadband providers on the basis of rights-holder allegations. The sanction could be disconnection of the Internet service (sometimes interchangeably referred to as account suspension or termination). An alternative sanction could involve slowing down or restricting the subscriber’s access to the Internet. In the Digital Economy Act, these are the so-called technical measures. They will only come into effect twelve months after the notification system, and only if Parliament agrees to them.6

So-called ‘web blocking’ measures function in a quite different way, by targeting websites and services, and their operators. Web-blocking measures could be implemented by codifying a statutory notice and take-down procedure.7 The website owner would be warned before any action was taken; and if the owner did not heed the warning notice, then a blocking order could be issued. In the European Union, new proposals for website-blocking measures seek to extend the concept of notice-and-takedown to include actions other than ‘taking down’ content; for example, blocking content directly, removing access to payment services, or search engine de-listing. The measures were renamed ‘notice and action’.8 The creative industries argued that such blocking measures were required to address copyright infringing content where the website that is making it available was hosted in a different jurisdiction, or to address a situation where the website moves regularly from one server, host or jurisdiction to another.

Alternatively, measures targeting websites could be implemented by codifying a system of fast-track injunctions, so that an order could be obtained within a short space of time – days or even hours. Potentially, the order could be obtained from a civil administrative authority. In broad terms, this is the Spanish system codified in Ley Sinde.9 Blocking orders would also appear to be the intent behind the Provisional Measures in the Anti-Counterfeiting Trade Agreement (ACTA).10 The Provisional Measures were part of a proposed civil enforcement system that incorporated a form of indirect liability, and, by means of a cross-reference, formed part of the Internet provisions.11 Provisional Measures aimed to stop an infringement, or prevent one occurring imminently, by means of a court injunction, which could be granted prior to full court proceedings – potentially fast-track injunction. Similar measures were under consideration by the British regulator, Ofcom.12

It might be assumed that such measures would target specific websites and services where copyright-infringing content could be easily identified. In practice, there are unintended consequences. Blocking an entire website risks blocking legitimate, non-infringing content, and the broadband providers are not keen to do this because of the liability involved. This was an issue in the case of 21st Century Fox v. BT.13 Web-blocking measures create long lists containing thousands of individual web page addresses or URLs, as they are commonly known. America’s Stop Online Piracy Act was especially problematic in this regard. It sought to include websites that could be deemed as ‘contributing to or facilitating infringement’, websites and services ‘with limited use beyond infringement’ and those that were deemed to ‘avoid confirming infringement’. The last meant that the site would refuse to implement surveillance on the site in order to check whether there was any infringing activity.14 This language laid SOPA open to criticism that it was over-broad, and there would be a real risk of much legitimate content being caught up within those vague definitions.

All of the measures, whether graduated response, notice and take-down or fast-track administrative injunctions, seek to bypass the usual court procedures.

Copyright measures and rights

The policymakers’ role, if conducted ethically, is to balance the different sets of interests. Traditionally, copyright would be balanced against some other public interest, such as making information available to a wider audience.15 However, the complexity of Internet copyright means that they also have to take account of three sets of interests: those of the creative industries, those of the broadband providers, and those of the ordinary citizens who use the Internet. The question then arises, what should they be balancing? Should they be balancing the economic interests of two industries? Or two sets of fundamental rights which apply to individuals? Or both?

In the EU, all rights under the European Convention on Human Rights (ECHR) must be guaranteed by national governments. Yet policymakers have found it difficult to see why fundamental rights might be infringed. It is not necessarily obvious, due to the technical nature of the Internet. Copyright is a private right and would usually be addressed under civil law.16 In Europe, copyright may be argued as a property right under the ECHR Protocol 1, Article 1, which mandates that everyone is entitled to the peaceful enjoyment of their possessions.17 Article 17.2 of the European Charter of Fundamental Rights18 grants a right to intellectual property, as a subset of the more general right to property. Hence it is argued that the right to intellectual property is one half of the balancing act. In the USA, freedom of speech is covered by the First Amendment to the Constitution. Copyright measures are not usually subject to a constitutional challenge. However, it is argued that they may be subject to such a challenge where there is a potential threat to non-infringing speech.19

The difficult issue for policymakers is what copyright should be balanced against. The proponents of graduated response and web-blocking measures argue that there is no human right to the Internet. Moreover, they argue that protection of copyright is more important than the rights of the infringers to carry on infringing. For example, in the March 2011 court proceedings for judicial review of the Digital Economy Act, it was proposed that in balancing the right to protect copyright against the rights of infringers, the law should come down on the side of copyright protection:

what would be the political response if Government were seen to be counting as a genuine ‘welfare loss’ the fact that some of those behaving unlawfully would, as a result of those proposals, no longer enjoy the fruits of their unlawful behaviour?20

However, to see the issue in these terms is arguably a little simplistic. The way to understand it is to go back and examine the component parts of the enforcement policies. Graduated response entails a state-sponsored, or state-imposed, punishment of individuals. The proposed punishment is cutting off someone’s Internet access, and (depending on the implementation) disallowing them from signing up for any other service for a defined period. Thus, the person will lose the facility of connecting to the Internet. A variation on this punishment is somehow to restrict the access that they enjoy, either by limiting the speed of their connection or by technically disabling facilities to which they can have access.

Website-blocking measures entail the state ordering the removal of material which has been made available, communicated or distributed on the Internet, and from which other people may benefit. Thus, the person or organisation that runs the website loses the ability distribute the material, and others potentially lose the ability to access it. Website-blocking measures may encompass the blocking of financial facilities such as the ability to take credit card payment. In this instance, it is a direct punishment for the website owner.

There is an emerging school of thought that the Internet is not just an entertainment system, but is a communications system that facilitates every aspect of modern life – banking, shopping, education, work, social life, paying taxes. A Resolution from the Council of Europe of May 2009 stated that

Growing numbers of people rely on the Internet as an essential tool for everyday activities (communication, information, knowledge, commercial transactions, leisure), ultimately improving their quality of life and well-being. People therefore expect Internet services to be accessible and affordable, secure, reliable and ongoing. Access to these services also concerns the enjoyment of human rights and fundamental freedoms, as well as the exercise of democratic citizenship.21

There is even a philosophical argument around copyright and the digital public sphere, suggesting that users could have the right to engage with content.22 This kind of thinking is attempting to break new ground in how we should view copyright and the broadband environment, and it is interesting to add into the discussion when we are considering how to view the rights of users in the context of blocking legislation.

Thus, disconnecting someone from the Internet becomes more than just banning them from having fun; it cuts them off from earning money, learning and contacts with other human beings. Cutting someone off from the Internet potentially engages other rights such as the right to work, to education and to freedom of expression. The last is a truly fundamental right which underpins all democracies and without which democracy cannot function. Similarly, preventing operators of websites from disseminating information by blocking their content would seem to engage directly the right to freedom of expression. The issue is whether a blocking order could encompass content that does not infringe. Under European law, the right to freedom of expression is not only a right to read, hear and access information. It is also a right to speak, and to distribute information.23 Under US law, the blocking of non-infringing content would be subject to scrutiny under the First Amendment.24

If we accept that this is the state depriving individuals or organisations of a fundamental right, then the punishment, and the way the punishment is imposed, is of interest. The means by which the punishment will be imposed is a critical element of the policy balancing act. The concept is to use automated technology. Blocks will be imposed automatically, and the control mechanism will be operated by an electronic database. It will be similar for the imposition of Internet disconnection, or other technical measures such as the throttling of bandwidth to slow down the user’s Internet connection.

The issue then turns to the legal process. If a Provisional Measure or a ‘fast-track’ injunction is chosen as the policy option, and it results in an automated block being applied, imposed without notice or any form of hearing, then it would seem that the right to due process could be violated. If an administrative body, and not a court, imposes such a sanction, there could be an additional reason to consider whether it is a violation of the right to due process.25 If a private organisation is taking the decision in an extrajudicial process, then there is most certainly a reason to consider whether due process has been violated.

Moreover, when someone is punished without having first had the right to put their case and defend themselves against the allegation, there would seem to be a presumption of guilt built in. This would be contrary to the principle of presumption of innocence which is built into European law in Article 6.2 of the ECHR.

The issue of due process was addressed in the European Parliament during the processing of the Telecoms Package. This was the review of the European telecoms framework, where attempts were made to insert changes that would support copyright enforcement measures, and specifically graduated response measures. The European Parliament finally adopted a provision that reminded governments of their obligations under the ECHR to guarantee the fundamental rights of individuals. It used the language ‘a prior, fair and impartial hearing shall be guaranteed’ as a reminder of the court process and the presumption of innocence. The Parliament adopted the provision with the intention of protecting the right to due process in this context.26 In ensuing reviews of intellectual property rights, the European Commission is careful to state that all fundamental rights must be respected, including the right to a private life, freedom of expression and an effective remedy.27

The right to due process was considered in Spain with respect to website-blocking measures for copyright enforcement. The Spanish Constitution, Article 20, states that ‘seizure of publications, recordings, or other means of information may only be adopted by a judicial decision’. On that basis, it was deemed inappropriate to use a purely administrative body to order the shutting down of websites.28 This view was confirmed in a report by the public prosecutor at the request of the Ministry of Justice.29 The report said that blocking had to be authorised by the judicial authorities.

Graduated response and web-blocking policies may engage the right to privacy. The European Data Protection Supervisor has been very critical of graduated response measures from a privacy perspective, suggesting that it could mean widescale surveillance of Internet users:

Many of the measures envisaged … in the context of enforcement of IP rights in the digital environment would involve the monitoring of users’ behaviour and of their electronic communications on the Internet. These measures are highly intrusive to the private sphere of individuals and, if not implemented properly, may therefore interfere with their rights and freedoms to, inter alia, privacy, data protection and the confidentiality of their communications.30

European case law says that courts should balance the right to privacy against the right to intellectual property, taking into account the principle of proportionality.31

The most precious right

A landmark ruling for European policymakers was set by the French Conseil Constitutionel (Constitutional Council) in its decision of 10 June 2009.32 The Conseil Constitutionel had been asked to provide an opinion on the proportionality of the graduated response measures as set out in the Creation and Internet Law of May 2009,33 and in particular on the sanction of Internet disconnection and whether it engaged the fundamental rights of individuals. The ruling turned on the establishment under French law of a new administrative body known as the HADOPI34 to manage the graduated response process, including the disconnection sanctions. The HADOPI sat in-between the rights-holders, broadband providers, courts and users. Its role was to take the allegations of infringement from the rights-holders, ask the broadband providers to forward the warning messages to Internet users, deal with courts who determine sanctions, and forward to the broadband providers the mandates for applying sanctions.

The Conseil Constitutionel ruled that in empowering an administrative authority to sanction by suspending access to the Internet, the legislator had misunderstood the fundamental character of the freedom of expression and communication, and had instituted sanctions that were manifestly disproportionate. It additionally ruled that the law instituted a presumption of guilt and infringed the legal right to defence.35

The ruling said that it is legitimate for a legislator to balance an objective, such as the fight against piracy, against the right to freedom of expression, but it made one clear distinction: freedom of expression should get special protection, on the basis that it is a condition for democracy and one of the ways in which democratic societies can guarantee the respect for others rights and freedoms. Any potential infringements on the freedom of speech should be necessary, and proportionate to the objective.36 In support of its decision, the Conseil makes reference to the original Declaration of the Rights of Man of 1789, under which the free communication of thoughts and opinions is one of the most precious rights because it is a condition of democracy that every citizen may speak, write and print freely; and every person shall be presumed innocent until proven guilty.

The Conseil Constitutionel linked that precious right to free speech to the Internet environment. In the modern state the means of communication, and especially the development of public online services, have an importance in democratic life and for the expression of ideas and opinions. This right to free speech implies the liberty of access to such services.37

The Conseil Constitutionel concluded that the sanction of suspension of Internet access engages the right to freedom of expression because it strips individuals of their ability to access the means to democratic speech. The power to strip people of a fundamental liberty is inappropriate for an administrative authority, and should be be given only to a judicial authority38

Government must justify interference

In Britain, the balance of rights was approached differently. The British government asserted that the state had a right to impose such measures as it deemed necessary to control the right to property, and that the broadband providers had a role to play in the enforcement of that right.39 The government’s interpretation was that ‘no one has an unconditional right to access the internet’.40 Instead, the British government believed that the right to property justified the proposed measures for enforcing copyright in the public interest41 and therefore the correct balance for policymakers was to weigh up the right to property against a general public interest. On fundamental rights, the government’s position was stated in the written evidence from Lord Mandelson on 17 December 2009:

Articles 8 and 10 are qualified rights and it is acceptable under the Convention to interfere with these rights if it is in accordance with the law and it is necessary in a democratic society for the protections of the rights of others.42

The issue of fundamental rights and copyright enforcement was considered by the Parliamentary Joint Committee on Human Rights, which produced a report on the Digital Economy Bill in February 2010. This is an excellent report, which has been largely underrated. In summary, the committee disagreed with Lord Mandelson’s evidence on this issue. Its views are set out in a complex legal argument, which I attempt to simplify here.

The committee did concede that protection of a property right, including copyright, could be a legitimate objective for a new law,43 and it acknowledged that the notification system posed a low risk to privacy or freedom of expression, although it said that there was a stronger case than the government suggested. From that point on, however, the committee’s opinion diverged markedly from the government’s.

First, the right to property is a qualified right, and the legal test for government interference with this right is the ‘public interest’. This means that any measures must balance the property rights of the individual (and therefore copyright) against the wider public interest. This would be a consistent interpretation of the ECHR (Protocol 1, Article 1). Second, technical measures require a different legal test. The suspension of Internet access, or restriction on that access imposed by automated means, was a case of the ‘state taking positive measures to restrict the basis on which the individual user may access services provided by an ISP with whom he has an existing contract’.44 Restricting access to the Internet would not only affect the Internet subscriber, but could have unintended consequences for their family, work colleagues or other associated users such as flatmates and wifi users.45 Such restrictions would also have a direct impact on the right to privacy, because under EU law there is a right to a private life and correspondence, and suspending Internet access would de facto block correspondence. Therefore technical measures would potentially interfere with rights guaranteed under the European Convention on Human Rights,46 namely freedom of expression and privacy. In the opinion of the Committee, ‘government has a responsibility to demonstrate its justification for interfering’ with these rights. Third, the test for state interference with freedom of expression is a tougher test than the one for protecting property. If the state wants to interfere with the rights to privacy and freedom of expression, it must first show that the measures are necessary and proportionate in a democratic society, in order to meet a legitimate aim.47 The test is whether interference with one right – freedom of expression – is necessary and proportionate to protect the rights of copyright holders. Interference with freedom of expression would trump protection of property rights in this context.

Thus the state must justify any interference with freedom of expression, and must guarantee all fundamental rights under the EU Acquis communautaire, including the right to due process and to privacy, as well as property. In a digital society, the right to free speech depends on an open communications network being in place. Automated tools intercepting communications in order to protect copyright are a first step in closing off the networks. It is not that the copyright measures aim to block legitimate speech. Nor is it that people have a right to free content – they don’t. It is the effect of interfering that creates the problem, where legitimate speech and correspondence may be blocked as an unintended consequence of the measures. In this context, governments are legally bound to construct carefully the regulatory implementation of copyright enforcement policy, so that all citizens’ interests can be protected by the state. This is why people will turn out in freezing cold streets to protest against copyright measures, as they did against ACTA (see Chapter 6). It’s also why it matters whether copyright policy is made in cosy deals with industry instead of being thrashed out in public in our democratic forums.


PART II

The American influence: America, ACTA and Special 301


CHAPTER 3

Entertaining American objectives

[T]he President’s 2011 Trade Policy Agenda set out a comprehensive IPR strategy regarding the protection of American innovation and jobs, which stresses the importance of intellectual property protection to the U.S. economy. … The agreement is an important new tool to fight the global scourge of counterfeiting and piracy, which threatens jobs that depend on innovation – including those here in the United States.

The agreement referred to here is ACTA, the Anti-Counterfeiting Trade Agreement, which sought to impose Internet copyright measures internationally. ACTA had its origins in United States trade policy. Indeed, ACTA’s backstory reveals how the United States government set up an astonishing international system to export American intellectual property policies to other countries, with the aim of supporting the American entertainment industries. The system was contrived by intertwining the interests and the resources of entertainment industry lobbyists and American policy officials. The lobbyists and the officials would feed each other with policy intelligence and use each other’s networks to get new policy demands into foreign government processes. The system was based on bilateral trade agreements, which could be privately negotiated, and where US demands could be imposed. International agreements were a key tool for the USA to lever foreign governments into making IP law changes. The ACTA had been intended to become a part of that process. This chapter considers how the American entertainment industries fed into the ACTA process. Although ACTA was effectively killed off by the European Parliament in 2012, its story gives us insights into how copyright policy is made at an international level.

IP and American trade policy objectives

The link between intellectual property and United States trade policy was made in the early 1980s. An elite group of industrialists was set up to advise the US Trade Representative (USTR), the official body responsible for overseas trade. This elite group came together under a government advisory committee, the Advisory Committee on Trade Negotiations (ACTN).1 The committee had been set up under the 1974 Trade Act; operating under the remit of the USTR, its role has been to advise the president on trade policy. It became a direct pipeline between industry and policymakers.2 Within the ACTN, a Task Force on Intellectual Property3 was established. That Task Force worked with the USTR to shape IP trade policy from 1974 to 1989, and with hindsight can be seen as responsible for setting in train many of the ensuing policy developments. One notable member of that committee was the behind-the-scenes industry lawyer Eric Smith, who, in 1984, set up a coalition copyright industry lobbying group known as the International Intellectual Property Association (IIPA).4 Eric Smith served as president and legal counsel for the IIPA from 1984 to 2011 – a total of twenty-seven years.5 Founding IIPA members included the Motion Picture Association of America (MPAA), representing the Hollywood studios, and the Recording Industry Association of America (RIAA), representing the recorded music industry, as well as associations representing music and book publishers, the software industry and the electronic games industry.6

The Intellectual Property Task Force insisted that IP should form part of all trade agreements negotiated with foreign governments. The idea was that if IP was included in trade agreements, then the USA could negotiate changes in the partner country’s intellectual property law against preferential treatment for exports to the USA. Its message to the USTR could be summarised as ‘no IP, no deal’.7 The IP Task Force on Intellectual Property began calling for a pivotal amendment to the 1974 Trade Act that would embed this principle in the US legal code. In 1984 they got that amendment, linking trade policy to intellectual property in law for the first time. In order to grasp its significance, it is worth understanding some background to the 1974 Trade Act.

The Trade Act was drafted at a time when the USA had a large trade deficit, and the intention was to use the power of the US government to secure improved market access for American industries to foreign markets.8 Many experts say it was a protectionist law that targeted weak enforcement procedures in other countries to cure the ills suffered by American export industries. It targeted countries which ‘deny fair and equitable market access’ to US companies,9 and tasked the USTR with identifying those countries that did not originally include intellectual property. Under Section 301 of the Trade Act, the USTR was mandated to create a list of countries whose laws, policies and practices were deemed harmful to US interests. These were labelled ‘Priority Foreign Countries’. Section 301 was intended as a bargaining tool within bilateral trade agreements, and was used in conjunction with another programme known as the Generalised System of Preferences, under which foreign products could have duty-free access to US markets, in return for favours to US exporters.10

The link that the industry wanted between intellectual property and trade agreements was conceived in 1984, when the Trade Act was amended.11 From then on, intellectual property protection had to be included as a condition of other trade preferences being granted.12 Section 301 was altered, giving the president power to deal with foreign governments that failed to give ‘adequate and effective protection of intellectual property rights’.13 It meant that the US government could bargain changes in IP law against privileges for foreign companies in the USA. An early example was an action taken against Brazil in the 1980s, where the USA accused Brazil of failing to protect copyright in computer software adequately. Following US pressure, Brazil changed its law in 1988.14

The amendments to the 1974 Trade Act were the key to enshrining intellectual property in trade policy. However, they were not enough for US industry, and, as is clear with hindsight, they set in train a series of manoeuvres by US industry lobbyists to influence the international IP legal framework. In 1985, the Task Force on Intellectual Property began calling for intellectual property to be an even higher policy priority. The entertainment industries pressed the USTR to use intellectual property not just as a mere bargaining tool, but as a proactive component of bilateral trade negotiations, in order to obtain stronger enforcement measures that would be favourable to US industries.

In 1988 they got a result. A further amendment was made to the 1974 Trade Act,15 creating the process that is now known as ‘Special 301’.16 It was created by amending Section 301 of the Act, under which the USTR had to identify positively those countries which denied ‘fair and equitable market access’ to the US copyright and trademark industries. Identification would lead to an investigation of countries’ intellectual property policies and their implementation. This amendment turned the screws on Section 301 – it went from granting a power to be used in trade bargaining to being a positive monitoring process of other countries’ legislation. In other words, Special 301 altered the aim of the law. From then on, the USTR had to monitor the intellectual property enforcement laws around the world, and identify countries where the IP law could be a problem for US industries. Intellectual property policy could be assertively used to target countries for trade sanctions or removal of preferences.

However, that was still not enough for the US entertainment industries. In the late 1980s, they were not happy with the global process established by the World Intellectual Property Organization, in part because the WIPO treaties did not deal adequately with enforcement.17 Hence they targeted the GATT process, and, with the support of the USTR, sought to get US-friendly intellectual property policies built into an international agreement. Over time their calls led to the agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) in 1994.18 TRIPS was a global agreement under the new World Trade Organization (WTO), finalised in 1994. TRIPS focused on enforcement of intellectual property rights, complementing other international agreements such as the Berne Convention and the treaties signed under the WIPO, which established the rights. However, TRIPS was developed for the pre-Internet environment. In 1994, the Internet was still in its infancy. The drafters of TRIPS did not include any measures to foresee the kind of developments that could occur in the Internet environment. They did include general enforcement measures such as injunctions against infringers, but did not, for example, include injunctions against intermediaries.19

If the motive behind TRIPS was to provide the USA with a legal tool to use against foreign governments under the 301 process, then compliance became a criterion for the Special 301 process. The Special 301 Watchlist monitored those countries that were deemed to deny such adequate intellectual property protection. It would signal to the target country that it was at the beginning of a process that ultimately led to trade sanctions. The foreign government would find that it was contacted by the USTR and its IP policies put under investigation.20 For example, consider this excerpt from the 2008 Special 301 report:

The United States remains concerned, however, that Tajikistan has not yet fulfilled its IPR obligations under the U.S.–Tajikistan Bilateral Agreement, and encourages Tajikistan to take the necessary steps to fully implement the TRIPS Agreement.21

This is how the Special 301 system worked. Governments which failed to take action required by the USTR would find themselves upgraded to the Priority Watchlist. Ultimately, countries that refused to take action after being on the Priority Watchlist would be moved to the Priority Foreign Country List. The Special 301 Watchlist became a blacklist of countries whose intellectual property law was deemed not to conform to the requirements of the United States. In 2001 the USTR placed fifty-nine countries on Special 301 lists.22

The Special 301 Watchlist continues to be compiled every year. It is a massive undertaking. The USTR has two main sources of information. One source is the network of US embassies that collect and report on policy and law-making in each country. The second source is industry. Based on the 2012 Special 301 review, submissions have come from the RIAA, BASCAP (the global acronym for the three American music collecting societies23), the Coalition for Intellectual Property Rights, the American Chamber of Commerce and, of course, the International Intellectual Property Association (IIPA), which submits without fail each year. The IIPA monitors intellectual property policy in every country, and writes detailed reports, highlighting those countries that it believes have policies which least favour the American entertainment industries. It provides specific recommendations of those countries that should be on the Watchlist, or the Priority Watchlist, itemising the alleged failings of their intellectual property policy.

As an example of how it works, in 2006 the IIPA pressed for the suspension of duty-free trade benefits to Russia under the Generalised System of Preferences (GSP) programme24 the basis of that country’s failure to protect US copyrights. The IIPA made multiple requests:

Our request today repeats identical requests we made in our February 13, 2006 Special 301 submission as well as our March 1, 2006 letter to the GSP Subcommittee. We have provided the interagency with numerous updates on the lack of progress being made in Russia on continuing rampant piracy, ineffective copyright enforcement and the dangers of proposed legislative reform to the Civil Code. There simply is no justification for continuing to give trade benefits to a country which fails to comply with the terms of the GSP trade program.25

Another example of Special 301 functioning is the Ukraine. In 2001 the IIPA had asked for trade preferences for the Ukraine to be dropped on the grounds that the Ukraine government had not done enough to act against music piracy (at that time it concerned CDs), and had not implemented legal reforms required by the US entertainment industries. The IIPA testified to the USTR public hearing and submitted ‘voluminous materials on the problem of piracy in the Ukraine’,26 and Ukraine was duly designated as a Priority Foreign Country under the Special 301 process, and trade preferences were removed. The IIPA subsequently welcomed the decision:

This action is necessary due to the Ukraine government’s failure to take any of the necessary and promised steps to combat optical media piracy in Ukraine. We applaud Ambassador Zoellick for taking this action; he has worked on this matter since his first day in office.27

Only after Ukraine agreed to reform its copyright policy and undertook raids against intellectual property rights infringers28 was the country’s status subsequently lowered to the Priority Watchlist, and then to the Watchlist.29 However, in 2012 the US entertainment industries were still unhappy, and once again they asked for Ukraine to implement what they called ‘TRIPS+’ enforcement:

We urge the U.S. government to maintain Ukraine’s status as being on the Watch List and to encourage their Ukrainian counterparts to strengthen their IP legislation to provide a TRIPS+ level of IP protection and to continue to make improvements to their law enforcement capabilities, as well as further involve rights holders in the legislative and enforcement process.30

The USTR and the IIPA have a close working relationship. This example from the 2008 Special 301 report illustrates how the USTR takes information supplied by the ‘copyright industries’ to delve deep into Italy’s IP enforcement policies. Note the language of ‘encouraging’ the judges:

Italy will remain on the Watch List in 2008. Italy made progress in 2007, including through increased senior-level support for IPR enforcement, and some enforcement actions by the Guardia di Finanza. U.S. copyright industries continue to report, however, that Italy maintains one of the highest overall piracy rates in Western Europe. The United States is particularly concerned about the lack of judicial imposition of deterrent-level penalties for criminal copyright and trademark infringers. The United States urges Italy to make IPR enforcement a top priority, including encouraging judges to impose deterrent-level sentences.31

A correlation between IIPA requests and USTR action is illustrated in this excerpt from its correspondence with the USTR in 2006:

Since 1999, IIPA (and in one case, a coalition of 6 of the 7 IIPA members) has filed 18 GSP IPR petitions with USTR, requesting the initiation of IPR investigations against the following countries: Poland, Peru, Lebanon, Dominican Republic, Ukraine, Moldova, Uzbekistan, Armenia, Kazakhstan, Belarus, the Kyrgyz Republic, Brazil, Russia, Guatemala, Costa Rica, Uruguay, Thailand, and Pakistan. Of these 18 petitions, USTR initiated reviews in 10 countries.32

It is not a surprise that the IIPA would praise the USTR’s work with Special 301. In April 2007, when the idea of ACTA was taking hold, the IIPA president Eric Smith issued a statement saying that

the Special 301 process is a critically important tool by which the U.S. government has been able to secure improved protection and enforcement in our key markets around the world. The success of this process over the years has generated billions of dollars in increased revenue and huge growth in employment for the copyright industries.

He attributed this success to ‘the hard work of U.S. government agencies, led by the USTR, to implement Congress’ mandate’.33

Entertainment industry demands

With such a close long-term relationship, it is also not a surprise that Eric Smith and the American entertainment industries were close to the ACTA process from the very beginning, well before the USTR went public. Eric Smith began asking for something like ACTA in 2004, well before the official process began, by commending the US government on a programme called Strategically Targeting Organized Piracy (STOP). It called on the Justice Department to, among other things, assist in the training of non-US judiciaries.

Additional training for foreign prosecutors and law enforcement officials would also assist in educating foreign officials and enhancing the communication between them and US officials in operational matters.34

Then, in May 2005, around a year before the ACTA was conceived, came the link between copyright piracy, the Internet and trade agreements. The IIPA president Eric Smith testified to the United States Senate Judiciary Committee, raising Internet enforcement as a priority issue. Eric Smith argued for the Free Trade Agreement process to address Internet enforcement, using the carrot of improved access to US markets:

a cross-cutting priority/challenge, affecting all our industries, is bringing all countries into compliance with their enforcement obligations in the WTO TRIPS Agreement and by using the U.S.’s Free Trade Agreement process to raise the level of statutory protection to encompass new technological challenges, like the Internet, and to obligate governments, in return for more open access to the U.S. market, to ‘open’ their markets by significantly improving the enforcement of their copyright and related laws to significantly reduce the high rates of piracy. Piracy severely inhibits the growth of the copyright industries in these countries, including our own companies.35

On 18 October 2007, a week before the official launch of ACTA, Eric Smith repeated these messages to a House of Representatives Subcommittee on Courts, the Internet, and Intellectual Property. Eric Smith told the Subcommittee that he estimated that the cost of ‘piracy’ to US industries had amounted to $58 billion in 2006. He commended the US government for providing ‘many trade and other tools’ to help with intellectual property enforcement, but said ‘our government cannot succeed alone’. ‘We are not doing as good a job as we should be in reducing piracy losses globally’ he observed; ‘we must do better to meet the challenges facing these industries’. What’s interesting is the stress on the global policy. Eric Smith called on the US government to do more to encourage ‘foreign’ governments to implement appropriate policies, emphasising legal tools, TRIPs compliance and improved standards of enforcement in free-trade agreements. He outlined industry demands. They included ‘securing effective and deterrent enforcement in every trading partner; creating the legal tools, enforcement mechanisms and political will to fight rapidly growing, global Internet piracy; improving enforcement against ‘end-user’ piracy of other copyrighted products, particularly on the Internet. Notably, too, he wanted ‘improved standards of protection and enforcement in the Free Trade Agreements’36 and a ‘best enforcement practice’ system.

Eric Smith’s words indicate coded support for a new kind of trade agreement on IP, which was about to be announced. Eric Smith did not mention ACTA by name, but arguably did suggest the kind of agreement that ACTA proposed – notably the keywords ‘best practice in enforcement’, which are in ACTA. This timing suggests that the IIPA and its members were already somehow in tune with the USTR’s plans. Once again, it is no surprise that the IIPA had a press release ready for the announcement of ACTA’s inception on 23 October 2007. The IIPA commended the United States government for its ‘leadership’ in copyright enforcement, and said that ACTA would move ‘enforcement standards from statutory law into practical and specific mechanisms to strengthen enforcement’. Note that the statement emphasises a focus on the Internet:

The copyright owners IIPA represent particularly applaud the potential Agreement’s focus on Internet piracy, practical mechanisms for effective enforcement, and training and capacity building.… Moving enforcement standards from statutory law into practical and specific mechanisms to strengthen enforcement is a key next step in the process of improving IPR protection on a global basis. We hope and expect that an eventual agreement will contain strong, practical provisions that can then be adopted by other countries.37

The official launch statement said that ‘ACTA would complement the Administration’s work to encourage other countries to meet the enforcement standards of the Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS)’. It was not intended to alter the TRIPS Agreement. The objective was to set a new, higher benchmark for enforcement38 and to use ACTA as a complement, or even a substitute, for the TRIPS agreement.

Testament to the close working relationship was the fact that the IIPA gave its unwavering support in its response to the USTR’s request for written comment in February 2008. The IIPA stressed that TRIPS, negotiated in 1994 under the auspices of the World Trade Organization, did not go far enough and that the USA was already negotiating tougher enforcement in bilateral agreements. ACTA must go further, it said:

An ACTA should have high level enforcement standards, not those that simply reiterate TRIPS, but rather clarify existing TRIPS obligations and go beyond TRIPS, along the lines of the IPR Chapters the U.S. government has negotiated in its Free Trade Agreements.39

This viewpoint was supported by the US Chamber of Commerce:

Intellectual property protection is one of a handful of issues that will determine America’s growth and competitiveness in the 21st century. … Any new agreement must build on [TRIPS] and recent US Free Trade Agreements.40

In hindsight it seems obvious that ACTA would have become one of the ‘legal tools’ of the Special 301 process. At the time, the connection was not made, perhaps out of sensitivity to the other governments who had been persuaded to negotiate on the ACTA. However, the connection was made explicit at a US Senate Finance Committee hearing on the trade agenda in 2011. The question was put in the broader context of boosting the US economy and trade policy: ‘How can the U.S. develop a more comprehensive and results-oriented trade strategy? Should we be looking at areas where the U.S. can initiate its own trade violation investigations or do we need new legislation in the customs arena to combat IPR infringement?’ Note how Ambassador Ron Kirk, the head of the USTR, who presided over much of the ACTA negotiations, links Special 301 to ACTA, and the importance of stakeholder coordination:

USTR works to protect American IPRs and to promote U.S. competiveness and jobs through a variety of mechanisms – including negotiating international IPR agreements, including state-of-the-art IPR provisions in U.S. Free Trade Agreements (FTAs), monitoring IPR protection by our trading partners, including through the annual Special 301 Report, and enforcing international rules to protect American innovators’ IPRs, including in the World Trade Organization. USTR undertakes this strategy in close coordination with other relevant U.S. agencies, stakeholders, trading partners and Congress. For example, this year USTR and partner countries representing more than half of global trade finalized the text of the Anti-Counterfeiting Trade Agreement (ACTA). The agreement is an important new tool to fight the global scourge of counterfeiting and piracy, which threatens jobs that depend on innovation – including those here in the United States.41

Indeed, the US entertainment industries exerted influence over ACTA when others, notably civil society and European industry, were excluded. By 2008, the ACTN’s Intellectual Property Task Force had morphed into a new committee, now called the Industry Trade Advisory Committee on Intellectual Property Rights, known as ITAC 15, which was an immutable part of the US trade policy establishment. The members of this committee got to see the ACTA negotiating texts, and the committee included the IIPA of course, as well as its funders, the RIAA, representing the recorded music industry, and the MPA, representing the Hollywood studios. Thirty-two other industry lobbyists, including some telecoms companies and NGOs, were given access under a non-disclosure agreements. The NGOs who signed were not very happy, stating that they had very limited sightings of the texts.42

Internationally, who got access is significant, because European industry did not have any sightings of the negotiating texts, nor any consultation to which they could respond. It created difficulties for the EU negotiators, who could not talk openly to their own industry. In 2009, the USTR held discussions with the entertainment industries while the Internet provisions were being drafted, but it could or would not inform the EU of their content43 due to sensitivities ‘both within the Administration, with Congress and among stakeholders’.44

There was certainly an expectation among the US entertainment industries that they would have input to the ACTA process, including the submission of comments additional to those in the public consultations, and private discussions with the ACTA negotiators. The IIPA was totally bold about its expectations:

As the framework for negotiating the ACTA progresses and actual negotiations commence, U.S. right holders will be able to submit additional comments and discuss those possibilities with the U.S. negotiators.45

It was through these contacts with the USTR that US industry pressed home its demands. We have only their public, on-the-record submissions from February 2008 to go by. What’s especially interesting in light of the subsequent political debate over three-strikes policies and broadband provider liability is how the RIAA said ACTA should mandate broadband provider monitoring, terminate user accounts, and enable automated blocking of content:

ensure that ISPs are required by law to engage in reasonable business practices with respect to the detection and removal of infringing files, preventing access to their networks on the part of known infringers; terminating the accounts of repeat or serious infringers; and employing available technological tools that would prevent infringement provided that use of such tools would not pose an unreasonable financial burden and would not impair the operation of the network. (USTR, 2008c, vol. 1)46

It’s also interesting that the MPAA spelled out a requirement for secondary liability on Internet service providers which it believed would motivate them to ‘cooperate’ with rights-holders in enforcing their copyright. It wanted ACTA signatory states to alter their law to incorporate a liability for providers and made a direct call for graduated response in ACTA. The language of ‘cooperation’ was an attempt to link ACTA to language in the newly passed EU Telecoms Package.47

Practical secondary liability regimes for online infringement are essential to motivate participants to cooperate in implementing the reasonable practices that will make the online marketplace less hospitable for infringers. ACTA parties should refine their secondary liability regimes to reflect current realities and adopt modern, flexible systems where they do not exist. The goal must be to educate and encourage responsible conduct on the part of all parties involved in the transmission of copyright materials.

Overly strict interpretations of national data privacy rules increasingly impede enforcement against an array of wrongs that occur on the Internet, including copyright theft – often leaving victims without any means of redress. ACTA partners should ensure that the interpretation of data privacy rules appropriately balances the fundamental rights of privacy and property, including intellectual property, in such a way as to encourage meaningful cooperation by telcos/ISPs, in particular the implementation of a legally acceptable ‘graduated response’ mechanism.48

The MPAA maintained the pressure for Internet measures throughout the negotiations and addressed its demands to a range of policymakers. In a letter dated 19 November 2009, addressed to Senator Patrick Leahy, chairman of the Senate Judiciary Committee, whose brief included intellectual property rights, the MPAA called for a strong ACTA, especially ‘in the digital and online marketplaces’, and again used the language of provider ‘cooperation’:

In the evolving online marketplace, a critical element of this best practices framework involves legal incentives that promote cooperation between right holders and service providers to clean up the pervasive piracy that pollutes the market.49

A year later, Senator Leahy introduced the Combating Online Infringement and Counterfeits Act (COICA).50 This Act, had it been passed, would have given the US Justice Department powers to close down websites by seizing web domains and ordering finance services to be cut.51

The MPAA made consistent written demands to the USTR for broadband providers to be made legally responsible for enforcing copyright online. In its November 2009 submission to the USTR concerning trade barriers, signed by its chairman Dan Glickman, the MPAA called for ‘a robust ACTA’ which would secure ‘both the legal and practical tools necessary to protect intellectual property rights online’.52 The MPAA submission said that such efforts to address online infringement should include ‘graduated response policies as well as technologies such as watermarking and filtering’, noting that all of these would ‘require the cooperation of the Internet Service Providers’.53

In September 2009, the MPAA’s Dan Glickman joined the IIPA’s Eric Smith in writing to President Obama. The letter was timed just as the USTR would have been finalising its draft of the Internet provisions.54 The letter said:

ACTA would be meaningless, and would fail to achieve its core mission, if it failed to address the issue of online piracy. It is essential that ACTA standards be robust, obligate countries to take effective action against infringing conduct, including online infringements, encourage intermediaries that transmit our content to cooperate with content owners globally in the fight against internet piracy.55

In January 2010, the USTR publicly endorsed the MPAA’s requests for broadband provider liability in a letter replying to an enquiry from Senator Ron Wyden:

In order for a ‘safe-harbor’ approach to ISP liability (such as that provided in relevant US law) to be meaningful, there must necessarily be some form of potential secondary liability against which the ‘safe-harbor’ provides shelter. Thus, in connection with consideration of limitations on ISP liability in the ACTA, we find it helpful if our trading partners confirm the existence in their respective legal systems of some relevant form of secondary liability.56

The message became more specific in December 2010, in a letter to the US Department of Commerce from MPAA interim president Robert Pisano, who called for ‘a range of technological tools and policy approaches’ to be deployed, including graduated response and site blocking.57

Another significant industry lobby group was the International Trade Marks Association (INTA), which sent several memoranda addressed to the ACTA negotiators. The memoranda showed impeccable timing, dated to coincide with the negotiators’ meetings. The memos imply knowledge of the meeting agendas. INTA’s July 2008 memorandum focused on border measures, the subject of that meeting. Its October 2008 memo discussed criminal measures, including penalties and seizure of goods, to meet the anticipated negotiators’ agenda. A year later, in July 2009, INTA sent a memo with an itemised table of comments on USTR’s proposed provisions. This memo indicated that the Internet measures had not yet been drafted. This is significant because it indicates there was a long period of time before drafting of the Internet measures commenced. INTA’s main demand regarding Internet measures concerned privacy, and judging by the way it is worded it is hinting at some kind of graduated response, although it could also be suggesting measures to address auction sites:

Governments should work to ensure that data protection policy does not impede the legitimate protection of intellectual property rights. This should be achieved through a balanced approach that protects the rights of content providers and the interests of individuals and other stakeholders in the digital-networked environment.58

INTA claimed to have coordinated input to the negotiations from some twenty or so industry associations worldwide, and appears to have lobbied the other governments involved in ACTA via local associations. INTA further claimed to have submitted ‘recommendations to the relevant national governments of the negotiating countries on the general framework of the trade agreement as well as considerations for … civil enforcement’.59

The rights-holders were of course, pleased when the ACTA negotiations concluded in October 2012. The MPAA congratulated the USTR on an ‘important signal that the worlds largest economies recognise the critical value of intellectual property’.60

SOPA and PIPA: proposed blocking of foreign websites

Further clues as to how the United States might use ACTA could be seen in two laws that were set before the United States Congress in 2011. The Stop Online Piracy Act (SOPA), in the House of Representatives,61 and the Protect IP Act (PIPA), in the Senate,62 evolved out of the COICA.63 Both bills created a form of fast-track injunction, which could granted in the website owner’s absence, in cases of alleged harm to a rights-holder’s interests. The two bills gave the United States attorney general the power to take these alleged infringing sites offline. They proposed to use various technical ways of doing this. All of the options involved an intermediary. That intermediary could be a search engine, a broadband provider, a domain registrar, an advertising provider or a payment company. Websites could be rendered invisible using direct blocking techniques, such as blocking web addresses and de-listing from search engines, or they could be squeezed out of business indirectly by having their source of funding cut off. They could be removed entirely through seizure of the domains (although they could work around any of these kinds of blocks by registering a new domain elsewhere). SOPA and the Protect IP Act provided for an accelerated process, such that the rights-holders would be able to get websites blocked or de-listed, or funding cut off within a very short timescale. There was a provision for the complaints to go before a judge; however, this was intended as a rubber-stamping exercise only. The point of the new laws was to avoid a lengthy court process. These types of measure could be legally possible under the Provisional Measures section of ACTA.

The Motion Picture Association greeted SOPA with language similar to the text of the law itself:

We welcome the Administration’s clear statement that legislation is needed to stop foreign based thieves from stealing the hard work and creativity of millions of American workers.64

Criticism of the two bills focused on general harm to the Internet and innovation that could be caused by such fast-tracking, It was argued that SOPA and PIPA would pose an unacceptable liability on search engines, domain registrars and Internet advertisers. The more difficult argument to make was how the bills would harm free speech under the First Amendment of the US Constitution (the right to free speech). The dynamic legal expert-turned-activist Marvin Ammori wrote an analysis of the bills that was pivotal in establishing how they would run contrary to the First Amendment. Pointing out that copyright infringement would not usually trigger First Amendment scrutiny, Ammori said that these bills were likely to sweep up non-infringing speech within their over-broad remit and vague language, and as a consequence would need to be examined against the First Amendment. In simple terms, he meant that because the bills were not specific, they did not provide the guidance as to what content they did or did not address. Web operators concerned about liability would tend to block content as the default, and websites and pages that were legitimate could be blocked as a result.65

However, it is important to recognise the objectives of these two Bills in respect of foreign website content. The primary focus of SOPA and the Protect IP Act was to give US-based organisations the legal basis to take-down or block content that resides outside the US. They employed language such as ‘rogue foreign websites’,66 ‘foreign infringing websites’67 and ‘theft of US property’. SOPA was explicitly a ‘bill to promote creativity, entrepreneurship and innovation, by combating theft of US property’. The Protect IP Act stood for ‘preventing threats to online creativity and theft of intellectual property’. Both bills empowered the US attorney general to take down non-US websites, based on an allegation made by a US organisation, without the website owner being able to have any form of response or defence.

The intention appeared to be to create an extension of the Special 301 process, updating it for the Internet era. This intention was made explicit under Section 205 of SOPA headed ‘Defending Intellectual Property Rights Abroad’. Section 205 mandates the Secretary of State to protect intellectual property rights in foreign countries. However, Section 205 sets out new procedures which stand to augment those already in place. In other words, those countries whose intellectual property enforcement laws are deemed to be prejudicial to the interests of American companies could be subject to the new procedures under SOPA. Section 205 of SOPA would have mandated the secretary of state and the Department of Commerce to include intellectual property enforcement as a ‘significant component’ of foreign and commercial policy.

The Secretary of State and the Secretary of Commerce, in consultation with the Register of Copyrights, shall ensure that the protection in foreign countries of the intellectual property rights of United States persons is a significant component of United States foreign and commercial policy in general, and in relations with individual countries in particular…68

Moreover, Section 205 would have provided for United States embassies to offer ‘aggressive’ support for copyright enforcement actions in other countries. US embassies would also be specifically tasked with offering support to their host governments in the reform of intellectual property and copyright laws.69 The embassy staff were to be augmented by a dedicated IP attaché, who would take on these tasks and ‘ensure that adequate resources’ would be available at United States embassies or diplomatic missions. They were also mandated to ensure ‘aggressive support for enforcement action against violations of the intellectual property rights of United States persons in such country’.70

However, SOPA and PIPA were derailed by an unexpected turn in the politics. In Congress, the gauntlet was thrown down by Senator Wyden, a long-time opponent of ACTA, who said that,

by ceding control of the Internet to corporations through a private right of action, and to government agencies that do not sufficiently understand and value the Internet, PIPA represents a threat to our economic future and to our international objectives.71

The political turning point came when the Internet industry mobilised against the bills. What tipped the balance was the way that Internet heavyweights Google and Wikipedia were able to align themselves with the popular cause against the bill. These two firms brought along with them a raft of smaller firms, such as Tumblr and Reddit, which had not previously been politically active, and claimed to represent a greater share of gross domestic product than energy, agriculture or utilities.72 They argued that the bill would threaten innovation. They were supported, on 23 June 2011, by fifty venture capitalists and Internet entrepreneurs, including the developer of the first web browser, Marc Andreessen, who wrote an open letter to that effect.73 A coalition of non-governmental organisations, calling themselves Access Now, said that ‘censoring the internet is the wrong approach to protecting any sectoral interest in business’. The possibility of harm to the Internet prompted widespread protests on the Internet itself. American Censorship Day, which saw some of the large websites putting up ‘censored’ signs on their home pages, was timed to coincide with SOPA’s introduction to the House of Representatives’ Judiciary Committee on 16 November 2011. According to the organisers of American Censorship Day, Congress was besieged by around 1 million emails and 87,000 phone calls.74 A second day of action was organised on 18 January 2012, in which Google and Wikipedia, and a long list of other websites and services, blacked themselves out for twenty-four hours. It was timed to influence a vote in the full Senate on 24 January. The MPAA lost its cool, responding angrily that the blackout was a ‘gimmick’.75 The real cause of its anger was likely to have been the way that Google and Wikipedia were able to rustle up support and wield political power at such a high level, in a relatively short time.

Following the weighty public campaign against the two bills, the political balance in Congress was upset. Previously, copyright enforcement had always been a bipartisan issue – that is, measures would have support from both the Democrats and the Republicans in Congress, and could be assured of adoption.76 However, in the furore whipped up by the Internet industry, Hollywood’s financial support for the Democratic Party was exposed. The Republican Party saw a way to earn political mileage by opposing the bills, and took advantage of the situation. Both bills were effectively forced to a halt by the Republicans, who engineered a unanimous vote in the Senate on 23 January 2012.77

Subsequently, an internal report from the RIAA disclosed that the two bills were not likely to have been effective, and were essentially dead.78 The same could not be said of the RIAA’s keenness for Internet enforcement measures. In the same report, the RIAA proposed a slightly different way to make the broadband providers liable for copyright enforcement by applying the termination clause in their subscriber contracts, as well as getting search engines to terminate advertising and payment providers to cut off finance – all without the backing of legislation. In 2011, a Memorandum of Understanding was agreed with the broadband providers for a so-called ‘six strikes’ scheme.79 Plus ça change, plus ça ne change pas.


CHAPTER 4

A secret copyright treaty

The Anti-Counterfeiting Trade Agreement is often referred to as a ‘secret’ copyright treaty. Why secret? ACTA was negotiated away from the public eye, by faceless officials who will never be accountable for their actions. It took two and a half years, in a series of twelve rounds, each taking place in different cities around the world. The entire process happened in a forum which lay outside the democratic process and without involvement from elected policymakers, and thus without the interference of a civil society movement. No one outside the small group of negotiators and a few privileged observers was permitted inside the room. The general public did not have sight of the vast hinterland of documents that accompanied the long and detailed negotiations, and the text of the agreement was not put into the public domain until close to the end of the process. Unlike government policy documents, which, in the EU, have to made public according to a predefined process, ACTA was not subject to any such rules. Instead, the negotiators appeared able to define their own rules for disclosure.

Requests for disclosure were rebutted. An activist organisation called the Foundation for a Free Information Infrastructure (FFII) mounted a long campaign to get the ACTA documents released by the EU.1 In February 2009, they used the EU’s freedom-ofinformation process to ask for twelve documents, including official recommendations from the Council of Ministers and European Commission, and ACTA negotiators’ working documents for the draft criminal provisions from the Tokyo round. They got partial, but not very useful, access to three of the documents, and nil response for the rest. Eighteen months later, after pursuing an appeal via the EU ombudsman, they still had got no joy. The Council argued that the documents were classified as ‘Restricted’ and their release could harm the interests of the EU. The negotiators’ texts were said to contain sensitive information on the position of the other governments, and ‘full disclosure would undermine the public interest’. In general, EU and US officials maintained that confidentiality was the norm in trade negotiations in order to facilitate free and frank exchanges. The FFII reacted that the European Parliament would have to take a decision on a ‘dark horse’ proposal.2 However, various unofficial texts did emerge, published on academic and activist websites, such as the American University Washington DC, the Foundation for a Free Information Infrastructure, and La Quadrature du Net. Eventually this public pressure forced a limited form of official disclosure, but only of texts that were more or less agreed.

In the previous chapter we saw how the American government had built up intellectual property enforcement within its trade policy objectives, where those objectives were set by the entertainment industries. We also saw a close working relationship between those industries and the US Trade Representative (USTR) in order to implement the policy. However, ACTA was a plurilateral agreement involving other governments. In fact, ACTA’s downfall began inside those secret rooms, as the EU negotiators realised they could not legally meet the American requirements. This chapter discloses how the Americans kicked off the ACTA process, and how their ambitions to match the entertainment industry demands for a ‘gold standard’ in copyright enforcement, based on an explicit indirect liability regime for Internet providers, were hit by some tough dealing from the European Union.

The birth of a new treaty

The origins of ACTA were within the USTR, which leads international trade issues on behalf of the US government. It was officially a ‘trade agreement’. Under international convention, trade agreements can be negotiated outside of other legal frameworks. Ostensibly they are about improving economic relations between countries, and the text will frequently cite ‘free trade’ – meaning that one country should be permitted unrestricted access to another’s markets. Once agreed, governments can be expected to implement them. Generally, they will contain measures which favour the stronger countries against economically weaker countries. In that way, the United States has long been a dominant party.

The USTR began informal talks with Japan on an enforcement agreement in respect of intellectual property rights (IPR), counterfeiting and enforcement of copyright as early as June 2006, when the USTR’s chief negotiator for IPR enforcement, Stanford McCoy, met officials from the Japanese Ministry of Foreign Affairs (MOFA).3 It’s understood that the Japanese had actually been the first to put forward the idea of an ‘anti-counterfeiting agreement’, but their proposal had not met with much enthusiasm from other governments, with the exception of France. The Japanese were concerned to deal with the issues around the emerging BRIC economies – Brazil, Russia, India and China – and they were explicit that the agreement would not address issues between negotiating countries.

In mid-June 2006, Mr McCoy outlined a counter-proposal. This detailed the concept of a ‘gold standard’ TRIPS-Plus enforcement agreement. Mr McCoy recommended modelling the new ACTA on the bilateral free-trade agreements which the USA had negotiated.4 The US had been using bilateral trade agreements for some years to impose intellectual property enforcement on other countries, notably as a corollary to the Special 301 process. The idea of positioning ACTA as a ‘plurilateral’ trade agreement could be interpreted as an extension of the bilateral concept.

In particular, Mr McCoy wanted the new agreement, which he called an ‘Anti-Counterfeiting Trade Agreement’, to be negotiated outside the usual channels such as the G8, WIPO or the Organisation for Economic Co-operation and Development (OECD). The rationale, as explained to the Japanese, was that going through established international organisations could ‘make it more difficult to construct’ such an agreement. Put another way, the Americans believed that going outside the usual channels would create ‘fewer political difficulties’.5 It is not entirely clear what ‘fewer difficulties’ meant. A possible interpretation is that negotiations conducted under the OECD or G8 would be subject to public scrutiny, and the USTR was deliberately choosing a route which avoided any public disclosure. Another interpretation is that, from the USTR viewpoint, going through WIPO would require a consensus with the emerging economies – a consensus that would not be achievable. India, for example, could not be expected to agree to the US demands. Instead, there would be a long and tedious process of dialogue.6

The next development was a draft US–Japan cooperative working agreement drawn up to coincide with a visit by President Bush to Tokyo in the autumn of 2006. The draft text, to be signed by the two leaders, agreed that the United States and Japan would ‘closely cooperate to ensure the early realisation of an international agreement’.7 It seems that by October there had been more meetings and a text drafted by the USTR, which had gone further than the Japanese wanted – or at least it went further than they would be able to agree to. The US and Japanese governments began to discuss who to approach. The European Union was important due to the size of its economy, and at an EU–US summit conference in June 2006 the two agreed an action strategy for IPR enforcement, and committed to such enforcement in third countries.8 The USA wanted developing economies that already had signed free-trade agreements with the USA, such as Morocco and Jordan, because they could be trusted.9 It was less keen to invite Canada to join.

It would seem that from then on, the USTR was in the driving seat. A presentation on the prospective ACTA was made to the European Commission in January 2007.10 At that stage, some Member States weren’t happy to involve the Commission, and would have preferred to negotiate directly.11 However, the Americans knew that they could not negotiate an agreement of this type without the EU, due to the sheer size of the European economy. The American government therefore deployed its diplomatic resources to reassure Member State governments and obtain their buy-in to ACTA, at the same time as the USA was engaging with a number of European countries in the Special 301 process. For example, Italy was on the Special 301 Watchlist and US embassy diplomats went to discuss intellectual property policy with Italian government officials.12

The official launch of ACTA came in a Washington press conference held on Capitol Hill by the USTR on 23 October 2007.13 Susan Schwab, who at that time held the top post of US Trade Representative, described the ACTA as a ‘bold leadership effort among countries that support high standards of enforcement against piracy and counterfeiting’.14 The European Union was on board. The other participants were Canada, Japan, Korea, Mexico, New Zealand and Switzerland. Mexico appears to have been persuaded to join under Special 301 pressure.15 Mexico was receiving detailed attention, including training of Mexican judges. The final group of ACTA participants eventually added Morocco, Australia, Korea and Singapore.

The first text of the ACTA appeared as a US and Japan joint text dated 8 February 2008. The document revealed plans to establish intellectual property enforcement measures for the Internet at an international level.16 The paper scoped out an agreement on global enforcement of intellectual property rights, ‘combatting today’s challenges’, and ‘strengthening the framework of practices that contribute to effective enforcement of IPR’. The provisions of the new agreement were to address international cooperation, enforcement practices and the legal framework.

From the very beginning, and in spite of its title, the ACTA addressed not only the counterfeiting of physical products. It also addressed enforcement of copyright and intellectual property on the Internet – so called ‘Internet piracy’. An early list of provisions included changes to the legal framework that would ‘encourage ISPs to cooperate with right-holders in the removal of infringing material from the Internet’.17 Hence, ACTA set out to target the law governing the Internet, with a view to altering the liability of broadband providers to enforce intellectual property compliance. This matched a requirement of the IIPA, who demanded that Internet piracy should be addressed via free trade agreements.18

On 15 February 2008, the USTR issued a request for written submissions from US industry and other interested organisations on the subject of ACTA.19 The request was published in the Federal Register. It gave very little further information, except to say that the agreement was to ‘establish a common standard for IPR enforcement to combat global infringements of IPR particularly in the context of counterfeiting and piracy that addresses today’s challenges’. Of course, it was only asking for comment from American stakeholders. It received just twenty-seven responses, dominated by the US industries, and including the International Intellectual Property Association, Motion Picture Association of America, Recording Industry Association of America, International Trademark Association (INTA), US Chamber of Commerce, International Anti-Counterfeiting Coalition (IACC), which reiterated a requirement for broadband provider liability and specified graduated response. For example, the US Chamber of Commerce said:

ACTA should ensure that overly strict interpretations of national data privacy rules do not impede legitimate online enforcement efforts, including the graduated response mechanism, or leave right holders with the sole recourse of pressing criminal charges against online copyright infringers as the only avenue to enforce their rights.20

US industry, and specifically the rights-holder companies, were consulted by the USTR via the existing system of advisory committees.21 The members of these committees had security clearance to read confidential government documents. It was clear from some of the rights-holder responses that they expected to be involved in the ongoing process. The following comment is pertinent in light of the very different situation for European industries. There was no parallel consultation in the EU – European industries’ lack of information on ACTA is discussed below and in the next chapter.

The ACTA’s objective should be an ambitious agreement that addresses today’s challenges, including strengthened legal regimes and strengthened and effective copyright enforcement in both the hard goods and online environments. Such ambition should not be sacrificed for additional signatories or the need for a hurried conclusion of negotiations. As the framework for negotiating ACTA progresses, and actual negotiations comment, US right-holders will be able to submit additional comments and discuss those possibilities with US negotiators.22

The first time many watchers of copyright policy outside the United States heard of ACTA was when it leaked into the public domain on 22 May 2008. Shortly after that leaked draft appeared, the formal negotiations were kicked off. The first ACTA negotiators’ meeting was on 3 June 2008, in Geneva. The European Commission’s participation on that day was only possible due to the adoption of the negotiating directives by the Council on 14 April 2008.23

Three further meetings were held before the end of 2008. Round two was held in Washington DC in July 2008; round three in Tokyo in October 2008; and round four in Paris in December 2008, hosted by the French government, which at that time held the presidency of the EU. The Paris round was the first occasion on which the Internet chapter was discussed by the negotiators. The French were trying to get their graduated response measures passed into law24 and to change European law to favour graduated response by altering the telecoms framework – the so-called Telecoms Package. A USTR statement of 18 December 200825 noted that

French Trade Minister, Mrs. Anne-Marie IDRAC, … reaffirmed the strong commitment of the EU in favour of intellectual property rights (IPR), against counterfeiting and piracy, and called for constructive and ambitious negotiations.

The fifth round of ACTA negotiations, scheduled for March 2009 in Rabat, was moved forward to 16–17 July 2009.26 The Internet chapter was not on the agenda; the next discussion of it was in Seoul in November 2009.

Throughout this time, the official line from both the USA and the EU was that

it is accepted practice during trade negotiations among sovereign states to not share negotiating texts with the public at large, particularly at earlier stages of the negotiation. This allows delegations to exchange views in confidence facilitating the negotiation and compromise that are necessary in order to reach agreement on complex issues.27

This line was maintained throughout the process. Thus, from a democratic perspective, little was known about the nature of the negotiations or the basis of the decisions. When analysing ACTA retrospectively, it’s important to understand how the secrecy was maintained by the official authorities and how, in spite of many requests from activist organisations, academics and others, not much could be extracted.

However, a series of documents appeared in the public domain in late 2009, and with increasing frequency as the negotiations progressed through 2010. It has been possible to track the evolution of the text via these documents.28 Following the initial US–Japan proposal of February 2008, the first substantial content was drafted in a second joint Japan–US proposal of 20 May 2008, which addressed Border Measures. On 9 June, the Canadian government drafted the Institutional Arrangements, which included the concept of an ACTA ‘oversight council’. On 16 July 2008, following the second-round meeting, the Civil Enforcement chapter was drafted, again within the joint Japan–US proposal. The EU commented on it on 23 September 2008. The Criminal Enforcement provisions were drafted on 16 October 2008, after the third round meeting in Tokyo. All of these drafts were identified using the scan of various ACTA drafts which emerged within the public domain in April 2008.29

Of primary concern to this book is the so-called Internet chapter (Article 27 in the final ACTA). The first draft was produced by the USTR between July and September 2009.30 At that stage, the EU had no involvement in it. The reason could relate to the EU domestic political situation and the Telecoms Package.31 Another EU requirement for geographic indicators may provide a second explanation.32 In any case, there was evidently a delay to the ACTA discussions through 2009, and there were only two negotiators’ meetings in twelve months.

After the sixth round in November 2009, ACTA progressed more quickly towards the conclusion. The Internet chapter was reviewed at the sixth round in November 2009 (in Seoul)33 and later circulated as a draft dated 18 January 2010.34 Comments on it from the European Commission, DG Trade were drafted in February 2010. The final rounds were all completed in 2010. The meetings continued to move around the participant countries, as the USA tried to convince the world that this was an international agreement: the seventh round, in January 2010, in Guadalajara; the eighth round, in April, in New Zealand; the ninth round, in June, in Lucerne; the tenth round, in August, in Washington DC; the eleventh and final round, at the end of September, in Tokyo. There was a flurry of revised drafts after the seventh, ninth, tenth and eleventh rounds. There was a final ‘legal scrub’ – that is, where the legal language was polished up – in Sydney in December 2010.

It was only at the eighth round in April 2010 that a draft was officially released.35 There was considerable pressure from civil society and in the EU from the European Parliament, although it is more likely that pressure from some of the EU Member States, such as Sweden, the UK and Italy, could have forced the disclosure. The next draft, in June 2010,36 was given to the European Parliament’s Civil Liberties Committee, but only under a confidentiality agreement. It promptly appeared in the public domain. The pressure from citizen groups and academics continued and eventually the text from the final two rounds in Washington37 and Tokyo38 was made public immediately after the meetings, as was the ‘legal scrub’ text from the Sydney meeting in December 2010.39 However, this was also a clever move on the part of the negotiators, who were then able to say that the text had been public, and they could attempt to counter the charge of secrecy.

The USA signed ACTA on 1 October 2011, when the Japanese Foreign Ministry invited the participants in the negotiations to a signing ceremony in Tokyo, presided over by the deputy US Trade Representative, Miriam Sapiro. Signatories on that day were Canada, Australia, Japan, Korea, Morocco, New Zealand, the United States and Singapore.40 The USTR issued a statement from the press office, intended to explain the US official position. It was referred to as a ‘signing statement’, but it had no political meaning.41

The statement said that ACTA would provide a ‘mechanism for the parties to work together in a more collaborative manner to achieve the common goal of effective IPR enforcement’.42 The EU did not sign on that day, but did sign controversially on 26 January 2012, along with twenty-two Member States who signed individually. Five Member States did not sign: Germany, Cyprus, Estonia, Slovakia and the Netherlands.

Who should deal for the EU?

The EU was subject to inter-institutional political sensitivities that affected its involvement in ACTA negotiations. The European Commission was answerable both to the Council of Ministers, which comprises the governments of the Member States, and to the European Parliament. The Commission was given the official mandate, by the Council, to negotiate on behalf of the European Union. However, the Parliament had to give its consent to the final agreement,43 and this was the reason why the Parliament was irritated by the secrecy of the negotiations and consequent lack of transparency. This conflict is addressed in the next two chapters.

The European Commission’s mandate was complicated because the Commission could only negotiate on civil matters, and did not have the legal competence to address criminal measures. In the EU, criminal law is a matter for the Member States to determine for themselves.44 Most of ACTA concerned civil law, but one chapter concerned criminal law. This was a political issue that had to be resolved at the beginning of the ACTA process, but arguably it had ramifications at the end.

Several Member States, including the UK, Sweden and Italy, were opposed to the Commission handling any negotiation on ACTA.45 Records released by the Council of Ministers show that the issue was subject to deliberation. In March 2008 a compromise was reached, such that ACTA would be negotiated as a ‘mixed agreement’.46 This meant that the Commission was given a mandate to lead the negotiations on behalf of the EU, but the presidency of the Council of Ministers – that is, the Member State government that chaired the Council – would negotiate on criminal measures on behalf of the Member States,47 although some Member States sent their own representatives as well.

The matter of transparency appears to have been a tender issue between the EU and the USA, and in particular the US requirement for non-disclosure. The official line from all of the ACTA parties was that in a trade negotiation it was not possible to make public statements because the other parties would not enter into discussion if they knew it was being made public; but, from what can be ascertained, it was the USA that insisted on the ACTA drafts remaining secret and refused to permit them to be released.

The Member State governments of the EU, which made up the Council of Ministers, claim to have had few objections to the releasing of the negotiating texts, since, in their view, ACTA was not a security matter. This view was substantiated by a memo from the European Commission, stating that the Council of Ministers was favourably disposed to more transparency and would not oppose release of the texts.48 The British minister responsible, David Lammy, answered a parliamentary question saying that he had instructed his officials (from the Intellectual Property Office) to ‘press for greater transparency’.49 However, he indicated that there was at least one other party that would not agree to release:

it is the practice in trade negotiations that working documents are not disclosed without the consent of all the negotiating parties. Not all parties currently agree to the release of the Anti-Counterfeiting Trade Agreement (ACTA) draft text.50

The Swedish Presidency of July–December 2009 claims to have been uncomfortable with not being able to release text. Possibly that was so. It was a particularly sensitive time for Sweden and for the EU political position on graduated response. The Swedish presidency had the difficult task of concluding the Telecoms Package, where the pivotal political issue had been graduated response and whether or not a court hearing was required before Internet subscribers could be cut off.51 Stefan Johansson of the Swedish Justice Ministry was the ACTA negotiator representing the Swedish presidency. According to a report of discussion with a member of the US embassy staff in Stockholm,52 Mr Johansson said that certain leaked documents describing the content of the ACTA Internet section,53 had put his ministry in a difficult position where it felt it had to ‘appease the storm of critics’. He believed the insistence on secrecy had become a tool for ACTA’s opponents:

For those groups, the refusal to make ACTA documents public has been an excellent political tool around which to build speculation about the political intent behind the negotiations. If the instrument for example had been negotiated within the World Intellectual Property Organization (WIPO) critics say, WIPO’s Secretariat would have made public initial draft proposals.54

EU–US tensions heightened where the involvement of industry representatives was concerned. The USTR was sharing texts with industry via its system of advisory committees,55 but DG Trade had no possibility to do the same. This viewpoint was substantiated by Michael Bartholomew, then head of European Telecommunications Network Operators lobby group (ETNO), who told the European Parliament that ‘for a long time our counterparts in US industry have been fully informed. It would be good to have a similar exercise here.’56

The evidence shows that it was several months before the USA listened, and its change of heart may have been prompted by domestic pressure,57 although various EU political actors claimed the credit. In March 2010, a Swedish government statement said it had brokered a common position with thirteen other EU Member States on release of the draft texts.58 Subsequently, even the trade commissioner, Karel De Gucht, claimed that he had persuaded the Americans to agree to it.59 All that can be substantiated is that after March 2010 some of the negotiated texts were made public, notably the New Zealand, Washington and Tokyo rounds.

The EU–US bargain

The Internet provisions were critical for the USTR. They were also the most sensitive, since they attracted so much public interest due to the possible impact on the Internet. This was especially so in the European Union, where the Internet provisions – and the possibility that ACTA could mandate graduated response or some other kind of broadband provider liability regime – became the main factor behind the street protests of 2012.

During the negotiation process, the Americans placed considerable pressure on the EU negotiators to agree to provisions that would have embedded the American entertainment industry demands,60 in particular their requirement for a tough liability regime for broadband providers. The pressure increased when the US chief negotiator changed. The talks began under Stanford McCoy, but from December 2008 he was replaced by Kira Alvarez, who gained a reputation for being extremely tough. All of the negotiators’ meetings took place behind closed doors, with no public observers permitted. Therefore, what has not been so well recognised is how the EU stood its ground, and succeeded in watering down the agreement, at least on civil enforcement measures.

There appears to have been from the start a tension between the USA and the EU over the substance of the agreement. The EU negotiators were restricted by the EU Legal Framework, also known as the Acquis communautaire, and they were not permitted to agree to any provisions which would entail changes to this Framework. That was their mandate. This mandate conflicted with the US objective to create a new framework for copyright and IPR enforcement, Indirect liability of broadband providers was a key example of this conflict of EU–US interests. Imposition of indirect liability, also known as secondary liability, would require legal changes by the EU and its Member States and would therefore be problematic.

Within that context, the EU Acquis in respect of telecoms regulation was in the process of being reviewed in parallel with the start of the ACTA negotiations. That review was not finalised until 4 November 2009. The political issue that prevented the Telecoms Package from being adopted by the European Parliament was graduated response and the liability of Internet service providers for taking action against their subscribers. The final provision reminded Member State governments that they should guarantee the right to due process, and was an attempt to prevent such measures being enshrined in European law. Under these circumstances, any measures which could relate to graduated response held extreme political sensitivity in Europe, and the European Commission negotiators would not have been able to agree anything related to it.

Discussions on the Internet provisions began in the Paris round of December 2008, but the text was drafted between July and September of 2009, by the USTR, with input from US government agencies and US industry stakeholders. It was done without any contribution from the EU,61 and the first that the EU negotiators knew about its content was during a private briefing from US officials in September 2009.

This first draft of the Internet chapter did indeed seek to impose an indirect liability onto broadband providers. The draft stated that an online service provider’s exemption from liability for content carried on the network should be conditional on it implementing a policy to ‘address unauthorised storage or transmission’ of copyrighted materials. A footnote described the intention, notably citing the termination of accounts:

An example of such a policy is providing for the termination in appropriate circumstances of subscriptions and accounts in the service provider’s system or network of repeat infringers.62

This footnote – when it became public – caused a great deal of controversy. Legal experts say that the footnote was derived from63 the US Digital Millennium Copyright Act (DMCA), where it had a different meaning, and where the termination would apply in different circumstances. However, it is pointed out that in the EU political context of 2010, the wording could reasonably be interpreted as meaning graduated response. Of course, this book has additionally identified that the US entertainment industries wanted graduated response built into ACTA, and the legal double entendre in this phrasing would have suited them.

The USTR did clarify that it was seeking compliance with US copyright law. The clarification came in response to a written question from the US senator Ron Wyden. In a letter to Ron Kirk, the US Trade Representative64 in January 2010, Senator Wyden noted that the USA has a ‘disproportionate ability to shape international economic accords’. In that context, he asked about the legal incentives in ACTA that would encourage broadband providers to ‘cooperate’ with copyright owners:

what legal incentives are you seeking to encourage online service providers to cooperate with copyright owners to deter the unauthorised storage or transmission of copyright materials?

The answer from Ambassador Kirk was:

We are seeking legal incentives similar to and consistent with those found in relevant US law.65

However, the USTR was more specific in informing the EU negotiators that broadband providers wishing to benefit from exemption of liability would have to implement some form of graduated response, as this excerpt from the negotiators’ notes illustrates:

to benefit from safe-harbours, ISPs need to put in place policies to deter unauthorised storage and transmission of IP infringing content (ex: clauses in customers’ contracts allowing, inter alia, a graduated response). From what we understood, the US will not propose that authorities need to create such systems. Instead they require some self-regulation by ISPs.66

Although they were publicly criticised for ignoring this issue, the EU negotiators did take heed. In particular, they were concerned that the USA was trying to push them to an agreement that went beyond the EU legal framework, and that they could not, under their mandate, agree to. In a briefing document for the Council of Ministers,67 dated October 2009, they wrote:

The proposed paragraph 3(b)(i) adds an important prerequisite for the limitations on liability to apply: the intermediary must adopt and reasonably implement a policy ‘to address the unauthorized storage or transmission of materials protected by copyright or related rights’. This prerequisite has no equivalent in the ECD. In fact, the proposed provision adds a condition for the limitations on liability to apply and, thus, is going beyond the Acquis communautaire.

… EU understands that footnote 6 provides for an example of a reasonable policy to address the unauthorized storage or transmission of protected materials. However, the issue of termination of subscriptions and accounts has been subject to much debate in several Member States. Furthermore, the issue of whether a subscription or account may be terminated without prior court decision is still subject to negotiations between the European Parliament and Council of Telecoms Ministers regarding the Telecoms Package.68

The EU negotiators therefore made it clear to their USTR counterparts that they would have to review ACTA’s provisions in light of the Telecoms Package:

EU may wish to review the potential implications, if any, with the recently adopted Consumers Rights Directive, which is part of revised Regulatory Framework for Electronic Communications (Telecom Package).69

In a subsequent clause, the USTR wanted to impose a second condition on broadband provider exemption from liability:

expeditiously removing or disabling access to material or activity, upon receipt of legally sufficient notice of alleged infringement, and in the absence of a legally sufficient response from the relevant subscriber of the online service provider indicating that the notice was the result of a mistake or misidentification.70

The EU negotiators interpreted this provision as a notice and take-down procedure, based on the US Digital Millennium Copyright Act:71

The aim of paragraph 3(b) is to establish a system that can be considered to make the exemptions from liability subject to specific conditions: notice-and-takedown procedure to address the unauthorized storage or transmission of materials protected by copyright or related rights.

However, the EU interpretation of this demand for a notice and take-down procedure was that it would not be compatible with the e-commerce directive (referred to in the quote that follows as ‘the ECD’). From the negotiators’ perspective, this demand was a problem, and they could not agree to it:

EU concern is that the paragraph 3(b)(ii) aims at implementing a notice and take down procedure which might not be compatible with the ECD. The ECD leaves this aspect to self-regulation and does not make it a binding condition to benefit from liability exemptions. This goes beyond the requirements stipulated by the ECD.72

Moreover, secondary liability for broadband providers as demanded by the USA would also be incompatible with the e-commerce directive, which exonerated providers from liability for the content they carry (the mere conduit provision73), and did not place conditions on that exoneration. On that basis, the US demand for secondary liability, called for by its entertainment industries, could not be agreed by the EU, and the negotiators had no flexibility:74

EU policy is not to specify the exact circumstances triggering liability (there are many and there are often differences between Member States). EU legislation only provides for clear exemptions: the ECD does not regulate what is third party liability; it only provides for exemptions from the ISP liability for third party’s illegal content/activities.75

The EU negotiators therefore proposed an alternative wording that would comply with the EU legal framework and at the same time would permit rights-holders to obtain court injunctions against broadband providers for the blocking of infringing content:

Paragraph 3(a) shall not affect the possibility for a judicial or administrative authority, in accordance with the Parties legal system, requiring a service provider to terminate or prevent an infringement, nor does it affect the possibility of the parties establishing procedures governing the removal or disabling of access to information.76

This text was drafted on the basis that EU law does allow for the possibility of injunctions in specific circumstances, but does not permit a general obligation on intermediaries to monitor content. The other change proposed by the EU negotiators was to move this entire provision into the civil enforcement section.77 Legally, this change would shift the onus back onto the Member States to decide how they would implement Internet measures. It did not remove the possibility of Internet copyright measures, but it did alter the decision-making responsibility. However, it also had the effect of confusing the interpretation of ACTA. It removed the blanket obligation for providers to act against copyright, but it did enable such measures to be ordered by the courts or administrative authorities. This lack of clarity, containing a possible loophole, was one of the concerns of the European Parliament when it came to vote in 2012.

The USTR resisted for months, but eventually agreed78 quite late in the negotiations, at the time of the Washington round79 in August 2010 It was a U-turn in their position, and it did serve to weaken the final agreement. By that stage, questions were being asked in the US Congress and it is understood that pressure was being applied domestically in Washington by the US information technology industries.80 The American U-turn meant that the US entertainment industries did not really get the ‘gold standard’ agreement that they wanted, because the indirect liability provisions intended to address broadband providers were very much watered down. However, that does not mean that ACTA’s critics are wrong in saying that ACTA would have induced action by broadband providers on copyright. It means that the literal legal text of ACTA did not specify directly a liability regime for Internet service providers. However, it did call for ‘cooperative efforts’ between the two industries, and this may be interpreted as a call for voluntary graduated response schemes.81 It did apply the civil enforcement provisions for injunctions (Article 8) and provisional measures (Article 12) to the Internet (Article 27), where provisional measures are fast-track legal devices to stop an infringement or prevent it from occurring. Both of those provisions specified injunctions against intermediaries. In the Internet context, an injunction or provisional measures against an intermediary would refer to either a broadband provider, or a search engine, linking site, domain registrar or payment provider.

The USTR was able to pressure the EU in the area of criminal liability.82 This was the section negotiated by the presidency – that is, by the Member State governments. There appears to have been a difference of opinion between some of the Member States. The Italian government had reservations about the entire criminal measures section.83 Criminal liability for consumers was subject to intense discussion. The criminal sanctions were intended only for activities of a commercial scale,84 but what is ‘commercial scale’ in the context of the Internet and peer-to-peer file-sharing? It is clear that some of the negotiating countries wanted to include consumers within the definition,85 but not all governments shared that view. The Spanish government wanted an extra sentence that would have explicitly excluded consumers from criminal sanctions.86 One option on the table was: ‘Each Party may treat acts carried out by end consumers as outside the scope of this Section.’87 Another option suggested that ‘Each Party shall decide whether to include or exclude such acts carried out by end consumers.’ The EU was able to justify this on the basis that similar wording already exists in the IPR Enforcement directive,88 Article 14.89 However, in the final version of ACTA consumers were not excluded, and it would appear that this was the result of US pressure being maintained.

The other difficulty was corporate criminal liability, which was disguised by the language of liability for ‘legal persons’.90 The EU did not want it to be mandatory, and suggested this wording: ‘the liability of legal persons may be criminal or non-criminal’.91 This wording has not been adopted in the final text, and again we may assume that the EU had to drop this demand. The outcome meant that there was a potential for Internet intermediaries, whether over-the-top services, broadband providers or search engines, to be held criminally liable for copyright infringement. That position is arguably problematic within the EU legal framework.

ACTA’s failure to clarify these last two issues – commercial scale and corporate liability – supplied the hard ammunition for the European Parliament, as we will see in the ensuing chapters, as did the possible loophole on broadband provider liability. However, the underlying concern never went away. It was the spirit of ACTA rather than the letter – the corporate lobbying demands for an anti-file-sharing regime – that obviously was going to drive the implementation if the agreement were to be passed into law. ACTA would have been used as a political tool to lean on governments and force a liability regime, potentially irrespective of what the text said. That is why the secrecy of the negotiations, which clearly did circumvent the usual EU legislative processes, was an issue.


CHAPTER 5

Brussels copyfights

I can be as clear as can be. Three strikes is no one’s idea. No one has ever proposed that. It’s as simple as that.1

The European Commission may have pushed back against the Americans over Internet issues, and weakened the final ACTA, but that is not how it was seen back in Brussels. Instead, the Commission was forced to defend substantive allegations from citizens’ advocates and the telecoms industry regarding broadband provider liability and three strikes – measures that it believed it had already addressed. Moreover, it had to maintain its defence of the secret process of trade negotiations in the face of accusations of being anti-democratic. It was not a happy position for the Commission.

The Commission did not handle its own public relations very well either. The issue of three strikes sparked angry exchanges with the Parliament and lobbyists from the Internet industry and citizens’ groups. They were all working from leaked documents, and consequently had only half the picture. They therefore accused the Commission of trying to sneak in three-strikes policies and other Internet measures via the back door of this international ‘trade agreement’. Given that France had already introduced legislation, and Britain and Spain were in the process, it was hardly surprising that it would be the focus of heated debate. Moreover, the processing of the ACTA followed immediately after the adoption of the Telecoms Package, where the most critical political battle had been fought over graduated response, and whether it was appropriate as EU policy.2

The allegation of secrecy had a high political significance. It became a political football in the context of the inter-institutional rivalry within the European Union. The European Commission had been given a mandate by the Council of Ministers to lead the ACTA negotiations on behalf of the EU, and did not want to give up its power easily. However, the Parliament would have to give its consent to ACTA (or refuse it).3 The core issue was that the democratically elected European Parliament believed it was being sidelined by a shadowy, unaccountable, quasi-diplomatic process. Transparency, or rather a lack of transparency between the Commission and the Parliament, was made into a political issue. The Parliament accused the Commission and its negotiators of not being truthful regarding individual provisions in ACTA, and the Commission was put on the defensive.

The Parliament had gained powers under the Lisbon Treaty, ratified at the end of 2010. Under the Lisbon Treaty, the old dominance of the bureaucratic and unelected Commission was felt to be under threat as more power was given to the elected representatives. The Parliament now had a right to be ‘immediately and fully informed’4 about the progress of international negotiations and a right to examine texts which it was supposed to approve. What was meant by ‘immediately and fully informed’ was put to the test during the ACTA infighting between the two institutions. This chapter examines the ACTA politics in Brussels, and how a top-level rivalry manifested itself in some very impassioned verbal clashes.

Flushing out the Commission

The battle lines between the European Commission and the Parliament were set up in 2010, in parallel with the final rounds of the ACTA negotiations. The Parliament used written and verbal questions to flush out the transparency issue and the apparent flaws in the ACTA agreement. The first public confrontation occurred in January 2010, when the new commissioners were appointed and they had to get through a formal, public ‘interview’ with Members of the European Parliament.5 During that questioning, it became apparent that the new Commission had been briefed on ACTA, whilst the European Parliament had not. Catherine Trautmann, who had been the European Parliament’s rapporteur on the Telecoms Package, asked Neelie Kroes, incoming Commissioner for Information Society:

How can you guarantee that the compromise [negotiated in the Telecoms Package on 4 November 20096] won’t be betrayed in transposition, and by the ACTA now being negotiated by DG Trade and which could jeopardise the Community aquis?

Mrs Kroes’s answer indicated that the Internet provisions were still being negotiated, as indeed they were:

If you are talking about the Anti-Counterfeiting Trade Agreement… the goal of the ACTA negotiations is to create a global framework by agreeing international rules around organised infringement… often conducted by criminals… There is no text agreed yet… For the Commission the objective is that our international partners guarantee the same level of protection as the EU provides. I am sure Karel [De Gucht] was saying the same. [ACTA] is in line with our current level of harmonisation of IPR. There will be no harmonisation by the back door.7

Subsequently, the questioning of the Commission continued using written questions. Regarding transparency of the negotiations and the substance of the text, German Liberal MEP Alexander Alvaro, who had a noted track record for supporting civil liberties, pressed the point about a possible three-strikes provision:

Will the proposed ACTA impose obligations with respect to the Internet, and if so, why? … Can it be stated authoritatively that the agreement will not require or recommend a ‘Three Strikes’ requirement being implemented by Internet services and/or Internet access providers?8

The Commission’s position was made clear in a general response to the Parliament, dated 12 May 2010:

The Commission endorses the statement that the proposed agreement should not make it possible for any so-called ‘three-strike’ procedures to be imposed (paragraph 11). The ‘three-strike rule’ or graduated response systems are not compulsory in Europe. Different EU countries have different approaches, and the Commission will keep this flexibility, while fully respecting fundamental rights, freedoms and civil liberties. The Commission does not support and will not accept that ACTA creates an obligation to disconnect people from the internet because of illegal downloads. Furthermore, no ACTA partner is supporting the introduction of such system, as reaffirmed in the above mentioned press release and as results from analysis of the published ACTA draft text.9

French Socialist MEP Françoise Castex asked about transparency, and wanted access to the texts of the 26–29 January 2010 Mexico round. She hinted that the Parliament’s consent to ACTA could not be taken for granted, a harbinger of events to come:

The Council and Commission will have to obtain Parliament’s assent at the end of the negotiations. Accordingly, does the Commission intend to release the texts adopted at the Mexico meeting and those still under negotiation in order to submit them to Parliament early enough to avoid presenting it with a fait accompli? If so, when will these texts and the timetable for negotiations be made public?10

The Commission’s answer claimed that the Commission has ‘shared with Parliament, via the International Trade Committee, ‘all relevant documents’ and it reiterated that ‘certain parties’ – in other words, the United States – did not want disclosure:

As is frequently the case in trade-related negotiations, the Anti-Counterfeiting Trade Agreement (ACTA) parties have agreed that negotiating documents would only be made public when a unanimous decision has been taken by the countries participating in the negotiations. The Commission is in favour of releasing the negotiating documents as soon as possible. For the time being, certain negotiating partners remain opposed to disclosing the documents, but the Commission is now vigorously pushing them to agree to release the text and hopes that ACTA negotiating partners can agree on this at the occasion of the next negotiating round in mid-April 2010.

The truth is that the International Trade Committee was handed documents by the Commission, and they are detailed in a retrospective press release from the Commission.11 Some verbal briefings were also given to the International Trade Committee and the Civil Liberties Committee. What is omitted is that the two committees were bound by a confidentiality agreement. Technically, this arrangement met the requirement for transparency, but in reality that assertion should be questioned.

The political issue was that under the Lisbon Treaty, Article 218 (10), the Parliament had the right to be immediately and fully informed.12 However, what did ‘immediately and fully’ mean? Legal advice supplied by the Parliament’s own Legal Services group argued that disclosure to the Parliament of a confidential text, which could not be disclosed to the public, was a valid way to meet this obligation. On the other hand, women MEPs were very clear that the European Parliament was not being ‘immediately and fully informed’. One MEP, Christian Engström of the Swedish Pirate Party, and the Green Group in the European Parliament chose not to attend briefings under these conditions.13 Hence, the fact that there was no public disclosure became the political problem in itself.

The transparency issue was reiterated in a European Parliament resolution of 10 March 2010, passed with an overwhelming majority of 633 votes in favour to 13 against.14 The 10 March Resolution formally requested15 ‘public and parliamentary access to ACTA negotiation texts and summaries, in accordance with the Treaty’ and called on the Commission to ‘rule out any further negotiations which are confidential as a matter of course and to inform Parliament fully and in a timely manner about its initiatives in this regard’. The Resolution asked that ACTA should be limited to ‘counterfeiting’ only, that it should ensure that the enforcement measures adhered to the Acquis communautaire16 and that no graduated response provisions be agreed.17 Finally, the resolution opened the possibility for the European Parliament to bring a case against the Commission in the European Court of Justice. The text was only put together by the hard work of the parliamentary staffers and MEPs who negotiated the buy-in of all the party groups, including the largest and most powerful group, the conservative European People’s Party (EPP). The Lisbon Treaty of 2007 and the Parliament’s right to be informed bound MEPs of all party groups into a united cause.

The bitterness, of these inter-institutional feelings became a critical factor in the eventual policy outcome of July 2012. The first public sign of it was in an exchange on 20 April 2010, in a European Parliament plenary debate, between the leader of the Green Group in the European Parliament, Daniel Cohn-Bendit, and the president of the Commission, José Manuel Barroso.18 Mr Cohn-Bendit passionately argued that the Commission was in breach of its duties under the Lisbon Treaty to make documents available to the Parliament, and even at this early stage he suggested that Parliament might not approve ACTA:

Mr President, Mr Barroso, let us avoid playing with words: whether or not you asked for it, unless you make transparency public, you cannot continue with the negotiations, given that you have the Treaty of Lisbon. The issue is therefore not that you asked your partners to publish the reports for Parliament; you have to do so, because otherwise, Parliament will never say ‘yes’ to you, because you are now bound by the Treaty of Lisbon. Under the Treaty of Lisbon, therefore, you are now obliged to be transparent with Parliament, because in the end, you have to have a ‘yes’ from Parliament, and that is not a certainty, given the state of the negotiations and of the text with which we are dealing.19

Mr Barroso fought back, but his counter-arguments were weak. He fell back on the line that certain international negotiations are more sensitive than others, and it had been necessary to get the authorisation of the other ACTA negotiating partners before releasing draft text (the New Zealand draft). He implied that the stalling partner was the United States:

I am very much in favour of the European Parliament’s role being strengthened in this area as well, and the text to be made public tomorrow, for which we had to obtain permission from our negotiating partners.

We don’t comment on leaks

The ACTA transparency issue formed the basis of an ongoing conflict between the Parliament and the Commission. The inter-institutional fight was played out in some impassioned personal exchanges, the tone of which is reflected in the account that follows. When reading it, we must remind ourselves that the European Parliament and the lobbyists were working on documents that were a few steps behind the negotiators’ progress. It was this disparity which created much of the friction and a few crossed wires that made it quite humorous, despite, or maybe because of, the earnest intentions of all the participants. Representatives of citizen advocacy groups or the telecoms industry would put the Commission on the defensive by questioning on the basis of the leaked drafts. The Commission would refuse to acknowledge the drafts, insisting that it could not comment on leaks.20 Instead, the Commission would dodge the question and somehow manage to dig an even deeper hole for itself.

For example, when the European Parliament’s International Trade Committee met on 23 February 2010 to discuss ACTA with the Commission, it had in front of it a couple of leaked documents on the Internet proposals. One was a briefing document describing the provisions,21 and another a leaked unlabelled draft of part of the Internet section.22 Speaking at the meeting, the lead ACTA negotiator for the Commission, Luc Devigne, maintained that ACTA would not alter substantive intellectual property law, and would fully respect the Acquis communautaire. Regarding the Internet provisions, he said that ‘a generalisation of termination procedures three-strikes rules will certainly not be in the EU position’.23

This defensive attitude was not plausible, and only served to generate stronger attacks that intensified the political awareness that was bubbling up at the time. So, the telecoms industry and the citizens’ advocates focused on that footnote specifying a graduated response policy for broadband providers:

An example of such a policy is providing for the termination in appropriate circumstances of subscriptions and accounts in the service provider’s system or network of repeat infringers.24

They pursued the Commission on this point at a subsequent stakeholders’ meeting on 22 March 2010, hosted by the Commission.25 There was one further document that had leaked: a document outlining EU counter-proposals and its existence fuelled the debate.26 The first question came from Joe McNamee of European Digital Rights (EDRi):

You said nobody in ACTA had proposed to introduce a three-strikes rule. Yet in two of the leaks, it was clear that the aim was to lead ISPs to introduce policies such as cutting off subscribers. Were these leaks fakes, or were they real?

The answer came again from Mr Devigne:

Your second question is about leaks. As a principle, as you can imagine, we don’t comment on leaks. I don’t know which leak it was, but we don’t comment on it. If you want the truth, the truth is here, in the presentation I have given, and if you have any questions on that, you are most welcome, but we don’t comment on leaks.

The next shot came from Michael Bartholomew, head of the European Telecommunications Network Operators group (ETNO), representing the large broadband providers:

excuse me for basing my comments on leaked documents … we are concerned, based on the document we have seen, about some disproportionate and wide-ranging measures for users being disconnected from the Internet.

Mr Devigne’s answer was:

as I’ve said, we don’t comment on leaks, so this might not be the best way.

Mr Bartholomew concluded:

we’ll check with you the next leaked documents we get.

That answer provided ammunition for Jérémie Zimmermann of the citizens’ group La Quadrature du Net:

what we analysed from the leaks, so they are probably fake and lies and so on, but we do what we can with what we have, is that we see a whole arsenal that is aimed not at enforcing three strikes, but at inducing restrictions on Internet access. Civil injunctions, statutory damages, criminal sanctions will all have the effect to put so much pressure on the network operators that they will be forced to agree on so-called voluntary measures and contractual agreements that probably have only one single goal, and that is to circumvent the judicial process. This is what we see in France with the Hadopi law. I’d like a comment from Luc Devigne on this induction. It could be bandwidth restriction, blocking, through contract law. Do you think we should apply three strikes through contract law instead of due judicial process?

Mr Devigne began to respond:

First of all I am happy that it is beginning to dawn that we have no three strikes and I suppose you will change your information because you have said everywhere that there will be three strikes imposed…

But he was interrupted by Mr Zimmermann:

not imposed, we said it will be induced…

And Mr DeVigne’s final response:

it will not be induced neither [sic]. Well, if you ask the question, you have to believe the answer. If you look at the Acquis communautaire, you will see that we respect it, including the exemption of liability for ISPs, if that is what you are referring to.

At the end of the seminar, Mr Devigne was asked by a Dutch ISP about whose idea was it to include three strikes in ACTA. His answer was:

I can be as clear as can be. Three strikes is no one’s idea. No one has ever proposed that. It is as simple as that.

Although these exchanges did look quite comic, the Commission was telling the truth from its own viewpoint. As we saw in the previous chapter, Mr Devigne and his team of negotiators were working to remove the three strikes and imposition provider liability from the ACTA text, using the EU Acquis communautaire as its boundary line. Unfortunately, their work was not visible to the public or to the telecoms industry, and the Commission was not believed. In the context of the Lisbon Treaty, this defensive stance was to prove incendiary.

The telecoms industry shared the frustration of the citizen advocates with the Commission’s secrecy, saying that it was both unnecessary and unusual. ETNO’s Michael Bartholomew said in an interview with the author that it was the first time that he had known the Commission to be so unforthcoming over trade agreement negotiations. He dismissed their defence that confidentiality was necessary, saying that they usually would brief the industry: ‘I sent a letter to the Commission demanding a briefing. I complained that we’d never had such poor information regarding a trade negotiation.’ He was concerned about ‘the onerous provisions that struck at the heart of liability’ and that ‘it was being done behind closed doors’. Hence, the usually discreet European telecoms industry went public, as expressed in this statement from an ETNO-led coalition of telecoms industry associations:

The draft liability provisions under the technical measures chapter are in contradiction with the ‘mere conduit’ principle established by the EU e-Commerce Directive by subordinating the safe-harbour exception to other policy goals… The signatories do not support any attempt to introduce a system where private entities such as ISPs are to scrutinize and police the content of communication between citizens. Such provisions would put confidentiality of communications at risk and would undermine the level of legal security needed for ISP to exercise their activities… Along the same lines, the signatories oppose any attempt to introduce a system where ISPs are deemed liable for contents of communication. Such provisions would lead to the situation where ISPs, in order to avoid liability claims, would intervene even in cases where law enforcement would have not intervened.27

This put even more pressure on the Commission regarding graduated response when the trade commissioner Karel De Gucht appeared before the Civil Liberties Committee on 13 July 2010.28 His response was to dig in his heels. It was not helpful that he referred to the Lucerne draft,29 which the Parliament had not yet seen. When pressed on transparency, he offered to share the text with the European Parliament; however, there was a catch – the text was released to the Parliament on a confidential basis only and MEPs had to sign for it. When the Lucerne draft subsequently leaked it was found to contain a liability regime for broadband providers, with a detailed takedown process. It also included the language of ‘mutually supportive relationships’ to ‘deal effectively with rights infringement’ on the Internet.30 The leaked Lucerne draft justified the concerns of the Parliament, and made the Commission’s position more uncomfortable.

A combative political landscape

During the autumn of 2010, as the ACTA negotiations concluded, the Commission became more combative towards the Parliament, a stance that only served to fan the flames of the inter-institutional conflict. In October 2010, in an exchange with the Parliament’s plenary session Karel De Gucht again came under fire from MEPs over the transparency issue: ‘Time and again, we have been forced to ask the Commission to clarify the state of play in the negotiations on ACTA. However, we are constantly being fobbed off with words.’31 Mr De Gucht’s frustration was thinly disguised:

Parliament has been asking for more transparency on the ACTA negotiations. It is the Commission that has made sure that this happens; that you have the text before you that was negotiated in Tokyo, and that you got it a couple of days after it was finalised. You have it also with the reserves that still exist; three on the part of the European Union, three on the part of the United States. You have the result of the negotiations. How can you say that this has happened behind closed doors? What is the use in making an effort when you still continue to say that there is no transparency? Maybe I would be better investing my time in something else.32

It was put to Mr De Gucht that broadband providers would have to start enforcing the law and that film companies would work with the providers like deputy sheriffs.33 De Gucht hit back, insisting that ACTA would not infringe civil liberties:

there have been several interventions that ACTA will lead to infringement of civil liberties … Several have also been asking for an impact assessment on fundamental rights, an impact study on privacy and an impact study on the acquis communautaire. I have made several statements in this plenary that there has been no infringement whatsoever of fundamental rights or the acquis communautaire in any way, and I must say that in the three debates that we have already had in this plenary, none of you has given an example of problems related to fundamental liberties. Nobody has pointed to an infringement of the acquis communautaire. Nobody has been able to give an example. If you give us examples, we will look into them.34

In November 2010, De Gucht took the decision to ‘initial’ ACTA, where ‘initialling’ implied an acceptance in principle. ‘Initialling’ did not imply commitment to implement. ACTA, as a trade agreement, could only come into effect when it had the consent of the European Parliament:

In the Lisbon Treaty there are rules on international agreements as regards the European Parliament. It must be informed and be heard. It is the Commission’s prerogative to determine the point when a negotiation is technically finalised and initialled … ACTA becomes definitive only when the European Parliament gives consent. … if consent is refused, there is no ACTA … no decision has been taken.35

Throughout this time, the European rights-holders, who wanted the same objectives as their American counterparts, were active in lobbying for support for ACTA, and pleading for precisely those changes to the Acquis that ACTA’s opponents were fearful of. Sylvie Forbin,36 lobbyist for Vivendi, said she was concerned regarding the Commission statement that it was sticking to the Acquis communautaire. She asked: ‘the acquis is not gravis dans le marbre… it is moving. How will the treaty be adjusted in the future to take account of technological progress, case law and legal framework changing in the various countries?’

As the EU negotiators had noted, the liability changes that the rights-holders wanted would have required changes to the Acquis. In September 2010, the Gallo report, a non-legislative37 report drawn up by the French MEP Marielle Gallo (EPP)38 called for such changes. Notably the report called for broadband providers ‘to join in the dialogue with stakeholders in order to find appropriate solutions’. Failing this, it also called on the Commission to amend the law ‘so as to upgrade the Community legal framework in this field’.39

The Gallo report was used by rights-holder lobbyists to assert a position of the European Parliament favourable to ACTA and to Internet copyright enforcement measures. On 24 November 2010, just after the ACTA agreement was finalised, the Parliament adopted a new ACTA resolution, which in effect contradicted, or at least weakened, the resolution of March 2010. The drafting of the November resolution was subjected to some vicious political infighting between the party groups, who could not agree on a common text. There were multiple drafts from each of the political groups, creating divisions and weakening the Parliament’s position. Attempts were made to come up with a common resolution, and parliamentary support staff spent some very late nights working on it. But the talks broke down, it seems because the EPP would not agree with the others.40 The EPP, working with the ECR group (UK Conservatives) drew up a resolution that supported the Commission, whereas the texts from the Socialists, Greens and Left groups were opposed to it. The EPP resolution gained a narrow majority – 351 in favour, 254 against. Hence, the November resolution was used alongside the Gallo report as a text in support of the position of the entertainment industries and the rights-holders.

At this point, it seemed as though the inter-institutional conflict might resolve itself in favour of the Commission and the rights-holders. The telecoms providers responded with a press statement expressing concern about criminal sanctions which could go beyond the Acquis. A concern was the so-called ‘ACTA committee’ that would administer the agreement, and appeared to have no regulatory oversight. The telecoms industry called for parliamentary scrutiny of any future changes.41 As we will see in the next chapter, it wasn’t the telecoms industry but the citizens who effected a reversal in the politics.


CHAPTER 6

The EU masquerade

Political outcomes can be difficult to predict. To take a sporting analogy, new and very good players can appear out of nowhere and knock out the favourite. And so it was, in a sense, with ACTA in Europe.

From its inception in 2007 until the end of 2011, ACTA had remained a relatively obscure political matter in Europe. Of course, it had the lobbying power of the entertainment industries behind it, and the United States Trade Representative government promoting it. It was monitored by certain groups of Internet campaigners, but in terms of the wider public it was unknown, and European policymakers anywhere outside Brussels were largely ignorant of it. In 2012 that all changed, and ACTA exploded onto the public stage with massive street protests in sub-zero temperatures, forcing government U-turns and prompting accusations that the EU had engaged in corrupt policymaking.

With hindsight, we can see that these street protests were the pivot point for the policy U-turn in Brussels.1 The rights-holders, with their lobbying established over several years, as we have seen, should have been the clear favourites to win. But the street protests were the opponent from nowhere that tilted the balance of political influence and altered the dynamics of copyright policy away from one where the rights-holders held control. This was in fact the second time that MEPs and the European Commission had been subjected to citizen lobbying on copyright enforcement. The first occasion had been during the processing of the Telecoms Package through the European Parliament, when email campaigns against copyright enforcement measures, combined with well-targeted lobbying by the citizens’ group La Quadrature du Net, had influenced the decision-making of the Parliament.2 Their Telecoms Package campaigns had prepared the way, but ACTA generated a multifold increase in the volume and the stakes. With ACTA, the European Parliament had to give its positive consent before it could be ratified by the Member States. It was a straight ‘yes or no’ question, but it created a potent cocktail of political manoeuvring. For the European Commission and Parliament, the sight of thousands of young people marching and shouting anti-ACTA slogans was quite surreal. In a difficult economic climate, this was a problem that the EU did not want to have.

Europe-wide protests

After the conclusion of the ACTA agreement at the end of 2010, it still had to be signed and then ratified before it could take effect. The ensuing process of ‘ratification’ would symbolise the political confirmation or acceptance of the agreement. Because the EU’s negotiation of ACTA had been handled in two parts – the Commission dealing with civil measures, and the Council representing the Member States on criminal measures – it would have to be signed and ratified by both the European Commission and by each of the Member States’ governments. It was this division of responsibilities that set up the political platform for the protests, such that people could criticise their own national governments.

The Commission did not sign ACTA straight away. Notably, the Commission did not join the United States and the other ACTA parties (Australia, Canada, New Zealand, Japan, South Korea, Singapore and Morocco) at an ACTA signing ceremony in the autumn of 2011. This may have had more to do with legal technicalities than intention. The Commission had put forward a proposal for signing in June 2011,3 but the Council of Ministers did not give the go-ahead until 15 December 2011. The Council decision was taken as an ‘A’ point, meaning that there was no discussion, and interestingly it was taken at a Fisheries Council meeting,4 where the delegates would have had no interest in it anyway. This fact may give an indication of the EU attitude towards ACTA, and its confidence that there was no need for further political discussion.

Following that Fisheries Council go-ahead, the Commission and twenty-two Member State governments signed ACTA at a second signing ceremony organised by the Japanese Foreign Affairs Ministry on 26 January 2012.5 The five Member States that did not sign were Germany, Cyprus, Estonia, Slovakia and the Netherlands.

That signing ceremony proved with hindsight to be the match that ignited the dry tinder of public opinion. Throughout that winter, one of the coldest on record, with temperatures in some places as low as minus 18 degrees Celsius, there was a wave of street protests. There were large demonstrations in the week of the signing ceremony, and a further wave of protests on 11 and 25 February.6

The protests ignited coverage of ACTA in the mainstream media, which had largely ignored the issue up to that point. However, it would be foolish to think that just because the media had ignored ACTA, no one had noticed it until then. In fact, a small group of activists, which included La Quadrature du Net’s Jérémie Zimmermann, the Foundation for a Free Information Infrastructure’s Ante Wessels, and Digitale Gesellschaft’s Markus Beckedahl, had been actively pursuing ACTA since 2008. It was these groups that provided the substantive expertise and informed their communities of interested Internet users. They started approximately six months after the official launch at the USTR and doggedly followed it, slowly building up a following in the blogs and specialist media. The FFII produced a detailed analysis of ACTA and maintained updates to it from 2008 through to 2012.7 In January 2009, even whilst the matter of copyright enforcement was being addressed in the EU Telecoms Package, La Quadrature du Net announced its ACTA campaign.8 European Digital Rights (EDRi) hired a professional Brussels lobbyist who could obtain access at a higher level inside the EU institutions. And thus a foundation stone was put in place that allowed the European protest movement to grow over the next four years. The 2012 protests mushroomed out of the work of this small group of people and their close associates.

A video released by La Quadrature du Net9 in November 2011 was instrumental in influencing opinion. It called for European citizens to contact their MEP, and it gained over 2 million viewings.10 The language of the video issued a robust message, as this partial transcription illustrates:

Could you imagine your Internet service provider policing everything you do online? With ACTA, this could become reality. … ACTA aims to make Internet Service Providers legally responsible for the content they carry. The European Parliament will soon vote on ACTA. This vote will be our opportunity to make them reject this dangerous treaty.11

There were some significant new players, notably the dynamic citizens’ advocacy group Panoptykon, in Poland, which campaigned intensively in the twelve months prior to the final ACTA vote. The other important new player was a mysterious group only known as ‘Anonymous’. Who were Anonymous? By their own account, taken from an online interview with members of Anonymous France,12 they were a leaderless, non-hierarchical group, comprising programmers and computer hackers, who communicated mainly online. Videos posted online did not reveal the physical features or faces of the presenters. As ACTA began to generate mass interest, the messages became more forceful and less focused on the treaty itself. Strong messages were circulated about the possible effects of ACTA on the Internet and also on access to generic medicines. The public debate spilled over into other related topics such as net neutrality, and censorship. Invitations to join ‘citizen action in the fight against threats to liberty’13 were posted online. Many of the demonstrators hid their faces behind the theatrical Guy Fawkes masks which have now become a symbol of Anonymous. Others taped their mouths shut with ‘No to ACTA’ stickers. It was gimmicky, but the emotive visual effect generated media images that helped to gain publicity for the protests.

It was significant for the ultimate policy outcome that the largest protests were in Poland. A mass demonstration and rally in Krakow on 25 January 2012 attracted a huge crowd of 30,000 people14 and in other cities the streets were filled with anti-ACTA marchers. What was special about Poland was that it held the presidency of the European Union from July to December 2011, the very period when the Council of Ministers was responsible for approving of ACTA and for coordinating the Member States’ signing on 26 January. This appears to have catalysed the citizens’ advocates into action and they organised themselves into campaigning groups. The Polish protests were spearheaded by the Panoptykon Foundation, and others such as the Helsinki Foundation for Human Rights, and the Internet Society Poland, along with various open source and free software groups.15 Their political campaign began in earnest in November 2011 when the Polish Culture Ministry took its own decision to sign ACTA. They lobbied the Ministry but the response was blunt – that the Polish government was intent on ratifying ACTA:

The Polish law provides greater protection of intellectual property rights than those adopted in ACTA. From the national point of view ACTA is not such a threat to consumers, Internet users or companies benefiting from the intellectual property, and will ensure better protection of the rights of Polish owners against infringement carried out abroad, primarily in third countries outside the European Union.16

The campaign heated up in January 2012, when the minister for digital industry, Michal Boni, intervened, asking the prime minister, Donald Tusk, for a meeting on the subject of ACTA. On 23 January, Mr Boni got an agreement for the meeting, but was told that the government would still sign ACTA on the proposed date of 26 January. Panoptyko responded sceptically that this was no substitute for a proper consultation. Thus, on the same day, Monday 23 January, there was an organised Internet blackout in protest against the ACTA signing. Polish government websites, as well as that of the European Parliament, were attacked and slowed down or rendered unavailable by Anonymous.17 Donald Tusk went on the record as saying he ‘would not give in to blackmail.’18 Mr Tusk’s attitude seems to have served only to raise the temperature of the protests. On 24 and 25 January, demonstrations were called for the major cities of Warsaw, Kracow, Katowice and Poznan, as well as a whole string of smaller towns.19 The call was put out by email and social media 20 and thousands of people turned out, despite the freezing winter conditions, as the figure of 30,000 in Krakow illustrates. In parallel, a petition was circulated asking the government to withdraw from the ACTA signing ceremony, and politicians in the national and European parliaments were lobbied. The Polish government was surprised by the strength of public feeling.

Elsewhere in Europe there were similar protest marches and rallies. In Germany, rallies against ACTA were held in towns and cities around the country. The actual numbers vary. Billboard21 reported 60,000, but one of the organisers, the campaigning coalition Digitale Gesellschaft, has suggested 100,000. The largest rallies were in Berlin and Munich, but protests were witnessed in all the major cities – Duesseldorf, Cologne, Bremen, Frankfurt. Indeed, the German anti-ACTA protests were so well organised that there were localised protests in provincial towns such as Hildesheim and Paderborn.22 In Chemnitz, activists stood with a megaphone in front of a department store, explaining the issues of net neutrality and copyright. Similar scenes were repeated around the country. As a consequence, German mainstream media became interested and coverage reached the television news.23

In Sweden, 10,000 marched in Stockholm on 11 February (Dagens, 2012). In Denmark, some 15,000 people marched on the Danish parliament on 25 February with cries of ‘Ned med ACTA’ (down with ACTA).24 Other rallies were held in Prague, Sofia, Paris, Vienna and Amsterdam. Based on the video footage available, these were substantial: streams of people walked along the streets carrying anti-ACTA banners.25 In France, the dissent over the HADOPI law prompted widespread anti-ACTA protests not only in Paris, but in provincial cities such as Rouen, Dijon, Toulouse and Strasbourg. La Quadrature du Net said that the protests reflected ‘the outrage felt by hundreds of thousands of citizens who realize the true anti-democratic nature of ACTA’.26 La Quadrature called on members of the European Parliament to take notice of the young people of Europe. ACTA, it said, had become a symbol of corrupt policy-making.

The combined effect of the street protests was greater than might have been expected. They forced a series of U-turns by Member State governments and by the Commission itself. In Poland, Donald Tusk ‘hurriedly called a public consultation’ with citizen advocates and after a seven-hour meeting had changed his mind.27 Under pressure, he held a press conference on 3 February to say that he ‘had made a definite decision to suspend ratification of ACTA’ and admitted that there had been insufficient consultation regarding Internet users. ‘We have to ensure that ACTA is 100 per cent safe for citizens’, he said. ‘Until we have clarified all doubts, the ratification process for ACTA will be suspended, and it cannot [but] be that in the end that may mean a lack of acceptance for this agreement.’28 Panoptykon responded that it expected concrete action from the prime minister, and further public consultations on Internet policy.29

Petr Necas, the Czech prime minister, similarly backtracked: ‘The government would never allow a situation where civic freedoms and free access to information would be threatened’ (Pignal, 2012).

Poland, the Czech Republic, Germany and four other Member States put the ratification (acceptance by the Parliament) of ACTA on hold. The other four were Cyprus, Luxembourg, the Netherlands and Estonia.

This situation appeared to unnerve the entertainment industries that had lobbied the USTR to set up ACTA. They became anxious that they would not get ACTA signed. If even one Member State did not agree to ratify, then the whole ACTA would collapse. Their response was clear from a letter of 10 January 2012, signed by around forty different entertainment industry organisations and coalitions, including the international music industry coalition known as IFPI (International Federation of Phonographic Industries) and the Motion Picture Association:30

Over the past two weeks, we have seen coordinated attacks on democratic institutions such as the European Parliament and national governments over ACTA. The signatories to this letter and their members stand against such attempts to silence the democratic process. Instead, we call for a calm and reasoned assessment of the facts rather than the misinformation circulating. … This is a crucial moment for Europe’s governments and institutions in their effort to safeguard Europe’s jobs and economic future. Failure to do so will irrevocably affect Europe’s credibility as a trusted global trade partner. We thank you for your support on this crucial issue.

With their allegation that the citizen activists were ‘silencing the democratic process’, the rights-holder lobbyists had seriously miscalculated.

ECJ referral

In Brussels, the street protests tipped the political balance. To emphasise the message, a petition of 2 million signatures was handed in to the European Parliament, and thousands of emails were sent to Members of the European Parliament (MEPs). But these in themselves may not have turned the policy decision. Policymakers can – and do – ignore petitions. Emails, no matter how large in volume, can be deleted. But politicians do become fearful when people are out on the streets – especially as Europe was going through a financial crisis, and they did have priorities other than copyright. In particular, the European Commission perceived itself to be the butt of public anger – the focus of criticism for every possible negative aspect of the agreement (European Commission, Secretariat General, 2012). On 14 February, the heads of Cabinet – the closest aides to the European Commissioners – decided that the Commission’s response to this large-scale mobilisation against ACTA should be a referral to the European Court of Justice (ECJ).31 This would, they felt, clear some time for reflection.

An ECJ referral represented a U-turn for the Commission. A year earlier, in March 2011, the Green Group had been the first to propose a referral. This had been a Green initiative32 with support from the Left group, but the Socialist and Liberal groups had not taken any position. The referral was, of course, opposed by the rights-holders, who argued in a letter33 signed by twenty-two lobbying coalitions, including the Motion Picture Association, the International Trade Mark Association and the IFPI, that involving the ECJ would delay the implementation of ACTA, and ‘weaken the position of the EU vis-à-vis its international trading partners’. Referring to the 24 November 2010 resolution, they argued: ‘given the Parliament’s signal that it supports strong enforcement of IP provisions in the EU’s trade agreements, we hope that the European Parliament will give its consent to ACTA with no further delays.’ Hence, the Commission had also opposed an ECJ referral in spring 2011. However, circumstances had changed, and one year later the Commission had few options to save its reputation. It was backed into a corner and needed to position itself to deal with (from its viewpoint) an impending disaster.

The advice from the heads of Cabinet was formally adopted a week later at a meeting of the College of Commissioners. This is the institutional body that brings together the individual commissioners for joint decision-making. They noted the ‘intense media campaign that had been unleashed’ and were alarmed by ‘the intensity and scale of the public debate and the organised campaign against the ACTA’.34 Trade commissioner Karel De Gucht expressed the view that it would be difficult to get a majority for a consent vote in the European Parliament under those circumstances and proposed the ECJ referral. There were tensions between the commissioners. Copyright policy fell under the remit of the internal market commissioner Michel Barnier, who was President Sarkozy’s appointee and supportive of the enforcement policies pushed by France. The Netherlands’ Neelie Kroes, nicknamed ‘Steelie Neelie’, was information society commissioner, and responsible for the IT industries. There was an expectation that she would support the telecoms industry viewpoint and oppose stringent enforcement measures. However, neither of them made any strong statements at the meeting. Instead, it was the justice commissioner Viviane Reding who played to the citizen audience, and made a robust stand against Internet copyright enforcement measures:

Copyright protection can never be a justification for eliminating freedom of expression or freedom of information. That is why for me, blocking the Internet is never an option. Instead, we need to find new, more modern and more effective ways in Europe to protect artistic creations that take account of technological developments and the freedoms of the Internet.35

Commissioner Reding issued a reminder of the EU Telecoms Package, Article 1.3a, the so-called ‘Internet freedom provision’, which was designed to prevent three-strikes measures ever becoming part of European law.36

The question put by the European Commission to the ECJ was broadly formulated: ‘Is the Anti-Counterfeiting Trade Agreement (ACTA) compatible with the European Treaties, in particular with the Charter of Fundamental Rights of the European Union?’37 The ECJ referral was seen as something of a snub to the European Parliament. As a public relations exercise it backfired, since neither the citizens’ advocates nor the rights-holders gave it any credence. It was considered by some to be a stalling move, in the hope that public anger would dissipate over time, so that ACTA could be adopted at a later date. La Quadrature du Net accused the Commission of trying to buy time, and said that the framing of the question was ‘too narrow and legalistic’.38

The Parliament

The street protests stirred up a potent cocktail of politics inside the European Parliament, which led to the eventual defeat of ACTA on 4 July 2012. Political positions on all sides did shift suddenly and unexpectedly, and the Commission was not the only one to do a U-turn. The first shake of this cocktail was an act of political showmanship by the ACTA rapporteur, Kader Arif, a French Socialist.

The notion of an ACTA rapporteur should have raised a few eyebrows. Many external observers39 were not aware at the time that one had been appointed. The usual process of hearings and report writing had not been started. Some colleagues on the lead committee for ACTA – the International Trade committee – expressed frustration that there was no parliamentary schedule.40 Mr Arif took up the rapporteurship on 22 September 2011,41 after the Parliament received the European Commission’s official proposal to sign ACTA.42 He had previously been the ACTA coordinator for the Socialist group in the Parliament and had previously been involved with the drafting of the November 2010 resolution. The issue for him was a conflict between European and French politics. As rapporteur, he had to achieve a consensus among all party groups. At home in France, his party had proactively opposed the so-called three-strikes measures in the Creation and Internet (HADOPI) law and the French Socialist delegation in the European Parliament mirrored that position. They used Brussels as a way to fight President Sarkozy43 and it would have been politically tricky to go against them. Achieving consensus with the other party groups looked almost impossible. In the autumn of 2011, Arif was straddling his role as rapporteur with another role on the election campaign team for the Socialist candidate and successor to President Sarkozy, François Hollande.44 The ACTA dossier would have left him with little time for external campaigning and exposed him to the risk that the vote would go the wrong way, from his party’s perspective, resulting in a negative outcome for the Hollande team.45

Mr Arif resigned on 26 January, the same day that the Commission signed ACTA with a dramatic statement and an amazing sense of timing. With hindsight, that statement can be reinterpreted in the context of French domestic politics. To be associated with a positive consent vote for ACTA could have been politically damning. At any rate, Mr Arif arguably took advantage of a political opportunity for a parting shot at his European opponents. In a press release issued on his website, he denounced the ACTA process, its lack of transparency and the failure to include civil society. He expressed concern that the civil liberties consequences of the ACTA text were being ignored, and the voice of the European Parliament swept aside. Mr Arif alleged that he had been put under pressure from what he called the ‘right’ of the European Parliament, whom he accused of deliberately trying to rush the adoption of ACTA before it came to the notice of the general public. He signed off dramatically with the words: ‘I will not participate in this masquerade.’46 News reporters covering the street protests gave the statement a highly unusual level of publicity in the mainstream media.47

At about the same time, there was another departure with no news profile. The shadow rapporteur, Tokia Saïfi, quietly dropped her ACTA role. She was in the EPP group, and a member of President Sarkozy’s governing party, the UMP. French politics were very sensitive on the copyright enforcement issue and it is notable that two French politicians left the ACTA arena in Brussels just before a national election.

The new rapporteur, David Martin, was also Socialist, but he was British and a member of the Labour Party. He was an experienced MEP and considered a safe pair of hands. But for whom was he safe? It was, after all, his party that had brought in the Digital Economy Act in the UK. Mr Martin announced a proposal on 28 February 2012 at a press conference held jointly with his new EPP shadow, Christofer Fjellner. His proposal was to write an interim report and to wait for the ECJ opinion before initiating the consent vote. He favoured the Parliament making its own referral to the ECJ48 and asking the Commission to clarify the implementation of ACTA measures. As reported in the Financial Times, he said that ‘if we go down this route we are looking at a vote in the spring of 2013.’49 Mr Martin’s proposal would certainly have delayed the consent vote and potentially, with the shifting tide of politics over time, it could have enabled a vote in favour of ACTA. At least, that seems to have been the idea, and the plan had the approval of the EPP, which holds a stronger position in favour of the copyright industries.

But that approach did not gain traction with the by now bullish mood in the Parliament. The prevailing view was that the Parliament should exercise its power by taking a political vote in its own time, and not delay. At this point, the political cocktail shaker was tipped upside down and Mr Martin found himself at odds with his committee, which voted against his proposal,50 and his party group. Under pressure, he executed a U-turn. This is how it came about.

Mr Martin’s job was to prepare the Parliament for a vote on consent to ACTA. It would be a straight yes or no vote, without amendments. He had to work across all the different viewpoints to determine recommendation. In the European Parliament, civil liberties issues are usually a cross-party matter, and MEPs are either pro-copyright or pro-civil liberties (and, in this case, pro-Internet).51 By the end of February 2012 it was becoming clear that technical considerations concerning the substance of the agreement would be secondary, and that the political positioning would provide the ingredients that determined the final outcome. In that context the delay in starting the parliamentary process had enabled a groundswell of sentiment against ACTA to build up. Hence, the timing of the vote would be a critical factor in the outcome. Citizen advocates believed that there was a big enough majority to win a ‘no’ vote

– that is, to decline consent – in the spring session of 2012. To wait, they felt, risked losing it.

‘If the vote was now, ACTA would be defeated.’ This sentence was heard in private many times in the corridors of the European Parliament, from Members, assistants, and staffers of all political groups. It is a fact that most in the Parliament take for granted: ACTA has become so much of a political issue and been met with such uproar from civil society, the biggest political group – the conservative EPP – is so divided over it, and the final text so ambiguous, that ACTA wouldn’t stand a chance if put to vote in the next months.52

Ultimately, the outcome was determined by the positions of the party groups and their national delegations. The Greens and the Left group had consistently maintained a position against ACTA. The Liberals had consistently opposed the type of copyright enforcement measures in ACTA, but had not established a formal position on the Agreement itself. The Liberal group positioning was facilitated by the Dutch MEP Marietje Schaake, whose effectiveness was acknowledged by colleagues. By the end of April 2012, the Liberal group formally opposed ACTA.53

However, it was the position of the larger Socialist group that proved to be vital. From February 2012, following the anti-ACTA street protests, the European Socialists began to establish their position. The French Socialist delegation remained opposed to ACTA, so it was changes within the other national delegations that swayed the group position. German and Polish Socialists were under domestic political pressure to vote for a rejection, and against consent. Socialist group leaders said ACTA was ‘wrong in content and process’.54 The German Socialist MEP Bernd Lange, who took over from Kader Arif as ACTA coordinator, said it was wrong for broadband providers to act as a kind of Hilfsheriff for the rights-holders.55 His words reflect the position of the German justice minister, Sabine Leutheusser-Schnarrenberger.56 The president of the Socialist group, Hannes Swoboda, called for the Parliament to take a decision on ACTA sooner rather than later. ‘It’s not a legal question, it is a political question’, he said, adding that ‘we should reject the ACTA agreement because it has many, many flaws and many problems. Not that there are some issues which should not be dealt with seriously, but not in the form of the ACTA agreement as it is now.’57 The Polish Socialists were linked domestically to the Democratic Left Alliance, the largest opposition party58 in Poland, which had sided with the citizen advocates. The position of the British Labour Party on copyright enforcement had also softened, as its leading spokesperson,59 Tom Watson, was opposed to ACTA. With the French, the Germans and the Polish united, the Socialists held a seminar in April 2012 where they decided as a group to vote for rejection.60

However, the most powerful group is the European People’s Party (EPP). This is an alliance comprising MEPs from conservative or right-leaning parties, and its position generally determines the outcome of plenary votes. The EPP position on the ACTA vote was led by the shadow rapporteur, Christofer Fjellner, who favoured the delay option, with an interim report, proposed by Mr Martin. Mr Fjellner’s position was tricky. A number of EPP national delegations, notably the French, but also the Germans, held strong positions favouring the entertainment industries. The EPP position on copyright was led by the French MEP Marielle Gallo, rapporteur for the Legal Affairs Committee. Marielle Gallo belonged to the French right-leaning party the UMP, the party of President Sarkozy (who still held office at this time). Her ‘own initiative’ report of 2010 had set a position for the Parliament that supported ACTA. The Gallo report had been followed by a supportive resolution of November 201061 and had given the Commission a political signal to sign ACTA. However, the Polish delegation, representing the governing party back home, could not under any circumstances support such a view.

Behind these internal manoeuvrings there was an ever-present external noise from lobbyists. The rights-holders dug an ever-deeper hole for themselves, following up their ‘silencing of the democratic protest’ with a barrage of leaflets, reports and flyers. The citizen groups, scared that the Parliament might be tempted to wait for the ECJ, became louder too.

However, it would seem that the internal pressure from the Socialist group was what forced Mr Martin into a U-turn, announced at his group seminar on 12 April 2012. It would have been difficult for him to continue with a report that was diametrically opposed to his group position, but his original proposal was to come back to haunt him:

Today’s conference has confirmed my suspicion that ACTA raises more fears than hopes. What it delivers in terms of important intellectual property rights is diminished by potential threats to civil liberties and internet freedom. When the European Parliament rejects ACTA, the Commission must work to find other ways to defend European intellectual property in the global marketplace.62

Mr Martin followed this verbal remark with a recommendation in his official report of 17 April 2012 that the Parliament should decline consent.63 Reflecting a telecoms industry position, he said that ACTA would not impose three-strikes measures, but would increase the liability for broadband providers, with no clarity as to how that liability would operate. He cited lack of precision in the ACTA text, lack of definition of commercial scale, and the potential increased liability for ISPs:64

The intended benefits of this international agreement are far outweighed by the potential threats to civil liberties. Given the vagueness of certain aspects of the text and the uncertainty over its interpretation, the European Parliament cannot guarantee adequate protection for citizens’ rights in the future under ACTA.

Your rapporteur therefore recommends that the European Parliament declines to give consent to ACTA. In doing so, it is important to note that increased IP rights protection for European producers trading in the global marketplace is of high importance. Following the expected revision of relevant EU directives, your rapporteur hopes the European Commission will therefore come forward with new proposals for protecting IP.65

However, the European Parliament was still a long way from its eventual consensus. Mr Martin’s recommendation did not imply a final decision. It first had to be voted on in the five committees that had declared an interest in ACTA. With the Greens, Socialists and Liberals now aligned to reject ACTA, the mood was becoming confrontational. In the Civil Liberties Committee, an opinion drafted by the Greek Socialist Dimitrios Droutsas recommended rejection of ACTA, on the basis that more public debate was needed on the wider copyright issues:

Our task, as policymakers, is to strike an acceptable balance between the possibilities that technology unravels and the continuation of artistic creation. … We are at an exciting juncture of change. ACTA comes at a premature stage. [It] would essentially freeze the possibility of having a public deliberation that is worthy of our democratic heritage.66

The EPP67 tried to reverse the opinion, with an amendment that would have sent ACTA back to the European Commission for clarification and ensured that ACTA was taken out of the political arena in the short term until things calmed down. The amendment was justified as a technical change, which it clearly wasn’t. Mr Droutsas hinted at behind-the-scenes pressures68 and the amendment was rejected.

A final plea to the International Trade Committee was made by commissioner Karel De Gucht. His message supported what had by now become the EPP position, to postpone the consent vote until they had the ECJ ruling.69 Unfortunately for Mr De Gucht, his statement generated little sympathy. The European Parliament is not generally open to being told by the Commission what to do, because it wants to establish itself as a powerful European institution in its own right. It hardly came as a surprise that all five committees voted to decline consent.70 There was even a rejection by the Legal Affairs Committee, whose opinion was drafted by Marielle Gallo.71 It was the sole committee opinion to recommend consent to ACTA, but it too was rejected. Mrs Gallo was visibly unhappy and asked to have her name removed.72 Politically, the five committee rejections gave a strong signal to the other MEPs who had not worked on the dossier and put the Parliament in a powerful position vis-à-vis the Commission.

By this time, the European Parliament was under siege over ACTA. The entertainment industries, believing that an economic message would be the most effective, circulated letters, posters and position papers with the message that ACTA would support jobs in Europe.73 Countervailing pressure came from citizens’ groups, which urged their supporters to email or phone their MEPs with a message about citizens’ rights. Panoptykon called for a rejection of ACTA in defence of fundamental rights. La Quadrature du Net said the Parliament should protect the freedoms of EU citizens.74

However, as often happens in EU politics, national (Member State) positions were critical to the eventual outcome. It’s worth recalling that the rotating presidency of the Council of Ministers had negotiated ACTA’s criminal measures and that there had been disagreements between the Member States, and also between the EU presidency and its USTR counterparts. For example, they had disagreed over corporate criminal liability and over the notion of ‘commercial scale’, and whether or not it should be widened to include consumers. These fractures were picked up by Mr Martin, who highlighted them as unresolved issues to underpin his rejection. The fact that the USTR had forced a position on some Member States that they did not like may have helped the European Parliament in its decision to reject the agreement.

The fissures in the EPP, which was split between the various national delegations, meant that it could not arrive at an agreed position. Driven by their own domestic politics, the French delegation couldn’t vote against ACTA, and the Polish couldn’t vote in favour. Both were large delegations and their positions carried weight. The largest delegation was the German one, and once again domestic politics, especially the massive turnouts at the rallies and demonstrations, had caused divisions. Hence, the EPP was in a weak position, and at a group meeting on 3 July, the night before the vote, the EPP took the unusual decision to permit a free vote in the plenary.75

The ACTA vote took place on 4 July 2012. A last-minute intervention by Christofer Fjellner of the EPP group calling for postponement of the vote was quashed.76 The final outcome was rejection of ACTA by an astonishing 478 votes to 39, with 165 abstentions.77

The EPP free vote proved to be decisive. All of the Polish and Hungarian EPP members voted for Mr Martin’s recommendation. The German and Italian EPP delegations were split. Almost all the Spanish EPP members abstained. Only the French delegation maintained solidarity in support of ACTA.78 Afterwards, the French delegation issued a press release stating: ‘The negative vote of the Socialists and their allies bears witness to a lack of courage.’79

The outcome was hailed as a victory for democracy.80 The protest marches were certainly influential in shaping the Member State politics that flowed into the European arena, and the ACTA vote was the first time that the European Parliament had exercised its new powers under the Lisbon Treaty to reject legislation. It was an outcome that could not have been predicted in 2008 at the start of the ACTA negotiations, when the confidence of the Commission, and the entertainment industries, was at its peak. It was a serious loss of face for the European Commission. Notably, the trade commissioner, Karel De Gucht, did not attend the Parliament on 4 July; he sent another representative to give the Commission’s response after the vote.81 ACTA was effectively killed off in the EU. Internationally, the US government maintains that ACTA is a legally binding instrument that enters into force when six countries have given their consent.82 Nevertheless, the European Parliament vote will have sent an important signal to foreign governments and will act as a counterbalance to the ability of the US government to use ACTA for the purposes of its own industries.


CHAPTER 7

Special 301 for Spain

For the United States and Spain there was a lot at stake, economically. Spain was the third largest investor in the USA, and the USA was the largest investor in Spain.1 In 2005, the film and recorded music industries claimed to be losing between 20 and 32 per cent of revenue due to alleged piracy. Internet downloading using peer-to-peer file sharing was said to be growing exponentially.2 Consequently, the United States government set intellectual property rights in Spain as a priority within its trade policy agenda.3 Over the next few years, US government officials began to lean on the Spanish government to bring in copyright enforcement measures similar to France’s HADOPI law or Britain’s Digital Economy Act. Their actions were driven by demands from entertainment industry lobby groups, and legitimated, from their perspective, by the Special 301 process. As we have seen in the previous chapters, Special 301 is the way that the USA gave itself the right to demand legal changes that suited its own entertainment industries.

Moreover, there was a particular dislike of the music collecting societies that represent musicians, on whose behalf they take and distribute royalties. The dislike stemmed from an alleged corruption in the system that had previously generated negative publicity for those societies. This chapter explores the backstory of online copyright in Spain, in order to reveal why the United States and its entertainment industries were so unhappy with the Spanish government.

The prosecutor’s controversial circular

The driving force behind the entertainment industry lobbyists was a quirk of Spanish law. File sharing was not illegal, a position backed up by an official statement circulated by the Fiscalía General (the public prosecutor) to judges and prosecutors and law enforcement agencies, including the police. This circular created a legal interpretation that peer-to-peer file sharing was not a criminal activity, and also that it was not illegal. As such, it became a political weapon in the hands of the citizens’ advocates, and a political target for the rights-holders.

It was officially called the Fiscalía General’s Circular on Crimes against Intellectual and Industrial Property in Light of the Reform of Organic Law 15/2003,4 and was issued by the Justice Department on 5 May 2006.5 The Circular stated that anyone accused of infringing copyright or intellectual property could only be subject to criminal prosecution if they acted with a profit motive and to the detriment of a third party. It took the view that the use of new technology, notably peer-to-peer, to communicate copyrighted content does not meet the requirements under Spanish law to be considered a criminal offence. A relevant factor appears to have been the profit-making criteria established under Spain’s criminal code,6 which the Circular said should be interpreted as ‘commercial profit’.7 Thus the Circular was interpreted to mean that peer-to-peer file sharing was not a criminal activity. It even gained a positive interpretation that peer-to-peer file-sharing was legal8 because it stated that users engaged in peer-to-peer file sharing could be considered as making private copies, unless there was a commercial profit involved.9 The argument put forward by the public prosecutor for taking this position, and treating file sharing of copyrighted content as a civil matter, was that to criminalise it would violate the principle of ‘minimum intervention’ by law enforcement. The prosecutor believed that criminal prosecutions should be limited to serious offences.10

The Circular created many political ripples among those with an interest in, or professional role in, copyright enforcement. Case law indicates that peer-to-peer prosecutions brought under criminal law were rejected – or, from the rights-holder perspective, derailed – because it was not possible to establish a profit motive.11 Some thirty criminal cases were brought against websites linking to infringing content, and all but two were dismissed. A landmark case was that of Sharemula, a website that listed links to files for download using peer-to-peer software. A criminal prosecution was filed against it, by Columbia Tristar Home Video and other rights-holders, alleging that Sharemula was communicating works to the public for profit. In summary, the judgment held that as a mere linking site, Sharemula was not directly communicating to the public; moreover, the linking activity was covered under Spanish e-commerce law,12 which addresses linking sites. Almost all of the subsequent criminal cases against linking sites in Spain, including peer-to-peer sites, failed to convict the site owners. Linking to copyrighted material was not a criminal offence, nor a criminal infringement, and was not considered to constitute communication to the public under Spanish law.13

Similarly, cases brought under civil law failed to find the defendants liable. The Fiscalía General’s Circular stated that peer-to-peer file sharing should be treated as a non-criminal activity, and that meant that peer-to-peer was a civil matter which would need to be addressed in the civil courts rather than the criminal courts. This highlighted another legal obstacle from the rights-holders’ perspective. In order to sue individual users under civil law, they needed to be able to identify the users as individuals. Data gathered by surveillance of peer-to-peer file-sharing networks only yielded the Internet Protocol (IP) address. The personal contact data needed to be requested from the broadband providers. This would be possible in criminal cases, but in civil cases personal data could not be requested.14 This legal problem was highlighted in the case of Promusicae v. Telefónica, a case brought by the organisation representing the Spanish recorded music industry (Promusicae) against a broadband provider as intermediary (Telefónica). Promusicae sued Telefónica to get the release of personal data for Internet users’ uploading material via the Kazaa system. The case was referred to the European Court of Justice.15 The ECJ was asked specifically whether Member States were obliged to limit the release of data to criminal investigations, to the exclusion of civil proceedings.16 The ECJ released a judgment in January 2008 stating that Member States were under no obligation to ask broadband providers to release their users’ data, but they must ‘allow for a fair balance to be struck between the various fundamental rights’ and respect the principle of proportionality. The Madrid Court ruled that Spanish data protection rules, which limited disclosure to criminal proceedings, and were provided for under e-commerce law,17 were in line with EU law.18

The rights-holders also saw another legal problem – or loophole19 – in Spanish e-commerce law, which they tried to have amended in 2007. They argued that the law did not provide adequately for a notice-and-takedown procedure, because ISPs could only be required to take down content following a court order.20 In 2007, an attempt by the Industry Ministry to bring in a form of notice-and-takedown by amending e-commerce law21 was rejected on procedural grounds.

Rights-holder lobbying documents suggest that law enforcement authorities became reluctant to take action over allegations of infringement via peer-to-peer file sharing.22 As a consequence, the rights-holders became frustrated, complaining that many cases were thrown out by judges on the basis of the Circular, and that police and prosecutors had largely given up on Internet copyright infringement cases.23 They argued that the police and the courts used the Circular to justify inaction and that police action had been derailed as a result.24 They campaigned to have the Circular ‘reversed’.25 Following their lobbying pressure, the US government took the position that the Circular prejudiced legitimate efforts by US companies operating in Spain to protect their property.

What also irritated the US rights-holders was the strength of the citizens’ advocacy groups. At this point, the main group was the Asociación de Internautas (Internet Users’ Association), which had been established for a number of years, and which was regularly invited to attend government seminars. Their presence may have made the government wary of reintroducing any further provisions of this type.26 Citizen advocates regarded the Fiscalía General’s Circular as a reinforcement of their rights to make copies of material available online. David Bravo, an intellectual property lawyer who defended peer-to-peer sites in some of the high-profile cases, underlined that a number of cases filed in 2006–07 had failed to find the defendants guilty: ‘the prosecutors supported our cause for the cases to be dropped’, he said.27 The Spanish government insisted, however, that the Circular did not legalise peer-to-peer28 and was not binding on the judges.29 From the government’s perspective, it was up to the rights-holders to bring cases to court under civil litigation. The Circular therefore became a central pressure point for the US government in a series of diplomatic moves to alter Spanish IP policy.

Firing the Digital Canon

To understand the full context of the Fiscalía General’s Circular, it is necessary to consider another tenet of Spanish copyright law, namely the private copying exception, which permits copies to be made from legally acquired copyrighted products for personal use. The private copying exception is implemented from the European copyright directive30 and it is a well-established principle in Spanish jurisprudence.31 On the basis of this exception, Spain imposed a levy on all blank media and copying devices. In 2003, the levy was extended to digital media, including ‘MP3’32 players, compact discs (CDs) and digital video/versatile discs (DVDs). This became known as the Digital Canon. Due to wrangling between the collecting societies and the equipment manufacturers, the Digital Canon only came into effect in 200833 and was highly controversial. The collecting societies, who were the beneficiaries, argued that it reflected compensation to authors for the copying of their works. The Asociación de Internautas countered that the collecting societies were under no obligation to distribute the proceeds of the Digital Canon, and there was no oversight to check that they would do so. The manufacturers objected to it, especially as the level of the tax varied between different types of electronic equipment.34 In a case brought by two collecting societies, Sociedad General de Autores y Editores de España (SGAE) and Entidad de Gestión de Derechos de los Productores Audiovisuales (EGEDA), the matter was referred to the European Court of Justice (ECJ). The ECJ was asked whether the amount of the levy could be linked to the presumed use of the equipment, and whether an indiscriminate application of the levy on equipment which could be used for business purposes as well as for private copying was appropriate.35 On 21 October 2010, the European Court of Justice ruled that the Digital Canon was illegal, and this was followed by a similar ruling from the High Court in Madrid36 to the same effect in March 2011.37 The court said that the illegality was due to irregularities in its implementation by Spain, and not to the nature of a levy on digital recording equipment.38 Following the two court rulings, in July 2011, the opposition Popular Party put forward a parliamentary motion to abolish the Digital Canon. The motion had all-party support and on 13 July 2011 was approved by 331 votes in favour.39 However, at the time of writing there were doubts about whether the abolition could be put into effect.

The tradition of the private copying levy, and the Digital Canon, even if it was flawed, provided a form of legal underpinning for the position taken by the citizens’ advocacy groups such as the Asociación de Internautas. They maintained that the levy system provided compensation for creators where their works were downloaded or shared. The Spanish government said this was not the case, but the government view had little effect, according to the rights-holders.40 Thus, together with the Fiscalía General’s Circular, the Internet users were in a relatively strong legal position, which they were able to exploit politically.

The Spanish government did not revise the Circular, but it did try to find a way of working around the problem. For example, a ‘Manual of Best Practice’ for intellectual property enforcement41 was launched on 11 December 2008.42 The manual was coordinated by the Ministry of Culture, and involved the Justice Ministry and the police. The rights-holders reported that it increased the enthusiasm of the Spanish police to pursue IP infringement cases, but that it had not altered the position of the court authorities, who continued to follow the position in the Circular and were not interested in copyright infringement cases.43

The position of the rights-holders was exacerbated by controversy surrounding the collecting societies, which, in some instances, had a negative public image. Consumers resented them for the private copying levy and the Digital Canon. In 2007, one collecting society was accused of deceptive practices, and the issue gained such a high profile that the incumbent culture minister, César Antonio Molina,44 was asked about it at the press breakfast to launch the ‘Manual of Best Practice’. His reported response was that the collecting societies were entitled to defend their members’ interests, provided they did so within the law. In July 2011, the offices of the largest collecting society, the SGAE (Sociedad General de Autores y Editores de España), were raided by police in connection with a case being investigated by the anti-corruption prosecutor.45 The SGAE represents music composers and songwriters; its headquarters are in Madrid’s Palacio de Longoria.46 The raid followed a complaint made by the Asociación de Internautas in 2007 and was related to allegations concerning the SGAE’s finances.

The Asociación de Internautas had been involved in a previous and protracted legal battle with the SGAE from 2002. The case concerned liability for web hosting, and was initially addressed under a dispute resolution procedure for domain names, but in 2004 the SGAE filed a civil law suit accusing the Internautas of hosting defamatory material. The Internautas lost, and the case went to appeal, ending up in the Supreme Court in 2009 (Peguera, 2010: 156–8; ABC.es, 2010).47 Although it was unrelated to the issue of file sharing, it arguably did result in the Internautas becoming politically organised and well informed on online copyright issues. Moreover, the original defamatory material had concerned the unpopularity of copyright levy, which was collected by the SGAE, and so it can be seen how Spanish copyright politics concerning Internet measures could be traced back to that earlier policy decision on a levy. The Asociación de Internautas continued to be vocal in their opposition to any enforcement measures, and were perceived to punch higher than their weight politically. They were invited to take part in the initial inter-industry talks over file-sharing measures in 2007, much to the annoyance of the rights-holders.

Targeting the Circular with Special 301

The Fiscalía General’s Circular had not only established a legal position regarding peer-to-peer file sharing, but had also supported a popular viewpoint. It therefore became a legal obstacle to the rights-holders in their efforts to get enforcement measures into law.

The American rights-holders, notably the Motion Picture Association of America, representing the Hollywood studios, and the Recording Industry Association of America, lobbied the US government regarding Spain’s intellectual property policy. They claimed that 805 million unauthorised music tracks had been downloaded in 2006,48 rising to 2 billon in 2008,49 and that they were suffering revenue losses as a result of these downloads. They also claimed there were 350 million film downloads in 2008. Further supporting claims were made to indicate the plight of the creative industries, such as ‘no Spanish artist has been capable of making it into the top 50 in the past two years’.50

Given the dismissal by the Spanish courts of civil and criminal cases against file-sharing sites, and the failure to alter the legal position on Internet subscriber data in the Promusicae v. Telefónica case, both the MPAA and the RIAA argued that the ‘legislative framework for addressing online piracy is inadequate’.51 They complained to the US authorities of the ‘near-futility of seeking redress via civil litigation’:52 ‘Virtually nothing in the Spanish legislative or judicial systems provides a foothold against Internet piracy.’53 The RIAA argued that,

While the Spanish government has taken some laudable action against the street piracy that was engulfing the market, it maintains laws and practices that virtually ensure ineffective enforcement against online piracy.54

The MPAA lobbied the US authorities to press for changes in Spanish law, seeking a graduated response scheme as in Britain and France, in the belief that Internet access suspension would be an effective sanction.55 It argued that the main obstacle to online IPR enforcement was the 2006 ‘Circular’. Its views are eloquently expressed in this extract from a submission to the USTR in November 2009:

Spain’s Attorney General continues to insist on a policy that decriminalizes the exchange of unauthorized copies and facilitation of such exchange. Moreover, legislators fail to act on incorrectly implemented EU Directives leaving no viable process for rights holders. A combination of incorrect laws and the Attorney General’s policy has made it nearly impossible to protect content on Spain’s Internet.56

In a separate submission to the US Department of Commerce, the MPAA complained about the inability to obtain court injunctions against broadband providers and other intermediaries in Spain:

Some Member States have failed to provide expressly for such injunctions in their national laws or those laws are not worded clearly enough to ensure the availability of these injunctions, which are a key tool in the fight against digital piracy, e.g. Finland, Germany, Spain, and Sweden.57

The MPAA had additional reach into the Spanish system via a local organisation known as the Federation for the Protection of Intellectual Property (FAP). The FAP could talk to the Spanish authorities directly and it was the local contact for US embassy officials, whom it told of its ‘frustration with the way the Spanish government has handled IPR matters’.58

The American authorities, supporting their industry, determined that it was in their economic interest to convince the Spanish government to change the law. In 2004, they made intellectual property rights policy a priority.59 Between 2004 and 2010, US officials visited the ministers for culture and industry, and made a point of a visit when there was a new minister appointed.60 The US authorities regarded it as their role to support the efforts made by Spanish government ministers to bring together the relevant industry stakeholders and to draft new legislation.61 A key objective was to revise the Circular,62 which the Spanish authorities refused to modify ‘despite the efforts’ of the US and the rights-holders.63 Other objectives included changes to privacy and e-commerce law in order to facilitate copyright enforcement measures such as website blocking and lawsuits against individual users or website owners.

The American embassy in Madrid was in charge of influencing the Spanish government at a local level. It initially operated on a softly, softly basis, holding meetings with Spanish officials and sponsoring educational initiatives. A typical event was a lunch hosted by the US embassy on the fringes of a public IPR conference in November 2007. The lunch delegates were Spanish rights-holders, telecoms companies and officials from the Industry Ministry, which held the IPR portfolio jointly with the Culture Ministry. At the lunch it was stated that the ‘US remained committed to working with Spain to find ways to combat piracy’.64 A series of bilateral talks appear to have been more critical. In one meeting, also in November 2007, US officials informed the Spanish that any measures had to have ‘personal consequences’ to be effective,65 where the personal consequences could be interpreted as a graduated response and Internet cut-off.

The American government pressed for measures similar to those under consideration at the time in France and Britain – namely a graduated response which would cut off users from the Internet as a final sanction. They pressed Spanish ministers and civil servants to overcome the internal resistance of the broadband providers, which did not want to take on any liability for copyright enforcement.66

When the Spanish government showed little sign of acting, the embassy drew on resources in Washington bodies to increase the pressure. The lever they used was the so-called Special 301 process. In brief, the Special 30167 gives the USA a way of leveraging economic privileges against compliance with intellectual property enforcement rules. The Special 301 process is operated by the Office of the US Trade Representative, which co-ordinates with US embassies around the world, and this appeared to be the case with the Madrid embassy.68 Special 301 status would have given US officials in Madrid the authority from their government to establish bilateral working with Spanish government officials in order to revise the enforcement laws, and this appears to be how it was used. The USTR obtained its intelligence on Spanish government policy from the International Intellectual Property Alliance, the rights-holder lobbying coalition whose members include the MPAA and the RIAA.69 The IIPA president during this time was the corporate intellectual property lawyer Eric Smith, who had been instrumental in the evolution of the Special 301 process (see Chapter 3). The views of the IIPA were submitted to the US authorities in parallel with the events in Spain. The IIPA 2008 Special 301 Report, which was submitted to the USTR in February 2008, recommended that Spain should be placed on the Watchlist.70 The IIPA’s recommended priority actions for 2008 began with:

•  Achieve in 2008, through the Ministry of Industry, an effective agreement among ISPs and content owners for the immediate and effective implementation of the Graduated Response procedures (contractual or administrative procedures for consumers who abuse their ISP accounts), effective notice and takedown procedures (for sites engaged in copyright violations) and for the use of filtering technology at the network level to effectively prevent protected content from being distributed without authorization (similar to actions being taken in other European countries such as Greece and the United Kingdom and actions being taken by ISPs and User Generated Content sites in the U.S.).

•  Reverse the Chief Prosecutor’s May 2006 official instruction ‘decriminalizing’ peer-to-peer (P2P) downloading.

•  Identify the competent government agency responsible for notifying ISPs when infringing content must be taken down.71

The first two bullet points reflect the demands of the Spanish rights-holder groups, notably the FAP, Promusicae and the SGAE, which were supportive of the USTR putting Spain on the Special 301 Watchlist and argued for French-style graduated response measures and a reversal of the Fiscalía General’s Circular.72 The third bullet point is working towards the eventual measures that were drafted into law.

The USA held out the threat of placing Spain on the Special 301 Watchlist throughout 2007, but did not follow it through because there was an impending general election on 9 March 2008.73 However, after the election, which returned the Zapatero government to power, the USTR acted quickly. On 30 April 2008 Spain was placed on the Special 301 Watchlist, the primary reason being on account of Internet downloads. The implicit threat to the Spanish government was that its failure to address the enforcement issue ‘hurts overall relations’ with the USA, and in particular could damage its hope of building a good relationship with the Obama regime.74

The official rationale, as expressed by the USTR, pointed the finger at the Fiscalía General’s Circular, as well as privacy law, although this was expressed in veiled terms only (the lack of tools):

The United States is concerned by the Spanish government’s inadequate efforts to address the growing problem of Internet piracy, described by U.S. copyright industries as one of the worst in Europe. There is also a widespread misperception in Spain that peer-to-peer file sharing is legal. While Spanish law enforcement authorities have taken some positive measures against pirate Internet websites, prosecutors have failed to pursue IPR cases, judges have failed to impose deterrent-level sentences against IPR infringers, and right holders do not have access to important legal tools needed to bring meaningful civil infringement suits. The United States will continue to work closely with Spain to address these IPR enforcement issues during the next year.75

The American rights-holder groups expressed general frustration with what they called ‘lack of leadership’ from the Spanish government.76 These frustrations were conveyed to the US authorities, which accused their Spanish counterparts of ‘expending minimal effort’ to address peer-to-peer file sharing.77 In a meeting between the US ambassador and the Spanish industry minister to inform him of the Watchlist placement, the Fiscalía General’s Circular was cited as a problem, and France, with its HADOPI law, was held up as a model that the USA would like to see.78 The US government wanted three actions. First, it wanted the Spanish government to issue a public statement which would neuter the Fiscalía General’s Circular, and which would say that the copyright levy system does not compensate for downloading copyrighted content without paying. Second, the USA wanted the Circular amended. And third, America explicitly wanted Spain to adopt graduated response measures along the lines of either the French HADOPI law, which was then in draft, or the British proposals.79 Thus Spain was set up for the ensuing political battle over what became Ley Sinde.


CHAPTER 8

Ley Sinde

Simona Levi is an artist. Based in a windswept studio in Barcelona’s old town, she typifies the Spanish citizen-led activism against copyright measures. Her widescreen, broadband office, buzzing with mobile phones and laptops, might once have witnessed the quiet brushstrokes of a painter. In her opinion, the fight for Internet freedom touches a deep vein in Spanish society. The Spanish copyright fight was characterised by a determined and organised political activism, and some activists, such as Levi, claim it was a blueprint for the larger Indignautas protests over the economy.1 Certainly, the volume was raised high enough to unnerve politicians, and to influence the process, although it did not achieve an outright victory.

There was already a dislike of the music collecting societies and rights-holder organisations, but when the Spanish found out that their real political opponent was the American government, and that their elected representatives were being manipulated by Washington, the revelations caused a public outcry. Washington’s political string-pulling tipped the balance of public opinion against Internet copyright measures. It emerged via leaked diplomatic cables on the WikiLeaks website, published by the national media, notably in the newspaper El País. The cables revealed that when the Spanish prime minister José Luis Rodríguez Zapatero2 met President Obama in October 2009, copyright was on the agenda. Soon afterwards, the new online copyright law was revealed.

This chapter uncovers the story behind Ley Sinde (the Sinde Law), named after the former culture minister Ángeles González-Sinde, who shepherded it through the Spanish parliament. Sinde’s law provided for the blocking of websites which allegedly carried infringing content, via an unusual process which was primarily administrative, but authorised by a court.3 Ley Sinde entered the parliament by hitching a ride on the first available legal vehicle, as the 43rd annex of a law containing 114 clauses. Although it was adopted into law, it became a poisoned chalice. Mr Zapatero left the implementation to his successor.

301 reactions

It is interesting to observe with hindsight how placement on the American Special 301 Watchlist prompted a series of actions from the Spanish government. As per the requirement of the Special 301 process, the US embassy in Madrid set up a bilateral working group with Spanish officials. Representatives from the two ministries which held a joint lead on this policy area were included. These were Industry, Tourism and Trade, which was responsible for broadband policy, and the Ministry of Culture, responsible for copyright policy. Both ministers met with the US ambassador, who advocated a more ‘activist’ approach to copyright policy. The brief for the bilateral talks was to assess progress in implementing the US government’s recommendations, and generally to work on IPR legislation and its implementation.4 By March 2009, not quite a year after placement on the Special 301 list, the bilateral group had held several meetings.5

The pressure from the rights-holders and from the US government for graduated response measures put the Spanish government under considerable strain. It had considered graduated response in 2007, when a suggestion was made by government officials that broadband providers could include in their subscriber contracts a provision that service could be cut off if it was used to infringe copyright. The government also considered an amendment to the Information Society (LSSICE) law to the effect that broadband providers would be absolved from liability if they submitted to a ‘voluntary’ agreement with rights-holders.6 These proposals would provide the necessary foundations for graduated response measures.7

However, the Spanish government pushed back against taking these ideas any further. The political unacceptability of measures that target end-users was too high. The Zapatero government, which had been in power since 2004, was in a weak position politically. It was dependent on the opposition parties to get legislation through Congress, leaving room for the opposition to negotiate bargains. It could not afford to risk the political damage from an unpopular law8 and feared the protests from the vocal citizens’ advocacy and Internet users groups.9 It therefore backed off from the graduated response measures, using arguments such as constitutional constraint, which meant that private communications were protected.

In that context, a non-legislative resolution was passed in Congress on 5 November 2008 calling for tougher copyright enforcement laws:

to promote an effective strategy, approved by consensus, to fight activities in the digital environment that violate intellectual property rights, based on agreement among all sectors involved: the content industry, internet operators, consumers, and users.10

However, no legislative or regulatory action was taken. Government-sponsored talks, bringing together broadband providers and rights-holders over self-regulation and a notice-and-takedown scheme, had been tried talks in 2006, but the talks were inconclusive and ended without any result.11 New talks began in May 200812 to try to broker a ‘voluntary’ agreement between the two industries. Representing the telecommunications industry was an alliance known as RedTel, comprising Telefónica, Vodafone, Orange and Ono. The rights-holders decided to combine their strength and got together in a negotiating coalition.13 This was the Coalition of Creators and Content Industries,14 whose members included the powerful but disliked music collecting society SGAE (Sociedad General de Autores y Editores de España), the recorded music industry association Promusicae, and the anti-piracy group FAP (Federación para la Protección de la Propiedad Intelectual), supported by the Motion Picture Association.

The formal agenda for the 2008 talks was legislative reform, public education and new business models.15 Other sources suggest that there was a more aggressive agenda for graduated response and a notice-and-takedown scheme.16 As far as can be ascertained, the rights-holders maintained their demand for graduated response, and the broadband providers insisted that any agreement must address new business models for making audio-visual content legally available in ways that citizens and consumers wanted. It was said that there was a deal on the table regarding a watered-down graduated response. There was another suggestion that the broadband providers were trying to play smart and use copyright enforcement as a bargaining chip against other political demands. The talks broke down on 17 April 200917 although the breakdown only became official in June 2009 when both sides made media announcements.18 It is clear that the two sides were a long way from any agreement, judging by this report from the rights-holder organisation IIPA to the USTR:

The content coalition has grown frustrated by an apparent lack of good faith and by the constant obstacles presented by the telecommunications industry. … At last report, the ISPs are against disconnection or suspension, and instead want a formal (and slow) procedure for notifications from an administrative body created ad hoc.19

While the talks were under way, the industry minister, Francisco Ros, had been resisting any further American demands, arguing that the pressure from Internet users’ groups made it politically difficult to move ahead with these kinds of legal changes.20 He was at odds with the Culture Ministry, a situation that may also account for the hiatus over Internet copyright. The reaction from the USTR was to keep Spain on the 2009 Special 301 Watchlist, reiterating that it wanted to see more action from the Spanish government in respect of intellectual property rights. Its irritation with the Circular was directly visible:

The United States urges Spain to make it clear that unauthorized peer-to-peer file sharing is illegal, and to rescind problematic IPR policies such as the May 2006 Circular from the Office of the Prosecutor-General, which appears to legitimize such illicit activity.21

Ley Sinde is born

In early 2009 events took a new turn. Around the same time as the talks broke down between RedTel and the Creators Coalition, there was a cabinet reshuffle and on 7 April 200922 a new minister of culture was appointed. This was Ángeles González-Sinde, who was until her appointment president of the Spanish Academy of Arts and Cinematographic Sciences. After her appointment, the government’s position appeared to harden.23 She was determined to pursue a copyright enforcement policy, including new legislation, and it is understood that she was not averse to accepting help from the Americans.24 Her officials had one-to-one briefings with US officials, including staff from the Copyright Office, and they were invited to Washington for further briefings and help.25 As a consequence of her appointment, the Ministry of Culture began to take the lead in changing the law.

On 9 October 2009, Spain announced an Inter-Ministerial Commission to address ‘the fight against the violation of property rights on Internet web pages’.26 Eight ministries were represented, with the joint lead taken by the Industry Ministry (MITYC) and the Culture Ministry. The Inter-Ministerial Commission was asked to prepare preliminary proposals and recommendations for a new draft law to address copyright enforcement on the Internet27 and to submit its proposals before 31 December 2009. With hindsight, it is perhaps unsurprising that the Inter-Ministerial Committee was announced just before a trip to Washington by Prime Minister Zapatero. In the preceding weeks, the MPAA and the RIAA had piled on the pressure in Washington for President Obama to raise the matter of IPR enforcement and Internet piracy.28 Spanish rights-holder groups believed that the mere possibility of the issue being raised at the meeting had prompted Zapatero’s announcement. The meeting took place on 13 October 2009.29 Although its content is not public, it was revealed that Obama’s officials and Spanish government representatives held talks on IPR policy in side events to the heads of state meeting. Zapatero subsequently raised the issue of Internet enforcement in a speech to the American Business Council on 21 October.30

Domestically, the rights-holders kept up the pressure. On 19 October 2009, the Coalition of Creators sent to the Ministry for Industry a list of 200 websites which they alleged were infringing copyright and should be blocked.31 The government used this list for public relations purposes, claiming that it only wanted to target those 200 sites and that other sites would be safe. The minister, González-Sinde, confirmed publicly in November 2009 that the most likely policy choice would be to block websites, and that cutting off Internet subscribers’ access had to been ruled out.32

The Inter-Ministerial Committee’s work was cut short after only fifty-three days33 when a draft bill was submitted to the Spanish Council of Ministers34 and approved on 27 November. The Council passed it as an Anteproyecto – the preliminary stage of a law, before it becomes a bill. This new proposal for copyright enforcement was slotted into a much larger bill with a broader remit: the Sustainable Economy Bill, which addressed urgent economic measures.35 The government justified its inclusion in the Sustainable Economy Bill on the basis that the creative industries comprise 4.2 per cent of gross domestic product.36 The Sustainable Economy Bill had 137 clauses and the Ley Sinde was the first of 42 annexes.37 The Sinde proposal had no title; it was simply the ‘first disposition’ modifying e-commerce law38 and copyright law.39

Its appearance was unexpected and how it got there is something of a mystery. The usual process for new laws is that the responsible ministry drafts the proposed text and circulates it – this first draft is known as a Borrador. The ministry responsible would gather comments and amend the text and the draft would be reissued as an Anteproyecto. The Anteproyecto would be further modified, and when its form had been finalised would be sent to the Council of Ministers for approval, and after that would be presented to parliament as a bill or Proyecto de Ley. In this instance, there was no Borrador and the version approved by the Council of Ministers was as an Anteproyecto. It was subsequently published within the much larger Anteproyecto of the Sustainable Economy Bill. A government statement said that the draft copyright enforcement measures were based on proposals from the Inter-Ministerial Commission,40 even though the 31 December deadline had not yet arrived. Other claims suggested that the Inter-Ministerial Committee had taken a deliberate decision to propose the law before the deadline, using the first available legislative vehicle.41

Ley Sinde did, as predicted by Ángeles González-Sinde, take the approach of blocking websites alleged to carry copyright-infringing content, and not subscribers. It also outlined an administrative process which bypassed the judges who had been dismissing cases against peer-to-peer file-sharing and linking sites. Essentially, complaints made by rights-holders could get legal backing, and on that basis broadband providers could be asked to block content. It amended a provision in the e-commerce law42 which permitted measures taken against Information Society Services (websites and services) in specific circumstances such as to protect national security. The Ley Sinde proposal added ‘protection of intellectual property rights’ as one of those circumstances, and set up an administrative authority with the power to make the relevant orders. That authority was to be set up under the Ministry of Culture. It took an existing committee, known as the Intellectual Property Commission, and created a new ‘second section’ of the committee, which was given the task of protecting intellectual property rights on the Internet. Under the initial draft, rights-holders would be able to go to the new second section of the Intellectual Property Commission with allegations of infringing websites. That Commission would have the power to request information from broadband providers regarding the website owner. It would also have the power to order the ‘interruption of service’ – in other words, a block to be imposed by the broadband providers.43 The objective of the new law, as described by the rights-holders, was to facilitate ‘rapid blocking’ to ‘stop the bleeding.44

Ley Sinde, as originally proposed, did not incorporate a court ruling before blocking could be imposed, and legal experts raised concerns about the lack of judicial safeguards in respect of citizens’ fundamental rights to privacy and freedom of expression.45 The Anteproyecto as presented on 27 November would have fallen foul of the Spanish Constitution, in particular Article 20.5, which establishes that the ‘seizure of publications, recordings or other means of information may only be adopted by a judicial decision’.46 On that basis it would have had to have been amended anyway.

The lack of safeguards for fundamental rights proved to be the catalyst for protests.47 Immediately after the content of the Sustainable Economy Bill became public on 1 December, a manifesto in defence of fundamental rights on the Internet was put online by political activist groups working with Internet bloggers. The manifesto stated: ‘Authors rights may not take precedence over the fundamental rights of citizens, such as the right to privacy, security, presumption of innocence and the right to a effective judicial protection, and freedom of expression.’ An accompanying petition attracted some 200,000 signatures.48

The manifesto signalled the volume of opposition to the copyright measures, and made life politically difficult for the government. Prime Minister Zapatero had to address the wider agenda of Spain’s ailing economy, and for him, it was imperative to get the other measures in the Sustainable Economy Bill adopted. As a consequence, his government was susceptible to popular pressure on the copyright issue. The first sign of a climb-down came four days after the draft was issued, on Tuesday, 1 December, when Ángeles González-Sinde appeared before the Senate at a formal hearing. She stated that websites would not be cut off and that there was no intention to criminalise Internet users. She asserted that the draft bill was compliant with the EU Telecoms Package,49 but also stressed that her aim was to protect creators. Two days later, on Thursday, 3 December, with her proposal coming under the public spotlight, she met with some of the drafters of the manifesto, where she was put on the defensive.50 The protests expanded into street demonstrations.51 Prime Minister Zapatero appeared publicly on television to say that no websites would be cut off, and freedom of expression would be protected, but it was important to protect intellectual property.52

As a direct result a revised draft of the bill was presented on 8 January 2010.53 The government issued a statement saying that the revised draft did comply with Article 20 of the Constitution.54 The draft incorporated a process whereby the blocking orders would still be determined by the newly created second section of the Intellectual Property Commission, but would be passed to a court for formal authorisation. The court would not to consider the merits of the case, but only consider whether the order would prejudice rights to freedom of expression enshrined in Article 20 of the Spanish Constitution. In other words, it could only approve or deny, but not modify the order.55 This, however, was still not acceptable to Ley Sinde’s opponents.

The controversy surrounding the law did not abate. On 9 January 2010, the vocal citizens’ campaigning collective known as Red Sostenible (Sustainable Net) was formed by various politically active bloggers, lawyers, copyright experts and artists. One of its members was the veteran ‘free culture’ campaigning artist Simona Levi. It formed a loose coalition with other groups, including the Internautas and the programmers’ collective known as the Hacktivistas. Together these groups created negative publicity concerning Ley Sinde and highlighted the legal problems it entailed.56 The exact extent of their influence was unknown to policymakers.57 Their activity increased the political leverage available to the political opposition, and may have convinced the government that public opinion was a key battleground in copyright policymaking.58 Certainly, they make that claim. According to Simona Levi, the group created a public outcry that made the (by then weak) Zapatero government nervous: ‘The fight for the defence of the Internet is deep in civil society’, she said.59

This intense Internet activism made a difference. The Sinde proposal did not have the support of the conservative opposition parties, the largest being the Popular Party. The minister, González-Sinde, became anxious about the opposition, and sought the help of the US authorities. Following her request, the US embassy began to hold meetings with opposition politicians. On 21 January 2010, the ambassador, Alan Solomont, met the leader of the Popular Party, Mariano Rajoy.60 The agenda included ‘Afghanistan, Iran, IPR, the Spanish economy and Latin America’, apparently in that order.61 On intellectual property rights, Ambassador Solomont said he’d had a phone call from Dan Glickman, head of the Motion Picture Association of America, to register ‘concerns’ about Spain. Mr Rajoy is reported to have told the ambassador that his party wanted appropriate judicial safeguards for websites that were subject to blocking orders. The ambassador commented that Rajoy would make whatever political capital he could out of the copyright issue. The US authorities were still unhappy about Spain’s slowness to act in changing copyright law:

Spain’s existing legal and regulatory framework has not led to cooperation between Internet service providers (ISPs) and rights holders to reduce online piracy. On the contrary, rights holders in Spain report an inability to obtain information necessary to prosecute online IPR infringers, further reducing their ability to seek appropriate remedies.62

On 12 February 2010 an opinion was released by the Consejo Fiscal del Poder Judicial.63 This judicial opinion made three important points. First, it said that an administrative process is not suitable for dealing with criminal offences. Second, it was critical of the composition of the new second section of the Intellectual Property Commission, which would be ordering the blocking of websites. Third, it reminded the government that linking to copyrighted material was not illegal.

However, the Ley Sinde annex continued through the legislature as the whole of the Sustainable Economy Bill was upgraded to a Projecto de Ley on 19 March 2010.64 It would be scrutinised by the Finance Committee, which held the dossier for the larger Sustainable Economy Bill. The Finance Committee chose to go through the entire bill one article at a time, a very slow process. On 27 May, the government released a new draft with Ley Sinde now positioned in Annex 2, but without any significant changes when compared with the 8 January version. It was not until September 2010 that amendments appeared – indeed, the opposition parties tabled a whole raft of them. The Popular Party wanted to amend the provisions for the new second section of the Intellectual Property Commission, and others wanted to delete the entire Ley Sinde annex.

It took some time before these amendments were considered, and it was not until 21 December 2010 that they were finally examined. This was when the Ley Sinde annex came before the Finance Committee. Red Sostenible said it had only five days’ notice that the annex was scheduled to be discussed in the Finance Committee meeting.65 What then occurred was a very loud political clash between the Internet campaigners and the government. The outcome subsequently created the foundation for a political deal. The timing could not have been worse from the government’s point of view. In early December, a number of leaked American diplomatic cables,66 published on the WikiLeaks website, had revealed the extent of US government influence over the Spanish government regarding intellectual property law.67 The matter had received high-profile coverage in mainstream newspapers, dwelling on the ministerial visits to the USA, and the American ambassador’s chats with Spanish politicians regarding copyright law. On 16 December, the Hacktivistas launched their Sindegate online campaign, alleging that the leaked cables showed how the Spanish government had been complicit with the USA in drafting Ley Sinde. A message on their website read: ‘@ USembassyMadrid You are directly responsible for the passing of #LeySinde and we now have proof of that thanks to #Wikileaks. #sindegate.’68 The Asociación de Internautas announced an ‘Internet war’.69 Red Sostenible mounted an online campaign, using web streaming and Twitter to generate a public debate, right through the evening of the Finance Committee meeting. They claim that these campaigns influenced the political outcome,70 although it is likely that the weak position of the Zaptero government would have been a factor too.

The main political issue still concerned adequate judicial safeguards and the composition of the second section of the IP Commission. Opposition parties were demanding further amendments to strengthen judicial protection. There were last-minute negotiations between Zapatero’s governing PSOE party and the main opposition parties, the Popular Party and the CiU.71 There was no agreement in the Committee: only the government members were in favour; all opposition parties were against. Ley Sinde was rejected by 20 votes to 18. In effect, the Finance Committee had thrown it out, and it could not progress to the next stage in the Senate.72 The Sustainable Economy Bill progressed to the Senate minus the Ley Sinde annex. Under the normal legislative process, Ley Sinde should have died.

However, the copyright enforcement proposals were a political requirement to satisfy the Americans. Hence a way was found to bring them back into the process. Following the Finance Committee rejection of the bill, there was hectic political horse-trading between the parties to try to ease the deadlock and reach a compromise. The opposition parties maintained their requirement for judicial authorisation before websites could be blocked. On 25 January 2011 a political pact was agreed.73 This involved the insertion of a ‘double judicial safeguard’ such that a judicial ruling was required before broadband providers could be asked to impose blocks on websites. This was in addition to the judicial checking of orders to ensure that freedom of expression was not threatened. Another element of the deal incorporated a change to the composition of the second section of the IP Commission, removing the collecting societies. The pact included a further element concerning the Digital Canon, whereby, noting the ECJ ruling of October 2010,74 the canon would be scrapped three months after the Sinde Law came into effect.75 The amended Ley Sinde was then tabled in the Senate as a single large amendment to the bigger Sustainable Economy Bill – only now it was Annex 43.76 This was how the government got around the process, and in particular the requirement to drop it following the Finance Committee rejection.

The rights-holders were not happy with the political deal, and pressed for the pact to be fully or partially abandoned.77 The citizens’ campaigns continued to be vocal, and, on the initiative of the Hacktivistas and Red Sostenible, the Senate was deluged with an avalanche of 450,000 emails.78 This time the public action had no effect. Ley Sinde was passed in the Senate on 9 February 2011, with 244 votes in favour and 12 against.79 It proceeded to the Congress, where on 15 February 2011 it was passed with 323 votes in favour, and only 19 against and 1 abstention.80 Ley Sinde was then sent to the European Commission, as required under the Technical Standards and Regulations directive. 81 The law was approved by the Commission in July 2011.82 However, its implementation was dependent on secondary legislation in the form of a regulation: this was drafted in 2011 but was not ratified at the time of the Spanish election of 20 November 2011. Before the election, Ángeles González-Sinde announced that she would be stepping down as minister.

Unsurprisingly, neither citizen campaigners nor rights-holders were happy. The Internautas said they would remain militant.83 The lawyer David Bravo said it contained ‘contradictions’. Red Sostenible highlighted the poor drafting, saying that the scope was potentially very much broader than just the linking websites which the politicians thought they were targeting. The rights-holders continued to complain to the US authorities that they wanted to see ‘more active leadership by the Spanish government’84 and specifically that the court processes entailed in the law were likely to be a problem from their viewpoint:

rights holders await the eventual implementation of such a procedure to determine whether its multiple layers of court review will undermine the law’s efforts to encourage swift removal of infringing content.85

Despite the adoption of Ley Sinde, the RIAA complained in a submission to the USTR that the music market in Spain had ‘evaporated in the face of government inaction to stem the tide of online theft’.86 In consequence of these rights-holder complaints, the USTR retained Spain on the Special 301 Watchlist in April 2011, and continued to complain about the public prosecutor’s circular:

The United States welcomes the recent passage of legislation that will provide a mechanism for rights holders to remove or block access to infringing content online. Spain has demonstrated a serious commitment to addressing piracy over the Internet with this initiative. The United States will monitor implementation of the legislation and urges Spain to ensure that it addresses all forms of piracy over the Internet and that it provides for the swift removal of infringing content. The United States also urges Spain to continue to work to address additional concerns about piracy over the Internet, including the inability of rights holders to obtain identifying information necessary to prosecute online IPR infringers. Additionally, a 2006 Prosecutor General Circular that appears to decriminalize illegal peer-to-peer file sharing of infringing materials remains of concern. Delays in the adjudication of cases are common within Spain’s judicial system, and judges do not appear to impose criminal penalties for IPR infringement crimes. The United States looks forward to continuing to work with Spain to address these and other concerns.87

Prime Minister Zapatero came under continued pressure from the Americans, right up until he cleared his prime ministerial desk. In December 2011, the newspaper El País published a letter from the American ambassador, Alan Solomont, that once again threatened Spain with the Special 301 watchlist and condemned Zapatero’s lack of courage in the face of public opposition. Mr Solomont referred to ‘commitments’ given by Zapatero to the US government and the rights-holders:

The government has unfortunately failed to finish the job for political reasons, to the detriment of the reputation and economy of Spain.88

The Internet activists maintained their opposition to the law.89 As his parting gesture, Mr Zapatero left the Ley Sinde hanging, without implementation, much to the chagrin of the rights-holders,90 who called him a coward.91 He passed the hot potato to his successor. The incoming prime minister, Mariano Rajoy, fully briefed by the American ambassador, did bring in the implementing regulations on New Year’s Eve 2011.92 It was one of his first tasks in office.

The Spanish political bargain

A number of legal issues in Spanish law created obstacles, so far as the rights-holders were concerned. They could not obtain personal data of Internet subscribers in civil cases; moves to have content taken down had to first obtain a court order; and there was a ‘commercial scale’ test, which meant they could not target peer-to-peer file sharers as individuals. The last was supported by a briefing document circulated by the public prosecutor. All of this meant that the rights-holders were seldom successful in bringing alleged infringers to court, and they were unlikely to be successful unless the law was changed. It was this situation which prompted them to lobby the US Trade Representative and the US embassy in Madrid, and to insist on a new law to address enforcement on the Internet.

American government pressure in respect of Spanish copyright law was first reported in the Spanish media in late 2010, based on US diplomatic cables which had leaked into the public domain via the WikiLeaks website. The cables, published by El País and 20minutos, have been used as a source for this chapter. However, the research for this chapter has cross-checked the cable information against other sources which are publicly available, notably the official public policy documents of the United States Trade Representative, including rights-holder submissions. Other rights-holder documentation and media articles have also been used. This cross-checking verifies how the USA leaned on Spain, and its rationale in terms of American international copyright policy. Notably, it is possible to verify the use of the Special 301 process to place economic pressure on Spain, which is likely to have caused it to jump the gun, presenting a draft bill before the official committee had completed its work, and later to engage in hectic horse-trading with opposition parties in order to be able to deliver the law through the legislature. This is redolent of the EU Telecoms Package, where amendments to support graduated response measures were inserted into the Package by the European Commission and the European Parliament without any warning.93

The timing of this American pressure, from 2008 to 2011, directly coincides with the attempted insertion of copyright enforcement provisions into the EU Telecoms Package (2007–09), the evolution of the HADOPI law in France (2008–09) and the passing of the Digital Economy Act in the UK (2008–10). The USA was in particular trying to pressure Spain to introduce French/British style graduated response measures. However, the outcome was not the same. Measures that directly targeted Internet users were rejected. The differentiating factors related to national politics. There was a public perception that peer-to-peer file sharing was covered by copyright levies (specifically the Digital Canon). The legal opinion circulated by the prosecutor general appeared to support this view, stating that Internet users engaging in peer-to-peer file sharing could not be subject to criminal prosecution. The prosecutors’ Circular also set a higher legal bar for law suits against websites. The economic strength of the telecommunications lobby ensured that industry talks between rights-holders and broadband providers collapsed. There was a high public awareness of the issues which concerned the Circular, and a vocal public opposition from citizens’ advocacy groups. This public opposition created a fear in a weak government of losing votes.

The Zapatero government was reduced to sneaking in the law as one of over forty annexes to a much wider law, intended to solve Spain’s economic problems. A vote which under normal circumstances would have ensured that the proposal died was turned around and presented as a new amendment to the ‘carrier’ law, in order to ensure that the proposal would make it through. There was a wide enough political gap between Prime Minister Zapatero’s ruling PSOE party and the opposition PP. With public opinion to play for, the opposition was prepared to leverage a political bargain, which strengthened judicial protection against indiscriminate blocking. The fear of both outgoing and incoming prime ministers of adopting the regulations illustrates how hot a political issue this is in Spain. At the time of writing, the law was subject to a legal challenge from the Internautas.

This outcome was, of course, problematic from a United States perspective. However, in 2012, Spain was finally removed from the Special 301 Watchlist, although the USA proposed to ‘work with’ Spain to address the Fiscalía General’s Circular.94


PART III

The politics of music: Britain and the Digital Economy Act


CHAPTER 9

A memorandum with no understanding

‘The thing you need to know about copyright policy’, said the official from the Department of Culture, Media and Sport, ‘is that the BPI have the best parties.’ Certainly, the BPI,1 the organisation representing the British recorded music industry, and comprising the major music labels, is able to dangle in front of policymakers invitations to the dazzling Brit Awards for the pop music industry. It also sponsors an annual bash in the British Parliament known as ‘Rock the Boat’. At this river-boat jamboree on the Thames, musical MPs play together in a cross-party rock group, to an audience of a hundred or so politicians. It is an excellent opportunity for music industry executives to rub shoulders with ministers and MPs. According to the public relations company that organises it, the event can ‘impact a whole range of key policy-makers with our concerns about a current important issue’.2

It’s not clear how this type of corporate entertainment influences policy, along the lines implied by the official. Indeed, corporate hospitality is just one of the tools in the lobbyist’s toolbox. However, it is empirically possible to link music industry lobbying to the creation of a new law for copyright enforcement on the Internet. That law is sections 3–18 (Online Infringement of Copyright) of the Digital Economy Act. An examination of public policy documents reveals the depth of the influence of the BPI over the policymakers responsible for drafting and bringing in the Act. In the next few chapters, we will discover how the British music industry utilised its resources to effect a political outcome it wanted. As we will see, it managed to combine charm with aggression in just the right doses to get the politicians onside. Music industry representatives called on ministers and civil servants in person, risking ministerial disdain by persevering with demands for tougher measures. They were tenacious in their attention to detail, noting the legislative timetables, writing briefs, and even sitting on technical committees.

The story begins in 2006 when policy for Internet copyright first arrived on the political agenda.

The ‘voluntary’ agreement

The policy principle of an industry agreement between the rights-holders and the Internet service providers for copyright enforcement purposes, on which the Digital Economy Act is essentially based, was founded in the Gowers report on copyright of December 2006. Early discussions between Internet service providers and rights-holders on online copyright enforcement measures had begun in 2006,3 before Gowers released his report. Gowers revealed that the ISP trade association, ISPA, was working on a best practice document that might enable such cooperation.4 Gowers recommended disconnection of Internet subscribers, and rather simplistically considered that it could be done via a ‘data sharing’ agreement between the two industries. Gowers also recommended that if no agreement was reached, the government should consider bringing in a new law.5

Following the report’s publication, the government wanted to take forward the Gowers recommendation, and new talks commenced in January 2007.6 According to the rights-holders accounts, these talks were inconclusive. The government tried again in October 2007, at about the same time as the French government started work on what became the Creation and Internet law.7 The British government was an observer of the Mission Olivennes consultation,8 which lists among its contributors the parliamentary undersecretary of state at the Department for Innovation, Universities and Skills.9 At that time the post was held by Lord Triesman, minister for intellectual property. The Olivennes report also cites the Cabinet Office, and ‘Administration de la Culture et du Commerce UK’, which could refer to either Business, Enterprise and Regulatory Reform (BERR) or the Department for Culture, Media and Sport (DCMS). The British therefore had an understanding of the graduated response from first-hand sources10 and Lord Triesman began to host talks that brought together the Internet Service Providers’ Association (ISPA) and the Music Publishers Association.11 The government’s message was that a ‘voluntary agreement’ was preferable, where ‘voluntary’ meant ‘without legislation’. But the government continued to say that it would legislate if necessary.12 Essentially that message remained consistent for the remainder of the period leading up to the Digital Economy Act. These early talks considered a penalty of disconnection for the most persistent infringers.13 In January 2008, Lord Triesman threatened to introduce legislation in the Queen’s Speech of 2008,14 but he did not remain as a minister for long enough, resigning on 25 January 2008.15

Instead, the copyright enforcement baton was picked up by another department – Business, Enterprise and Regulatory Reform (BERR) and the newly appointed parliamentary undersecretary of state in BERR, the forceful investment banker Baroness Shriti Vadera. She stated the government’s position publicly for the first time,16 declaring that a voluntary agreement was the most desirable option:

While a voluntary industry agreement remains our preferred option, we have made clear that we will not hesitate to legislate in this area if required. To that end, we will consult on the form and content of regulatory arrangements in 2008 with a view to implementing legislation by April 2009.17

By March 2008, a team was in place within BERR to launch a consultation on peer-to-peer file sharing. A civil servant on the team admitted that reaching agreement was not easy:

We don’t have any voluntary agreements, therefore we need to consider a regulatory option. I say this with a heavy sigh, because this will not be easy. We are developing a consultation document and partial impact assessment.18

It certainly was a difficult time. Despite having agreed to participate in talks, the Internet industry was not going to give in easily to government pressure for voluntary agreements. By April 2008 the music industry was stepping up a gear. Charles Dunstone, founder of Carphone Warehouse and owner of the TalkTalk broadband provider, said publicly that he would not police the Internet on behalf of the music industry, even after his company was allegedly threatened with court action.19 Mr Dunstone said:

We believe that a fundamental part of our role as an ISP is to protect the rights of our users to use the Internet as they choose. We will fight any challenge to the sanctity of this relationship with every legal option available to us.20

At around the same point in time, Virgin Media entered into an agreement with one of the BPI members, Universal Music.21 The agreement entailed sending written notifications to Internet subscribers and was reported as a pilot ‘three strikes’ scheme.22

By May 2008, it seemed as if all possibility of an agreement between ISPs and rights-holders on graduated response measures had broken down and that the government position was hardening. Andy Burnham, minister for culture, media and sport, said in answer to a Parliamentary question:

I must say that I am disheartened by recent comments from within the ISP community to suggest that providers do not have any responsibility for illegal downloading. I can tell the hon. Gentleman that jointly with the Department for Business, Enterprise and Regulatory Reform and the Department for Innovation, Universities and Skills, we will shortly publish a document that includes options.23

The rights-holder pressure did not abate, and another parliamentary question the following month, on 23 June 2008, received an answer suggesting that a turn-around in the situation was imminent. The question was:

Given the obstinacy of some ISPs, such as Carphone Warehouse, in not doing their duty, can my right hon. Friend say when he proposes to introduce the proposals to regulate these people…?

The answer, given by the films minister Margaret Hodge, stated:24

We said in our ‘Creative Britain’ document that if we could not get a voluntary agreement between the ISPs and the industry on these issues, we would introduce proposals for regulation. We stand by that, but I am pleased to report to my hon. Friend that the mere publication of the document is already encouraging both parties to come to the table. We are hopeful that we can in the near future obtain a voluntary agreement between them.25

Some rights-holders began to refer publicly to talks that were apparently going on. By 24 June it emerged that talks between ISPs and rights-holders over some sort of ‘cooperation’ had been happening. At the Music Publishers Association Annual General Meeting on 24 June 2008, participants discussed a possible ‘broadband settlement’, which appears to have been an option for a levy on the Internet to support the music industry. They also spoke of private discussions, suggesting that the ISPs were being more cooperative because they wanted to avoid government intervention.26 From what could be ascertained, the talks had been running for two to three weeks, and it was anticipated that there would be something to say within a few weeks. Asked about the French measures under the Creation and Internet law, some participants indicated that they did not agree with termination of Internet subscriber accounts (such as the French HADOPI measures). This was a typical comment:

There are two conversations going on right now. [One is] in public and there’s another one behind closed doors, and I am not at liberty to disclose any more. It is our policy that we do not agree with termination of account. Until 2–3 weeks ago we couldn’t get the ISPs to talk. Since the government threatened to legislate, they have come around the table.27

Internet industry lobbyists indicated that talks were being held at a high level of government, on a weekend at the end of June. The talks were said to involve the chief executives of the major telecoms providers, with the industry agreement on copyright enforcement measures as a priority on the agenda.28

It was Baroness Vadera who eventually brought about the Memorandum of Understanding [MoU] to Reduce Unlawful File-sharing, on 24 July 2008.29 According to the Motion Picture Association, it would not have been signed without her personal involvement.30 It was signed by the six largest broadband providers – BT, Carphone Warehouse, Orange, Tiscali, Sky and Virgin.31 The rights-holder signatories were the two entertainment industry lobby groups – the British Recorded Music Industry and the Motion Picture Association, representing the major Hollywood studios including Walt Disney and Warner. The MoU used the euphemism ‘joint industry solution’. It imposed an obligation on Internet service providers to send out notifications to subscribers allegedly responsible for copyright infringement. It mandated a three-month trial of warning notices to be sent to Internet subscribers (1,000 per network provider, per week). The signatories agreed to draw up codes of practice for such a notification system, to include standards of evidence, indemnity for network providers and consumer appeals. The entire process was to be overseen by Ofcom.32 However, in a reversal of the Gowers report recommendation, the 24 July 2008 MoU did not mandate any sanctions against Internet users, or disconnection of subscribers, although it did set up a working group to ‘identify effective mechanisms to address repeat infringers’.

The MoU objective was to achieve a ‘significant reduction’ in file sharing of copyrighted content over two to three years. In a letter to the MoU signatories, Baroness Vadera spelled out the government’s working assumption that there would be a 70–80 per cent reduction in file sharing within two to three years from the start of the MoU letter-sending trial:

The objective is to achieve within 2 to 3 years a significant reduction in the incidence of copyright infringement as a result of peer to peer file-sharing and a change of popular attitude towards infringement. This is a serious problem, with a very wide base of consumers involved, and we will only address the problem if we can change behaviour on a wide scale. I would regard a reduction as ‘significant’ if it had reduced the number of people file-sharing unlawfully in the UK by well over 50%, and we hope in the region of 70%–80% from a baseline to be agreed, with work to start on this immediately, rather than waiting for legislation.33

In spite of Baroness Vadera’s strong stance, the BPI believed she had not gone far enough. In a letter addressed to her, the association demanded tougher action.34 The letter was written by the BPI chief executive, Geoff Taylor: ‘It is important to clarify that the BPI does not consider the MoU to be an exhaustive solution’ he stated ‘There is more that ISPs can do to reduce online copyright infringement by, for example, blocking access to websites that procure and facilitate online infringement.’ Baroness Vadera sent Mr Taylor a sharp response:

I was disappointed at the timing, tone as well as the content of the attached letter from you yesterday. I am glad I was able to ensure that the MoU got signed despite it. I hope that your attitude in the discussions going forward in the working groups for elements of the package will be constructive.

And she reminded him that

you and your members will be aware that … any measures the Government is prepared to take, depends on good-will and grown-up constructive spirit of finding solutions. … I was also disappointed by the BPI’s pre-briefing all the papers, which did not reflect the interests of all the signatories.

In fact, the initial three-month trial – also known as the Principle 4 trial, as it was the fourth ‘principle’ in the MoU35 – was not a success. The escalation of the process never happened. According to the BPI, which was the sole rights-holder participating in the trial,36 fewer than 50,000 notifications were sent.37 In fact, the number sent was 49,942,38 far fewer than the 72,000 intended. The BPI questioned the methodology,39 saying that it was statistically invalid and could not be used to verify whether or not the notifications would be effective in deterring Internet users from unauthorised downloading.40 According to the ISP Association, around one-third of the copyright infringement notices received from the BPI were deemed invalid – for example, duplicate requests or non-valid IP addresses.41 The MoU trial was therefore inadequate to verify whether the unauthorised sharing of copyrighted files would decrease if Internet subscribers were sent a warning, and to assess whether Baroness Vadera’s policy objective was achievable.

In parallel with the MoU trial, the government ran the so-called P2P consultation ‘to address Legislative Options for Illicit Peer-to-Peer (P2P) File-sharing’.42 The Consultation ended in November 2008, with no clear outcome.

The Principle 5 legacy

A more lasting legacy of the MoU emanated from the Principle 5 Working Group, so-called because it was set up under the fifth principle in the MoU agreement.43

The Principle 5 Working Group had a mandate to explore options for controlling unlawful peer-to-peer file sharing, and to examine technical mechanisms and the legal ramifications of them.44 Its brief was to look at ‘mechanisms’ to address those considered persistent file sharers (or repeat infringers) – the so-called technical measures. These were traffic management or filtering and any other automated processes that acted either on the subscriber’s individual connection or on websites or application providers.

The mandate was elaborated by the minister, Baroness Vadera, who wrote to all the signatories, asking them to devise ‘appropriate action’ which could be taken. She reminded them that this work under Principle 5 was to feed into the Codes of Practice which would implement the policy.45 Baroness Vadera made it plain that she expected a report completed in four months.

Baroness Vadera’s mandate was underscored by her successor, Lord Carter. He said that the Principle 5 group should feed into the government’s policy process and to the Codes of Practice which would support the copyright enforcement measures. Furthermore, he said that the outputs of the working group had helped the government in taking the decision to legislate.46 The relevance of the Principle 5 Working Group was subsequently underlined in the 2011 judgment on the judicial review of the Digital Economy Act:

Furthermore, the MOU Principle 5 Group (one of the inter-industry groups established under the MOU to explore the options for controlling unlawful P2P filesharing) examined not only technical measures but also legal measures that might be adopted by rights holders, including legal action by rights holders against individuals.47

The two ministerial mandates and the High Court ruling bestow an importance on the Principle 5 Working Group, in the context of understanding the development of the copyright enforcement policy and the Digital Economy Act 2010. Yet the Group is not acknowleged publicly and its work is shrouded in secrecy.

The Principle 5 Working Group was established under the auspices of Ofcom, the telecommunications regulator. Ofcom chaired the meetings and the attendees included representatives of the BPI and some of its individual members, such as Universal Music. The main contribution of the group was to establish the list of technical measures. The list was generated at the Group’s first meeting on 28 August 2008, and definitions agreed at subsequent meetings.48 At this early stage, ‘disconnection from the Internet’ was listed as a legal remedy, and was discussed separately from the other technical measures.

From what can be ascertained, there was no understanding achieved between the rights-holders and the ISPs in the group. The project plan for the group was to achieve ministerial sign-off on a report by December 2008,49 but that report was never produced. The Group’s work was not complete over six months later, in February 2009, when the government made its decision to press ahead with legislation.50 However, the group did make some progress that could input to the policy development, as was reported by Lord Carter in a report from March 2009:

Much useful work has been undertaken by the MoU group on the technical and legal feasibility of technical measures. A large measure of agreement was reached on the technical issues, less so on the legal ones.51

The Principle 5 Working Group also provided the rights-holders with sufficient information to produce a paper;52 as we will see in the ensuing chapters, the list of technical measures survived to get into the statute.


CHAPTER 10

Ministerial manoeuvres

In October 2008 there was a ministerial change in the Department for Business, Enterprise and Regulatory Reform which proved to be pivotal for the copyright legislation: the appointment of Peter Mandelson – subsequently Lord Mandelson – as secretary of state, in the Cabinet reshuffle of 3 October 2008.1 The name of the ministry also changed to Business, Innovation and Skills (BIS), incorporating the old Universities and Skills ministry and the Intellectual Property Office. Responsibility for the online copyright enforcement and P2P policy shifted to Lord Stephen Carter, who was given the title of minister for communications, technology and broadcasting, operating across two ministries: BIS, and Culture, Media and Sport.2

Lord Carter’s role has been widely underestimated. The available records indicate that he drew his own red line where he thought the policy could be fairly implemented for all stakeholders. It was a line that the rights-holders did not accept. Subsequently, after his resignation, Lord Mandelson took a different position. This chapter examines the tension between the government and the rights-holders over the idea of suspending Internet access to enforce copyright – a tension that began in January 2009 and ended with a rights-holder ‘win’ in August 2009.

Lord Carter’s compromise

On 29 January 2009, the BIS report on the P2P consultation3 was published. The BIS report stated was that it was very difficult to get the two industries to work together on a voluntary basis. Hence, the government decided to push ahead with legislation, aiming at getting a bill into the Queen’s speech in November 2009. The two fighting industries would be told to reach an agreement by means of industry codes of practice underwritten by a new law. Specifically, BIS said the legislation would mandate the broadband providers to put in place policies to address online copyright enforcement, to notify their subscribers of alleged infringements, and maintain a database of repeat notifications which could form the basis of court action by the rights-holders.

On the same day, Lord Carter brought out an interim version of his own report, known as the Digital Britain report. His report was more wide-ranging than the BIS report; however, one aspect of both reports is pertinent to this story. Concerning technical measures and suspension of Internet access, both reports took the same stance. Both allowed for rights-holders to take court action against so-called ‘repeat infringers’. And both recommended that Ofcom would have (unspecified) backstop powers if the measures did not meet the government objective of a 70 per cent reduction in alleged infringements via peer-to-peer file sharing.4 But neither Lord Carter nor BIS recommended account termination or suspension, or Internet disconnection, as the final penalty for so-called repeat infringers.

With hindsight, the rejection of Internet disconnection, by the minister and the civil servants responsible, is politically significant. It marks the point in time when rights-holders began lobbying hard for a disconnection sanction. A meeting between Lord Carter and Geoff Taylor of the BPI took place on 13 January. According to the meeting minutes,5 the BPI came ‘with the purpose of lobbying for a resolute government response … requiring ISPs to take action against their subscribers who are alleged to be filesharing’. Lord Carter ‘made it clear that he could not pre-empt the announcement’, but he did ‘suggest strongly that the rights-holders had not nailed their case that file-sharing was stealing not sharing, and they certainly weren’t winning the argument with consumers’. The BPI did not agree. Lord Carter had ‘professed himself profoundly concerned’ at the demand for government action, and expressed the view that ‘any solution that required government action as a basis was already on shaky ground’. Interestingly, the minutes also state that ‘during the closure of the meeting, pricing of music was touched on, without a meeting of minds on what constitutes a fair price online’.

Publication of Lord Carter’s report was stalled for four days during January 2009 while ministers from the three departments with an interest in the policy were arguing over whether or not the report should recommend disconnection.6 The stalling appears to have occurred after the BPI meeting. The meeting minutes indicate that Lord Carter subsequently did ask his team to rewrite the copyright section of his report7 with ‘emphasis on what would incentivise all participants’, including broadband providers and consumers.

It is therefore unsurprising that the BPI was publicly critical of Lord Carter’s report, saying in a press release that

it is hard to see how letter-sending alone will achieve the aim of significantly reducing illegal filesharing which the government has set itself. Consumer research shows that filesharers are only likely to change their behaviour if they know that letters are the first step in a process and further action will be taken by service providers. The Interim Report proposes targeted legal action against the most significant infringers but few people believe that the answer lies in suing consumers. We believe that proportionate measures taken by ISPs would be more effective.8

With hindsight, it could be argued that this meeting between Lord Carter and the BPI was a harbinger of events to come. From this point onwards, disconnection of subscribers – ‘proportionate measures taken by ISPs’ – became a central policy issue that was fought over between the government and the rights-holders.

On 17 March 2009, Lord Carter produced a follow-up discussion paper which considered a possible ‘rights-agency’.9 In it, Lord Carter reiterated the government’s intention to legislate, but, significantly, he hinted at a stronger deterrent that could include technical measures and account suspension. The rights agency appears to have been conceived as an independent body, set up and run by the two agencies, under the auspices of the regulator, Ofcom, to manage the implantation. This time Lord Carter’s tone had altered, moving towards the BPI demands in its consultation responses.10 The ISPA called it a ‘backward step’, and became concerned that the legislation was advancing behind the scenes. They complained about the two-week response time.11

The rights-agency concept was never pursued. It has since emerged that there was a legal reason why Lord Carter had to step back from the rights-agency proposal: he had received advice to the effect that such an agency, with governmental status as an enforcement body, would only be possible under criminal law, and with the public will supporting it. It could not be established under civil law.12 Assuming this was correct, the only policy left on the table was to put an obligation on broadband providers to take action against end-users.

However, Lord Carter did have further discussions with rights-holders. They upped the ante and sent in a heavyweight representative in the form of Lucian Grainge, chief executive of Universal Music Group, and influential spokesperson for the British music industry.

According to correspondence between Mr Grainge and Lord Carter, the two held talks during April 2009.13 Mr Grainge was pressing for a graduated response, and interestingly he proposed that the rights agency, rather than the rights-holders, could undertake the prosecution of repeat offenders – a solution which would have shifted the costs onto the government. He additionally pressed for a legal requirement for broadband providers to block websites. Lord Carter reiterated his previous position, saying he wanted a policy outcome which took account of the broadband providers’ interests as well as the rights-holders’. He said that he would wish to be clear as to the ‘conditions that would need to be satisfied for Ofcom to allow a code to go beyond notification’. Significantly, he told Mr Grainge that any web-blocking measures would require a court order. However, it’s notable that Lord Carter’s letter tipped off Mr Grainge that the detailed work and drafting of the bill would be complete by the summer.

Political pressures began to mount from other sources. A debate in the House of Lords on 2 April 2009 was instigated by Lord Lloyd-Webber, the theatre impresario. It was a short debate whose purpose was to raise the issue of Internet copyright enforcement in the Westminster Parliament. Lord Lloyd-Webber’s introduction cited the economic rationale for legislation against file sharing of copyrighted content, namely that the UK recorded music industry is worth around £900 million a year, is a major exporter and the source of 100,000 jobs. He blamed the Internet for its financial woes: ‘The biggest single cause of the music business’s demise, and indeed that of all creative industries, is the carriage of file-sharing services by internet service providers.’ Opposing positions were put by Lord Lucas, who suggested there were for alternative business models, and Lord Clement-Jones, who said that there must be a court ruling before Internet subscriber accounts could be suspended.14

The trade unions weighed in to support the rights-holders. In May 2009, Unite put its views to the then prime minister, Gordon Brown. It called for a graduated response using technical measures, and for ‘enabling legislation’ to be put in place.15 On 10 June 2009, just before Lord Carter’s final report and the P2P consultation were due to be issued, Unite led a coalition of trade unions that wrote a letter to the Daily Telegraph. This letter raised the fear of ‘widespread job losses’ if the graduated response measures were not included in any forthcoming legislation.16 Trade-union support may have been significant, since the unions financially support the Labour Party, which then was in government.17

The key concepts for the proposed new legislation were established in Lord Carter’s Digital Britain White Paper of 16 June 2009.18 The White Paper reflected a compromise deal, which stopped short of including account suspension on the list of technical measures, but did set out the core elements of the two-part measures, imposing an obligation on network providers to issue warning notifications, with a first phase leading to court action, and a second phase bringing in the full graduated response system using technical measures. At the same time he proposed a duty on Ofcom to oversee the measures.19 However, the report set out balancing proposals to incentivise the development of so-called ‘legal’ alternatives to file sharing, and it was clear that the more stringent punishments, such as those entailed by the technical measures, were a last resort. Crucially, in light of happened next, Lord Carter’s report did not include terminating or suspending users accounts (Internet cut-off), although it did include lowering the speed of access, and thus restricting their activity, by bandwidth shaping and throttling.20

Lord Carter’s contribution has been underestimated in the political smoke that went up after the Bill was published. The evidence suggests that he did understand the changes in consumer behaviour, specifically sharing of content, and was not totally unsympathetic to them – at least in the sense that he saw a commercial imperative for the creative industries to try to meet this requirement as far as possible.21 It is understood that Lord Carter had negotiated with the two industries, and his report struck what he believed to be an appropriate compromise.22 From the enforcement perspective, he wanted a system of notification to the account holder, backed up by an effective system of sanctions via the courts, for a minority of cases:

These powers should be used if, and only if, the combination of measures set out above has been fully implemented but has not succeeded in significantly reducing the level of unlawful file-sharing.23

The government took the decision at this stage to bring forward the Digital Economy Bill into the legislative process. The usual process is for a White Paper to be followed by a consultation that would reflect policy decisions already taken and solicit views on any outstanding areas of uncertainty. Thus the Department for Business, Innovation and Skills published the second round of the P2P consultation in June 2009. This second consultation addressed aspects of forthcoming legislation, now named the Digital Economy Bill. The consultation sought answers to questions such as what should trigger the obligations to send notices or apply technical measures, the timeframes for bringing in such measures, Ofcom’s role and cost-sharing.24 Significantly, the June 2009 P2P consultation did not include the sanction of terminating or suspending a subscriber’s account.25

So far as a majority of stakeholders were concerned, that was the process being followed, and the government was not yet ready to legislate. Perhaps that would have been the case if Lord Carter had remained in his post as minister for the digital economy. However, on 11 June, even before the official publication of his report, Lord Carter suddenly resigned from his ministerial post.26 His resignation came as a shock to those who knew him, and the reason for it was never given. His involvement with the Digital Economy Bill process ceased.

Lord Carter’s resignation left a power vacuum in the ministry. Shortly afterwards, the civil servants on the policy team began working to get the text drafted in time for the November Queen’s Speech, and a senior-level bill team was appointed to take it through Parliament.27 The rights-holders appear to have known this, since Lord Carter had, perhaps unwittingly, tipped them off.28

Enter Lord Mandelson

The June 2009 P2P consultation was open until 15 September, which meant it ran over the summer recess, a timing that proved to be significant.

It was Lord Peter Mandelson, secretary of state for business, innovation and skills (BIS), who stepped in to fill the power vacuum. Lord Mandelson was the former European trade commissioner and public relations guru to the Labour party. He was also a strategic adviser to both Tony Blair and Gordon Brown29 and one of the power brokers in British politics at this time. He was under pressure from the rights-holders for a quick introduction of the bill to get it adopted in the next session of Parliament, which was due to commence in November 2009.30 For example, a letter31 was written to Lord Mandelson on 20 July 2009 by the British Video Association, on behalf of a coalition of rights-holders called Respect for Film. The members of Respect for Film included the major Hollywood Studios, plus their international lobby group, the Motion Picture Association, the Film Distributors’ Association (FDA) and the British Video Association.32

The letter expressed Respect for Film’s pleasure that the government had accepted as a principle that Internet service providers should accept responsibility for enforcing copyright. This should be the ‘overriding objective’, and in that context it asked for an early implementation of technical measures:

Translating that principle into practical proposals has taken significant effort and much debate and consultation. While we would prefer technical measures to be implemented earlier in the suggested process, thereby allowing reasonable and proportionate remedies to be applied in respect of persistent copyright infringers, before legal action is taken, we recognise that this must be balanced against the urgency for legislation to be implemented that will help reduce copyright theft.

Second, the letter asked Lord Mandelson to press ahead with legislation without delay, to get it in before the forthcoming British general election:

It is crucial to the success of content providers in a digital economy that this legislation gets onto the statue [sic] book before the General Election. To that end, we are keen to work with you to ensure that politicians on all sides understand how urgently this legislation is required and to work through any issues that might arise.

At that time, summer 2009, no election date had been announced, but the government’s five-year term was due to end in spring 2010. This presented an extremely tight time frame to get legislation drafted and through both houses of Parliament. British legislation takes a minimum of three months to draft, and must be ready, with all of its supporting documents, at least two weeks before the Queen’s Speech. July to November would only just have been enough time. It is interesting that the letter writer is so positive about the legislation being presented during the forthcoming session of Parliament. The urgency of the requirement was stressed by an indication that the members of the British Video Association and of the Motion Picture Association. Such coalitions are typical of the rights-holder lobbying. See Horten, 2012.

rights-holders would accept a two-stage introduction of the technical measures, in order to hasten the passage of the legislation through Parliament.

The letter hinted at a previous ‘close involvement’ in the process and winked at ‘talking further about the detail of the legislation as it is developed by government and presented before Parliament in the next session’.

In light of events which followed, it is also interesting that the writer of the letter wished Lord Mandelson ‘an enjoyable summer’.

The Internet disconnection U-turn

As we now know, the Digital Economy Bill was put into the next session of Parliament, and, contrary to Lord Carter’s recommendations, did contain measures for Internet disconnection or account suspension – what the rights-holders’ described as the ‘full graduated response’. In other words, the government had done a U-turn on technical measures, and in particular on Internet disconnection. How did this come about?

The first that most observers knew was an official, but unexpected, release from BIS on 25 August 2009. This was a supplementary consultation statement,33 amending the proposals outlined in the P2P consultation of 16 June 2009.34 The supplementary statement proposed an additional technical measure – account suspension:

It is the mechanism around this introduction of potential further technical measures where our thinking has evolved. In addition we are considering the case for adding into the list of technical measures the power, as a last resort, to suspend a subscriber’s account.

In using the term ‘suspend a subscriber’s account’ the government mirrored the language of the BPI. This term sounds softer than ‘disconnection’ and it served the government’s purpose in blurring the message, and confusing the media and the pundits. The government was able to position it as only a temporary account suspension, and it could say with a minimal grain of truth that it was not cutting people off the Internet. The statement additionally proposed that the secretary of state, rather than Ofcom, would have the power to decide when technical measures could be introduced.

the Government would have reserve powers to issue an order requiring ISPs to invoke technical measures. Account suspension will be an option available to apply at the last resort for the most serious infringers.

This power would have enabled the secretary of state to order the introduction of technical measures:

The key will be to base decisions on robust and transparent evidence of the general direction and pace of change. In reaching his decision, the Secretary of State will have to carefully weigh the evidence available to him and make any order on the basis of defendable information based largely but not exclusively on the reports from Ofcom. But even so, the Secretary of State can do this much quicker than the process which the regulator would have to go through if acting alone.35

In that statement of 25 August 2009, BIS indicated that these proposals were the result of stakeholder pressure: ‘some stakeholders have argued strongly that none of those technical measures is powerful enough to have a significant deterrent effect on infringing behaviour.’

The rights-holders were evidently pleased. They sent Lord Mandelson a flurry of supportive letters.36 Interestingly, Respect for Film cheered on the 25 August statement, saying: ‘we believe the government was right in its analysis … that the timeline described in the consultation was too long and inflexible.’37 The MPA boasted that the previous timeline given by the government was now ‘obsolete’ and called for an accelerated timing to bring in notifications immediately upon Royal Assent being granted, with technical measures, including account suspension, introduced six months later.38 The UK Film Council gave its warm support to the proposal: ‘we believe it was right to give the Secretary of State a two-part power of direction in relation to the introduction of technical measures.’39 UK Music wrote: ‘we welcome the recognition by government that urgent action is required’.40 Even the BBC welcomed the speeded-up timeline.41

Unsurprisingly, the introduction of such a controversial element right in the middle of a legislative consultation upset a range of other stakeholders. They included some musicians and artists, such as the Featured Artists Coalition, which expressed ‘serious reservations about the content and scope of the proposed legislation outlined in the consultation on P2P file-sharing. Processes of monitoring, notification and sanction are not conducive to achieving a vibrant, functional, fair and competitive market for music.’

The Internet industry responded with an open letter to The Times on 3 September arguing that ‘Any decision to move to harsh and punitive measures such as disconnection must be genuinely underpinned by rigorous and objective assessment by Ofcom.’42 Andrew Heaney, director of regulatory affairs at the broadband provider TalkTalk, threatened legal action:

If the government moves to stage two, we would consider that extra-judicial technical measures, and would look to appeal the decision [to the courts].43

Lord Mandelson was not happy about some of the criticism that boomeranged back to him via the media. Comments from Lord Whitty, then chairman of Consumer Focus, attracted his attention and a departmental adviser telephoned his disapproval. Lord Whitty’s position was set out a few days later in a letter to Lord Mandelson’s office, in which he said: ‘We were surprised, since your position appeared to be a significant hardening of your position expressed in Digital Britain only in June.’44

Indeed, it seems that the U-turn on Internet account suspension had been quite a surprise and the Internet companies and civil liberties groups had been kept in the dark, despite, in some cases, having had meetings with BIS advisers.45 They did know that something was happening at the ministry, but from what can be ascertained they were not informed that a decision had been taken. This may be inferred from a letter sent by the CEO of Orange, Tom Alexander, to Lord Mandelson on 13 August. The letter began:

Orange understands that the government is considering changing the anti-piracy proposals as set out in the Digital Britain Report and Consultation on legislation to address illicit Peer-to-Peer (P2P) file-sharing.

It made a case against technical measures, and ended with:

Orange would urge the government to give the opportunity to all stakeholders to respond to the current consultation.46

An interpretation of the letter is that Mr Alexander thought that the government was only ‘considering’ changing its mind. He appeared to be awaiting a formal response to the consultation prior to legislation being drafted. After the release of the statement, the broadband providers asked for a meeting with Lord Mandelson. They got one on 21 October 2009, coincidentally Lord Mandelson’s birthday. While they were waiting to go in, his officials served the birthday cake.

With hindsight, it can be seen how the rights-holders got to Lord Mandelson first, and just in time – that is the subject of the next chapter.


CHAPTER 11

Looking behind the myth

As David Geffen and I have both made very clear, the subject of internet piracy was not discussed during our meeting. Work on this started long before my holiday in August … and was not the result of any single conversation but followed engagement with a wide range of stakeholders, including Lucian Grainge.

The public controversy over the Internet disconnection U-turn was stirred up by an article in the Sunday Times on 16 August 2009. The article claimed that Lord Mandelson had dined with David Geffen,1 the millionaire Hollywood entrepreneur. The meeting occurred on Friday, 7 August in a villa on the island of Corfu belonging to the Rothschild family.2 It was alleged that Geffen’s influence had caused Lord Mandelson – immediately on his return – to order his department to rework the copyright enforcement proposals in the June 2009 P2P consultation, in particular to add Internet disconnection to the list of technical measures. Lord Mandelson denied this.3 He wrote a letter to the Guardian4 stating that BIS officials had submitted advice to him on 3 July, setting out a ‘possible change in thinking’. His officials had been working on this change throughout July 2009, and on that basis he had written to the ‘relevant cabinet committee’ after his return from Corfu on 11 August.

The truth, as ever, is complicated. As we have seen in the previous chapter, the consultation was amended on 25 August 2009, and it was done in a manner that was highly unusual, and outside the norms of civil service practice. It is true, as Lord Mandelson wrote in his letter to the Guardian, that his department was working on a new proposal well before the trip to Corfu. However, the influential industrialist behind the government’s U-turn on account suspension was Lucian Grainge, chairman of Universal Music Group (UMG).5

A pivotal meeting

Lucian Grainge had a meeting with Lord Mandelson on 2 July 2009. The meeting was also attended by one of his special advisers, and civil servants from his department and the Intellectual Property Office.6 This meeting was pivotal in catalysing the government’s U-turn on account suspension.

Prior to the meeting, Mr Grainge sent a short and to-the-point briefing document7 in which he highlighted what he called a ‘temporary suspension of Internet access’ as a sanction for ‘persistent offenders’. He said that it was critical for the government to start planning for a ‘step 3’, by which he meant a statutory obligation on broadband providers to be incorporated in the forthcoming Digital Economy Bill. According to Lord Mandelson’s own note of the meeting,8 Mr Grainge emphasised that the Digital Britain report did not propose a sufficiently fast implementation; in particular, he noted that a twelve-month delay was proposed before technical measures could be introduced. He wanted the government to move ahead more quickly. According to the meeting note, Lord Mandelson asked for more options and advice, on the basis that he was not yet convinced that the government had got the right position.

Mr Grainge followed up the meeting with a letter dated 9 July, reinforcing his requirements, as per their discussion.9 Grainge’s letter stated explicitly that the notification process alone would not be enough. It went on to say that the government should include what he referred to as ‘step 3’ in the Bill. Step 3 was a statutory obligation on broadband providers to address ‘persistent file-sharers’ by cutting bandwidth, suspending their accounts and maintaining a blacklist:

Government must start planning for step 3 now – a statutory obligation on ISPs to crack down on persistent file-sharers by cutting bandwidth and suspending and blacklisting their accounts. This is outlined in Digital Britain but not due to be implemented for years. It is essential that this power is included in the Digital Economy Bill.10

Lord Mandelson subsequently asked his officials for more information on the options, in particular whether the proposed legislation would proceed quickly enough and go far enough. Despite having resigned from the ministry, Lord Carter was consulted regarding specific legal issues – for example, that the bill should be more specific on cost-sharing.11 By 13 July, Lord Mandelson had instructed his officials to examine what Grainge had called ‘step 3’ – account termination. On 15 July, a BIS official was told that his draft document should be reviewed by one of Lord Mandelson’s special advisers, in order to check that it met the requirements outlined in Lucian Grainge’s letter.12 On 29 July, Lord Mandelson replied to Mr Grainge, reiterating the government’s support for the creative industries13 and his ‘determination to tackle the widespread infringement of copyright online’.

However, that was not the end of the story. On 6 August there was a hurried series of emails between one of Lord Mandelson’s special advisers and officials working on the policy.14 The emails, revealed under Freedom of Information Act requests, said that Lord Mandelson wanted to go further on technical measures to include account suspension.

The question for the officials was – how to do it? It can be inferred that there were two aspects to their problem. One was how to make it work as a policy. The other was how to introduce this new concept at such a late stage in the policy process. That would have been problematic for civil servants, who are required to follow procedures laid down by the Cabinet Office, and to demonstrate that they have complied with these procedures. By the end of the day they had worked out how to include it. They agreed on ‘a telescoped process with us taking power to direct Ofcom’; and ‘further consultation with us suggesting a power for suspension to be included in the technical measures’.15 From what can be ascertained, they decided that the best way forward was to issue a revision to the P2P consultation of June 2009. That would put them – technically at least – in compliance with the procedural rules. Thus, the supplementary statement to the consultation was issued on 25 August 2009.

It may just be a strange coincidence, but 6 August was also the date on the front page of the British Recorded Music Industry (BPI) response to the public consultation, one month earlier than the final submission date. Reading the submission with hindsight, it makes a powerful argument (see also Chapter 13):

The proposed legislation should require ISPs to apply technical measures from the entry into force of the legislation. … the list of potential technical measures should include temporary account suspension as it is a simple, cost-effective, and proportionate measure. If government, despite all the evidence … does not intend to proceed this way, BPI would provide comments separately on the proposals for powers to be reserved to Ofcom and/or the Secretary of State and triggers for the exercise of those powers.16

The policy U-turn on account suspension created further internal headaches. As it was more than just a cosmetic amendment, and went to the heart of the policy, it required clearance from the Cabinet before it could be made public. That meant that a clearance request had to go to one of the Cabinet committees that manage this administrative process: in this case it was the Domestic Affairs Committee.

By 29 July, officials had drafted a policy clearance letter for the revised consultation on peer-to-peer file sharing. The letter set out the new approach, the reasons for it and how it differed from the policies set out on in the June P2P consultation. The letter was first of all sent to Lord Mandelson, with a recommendation for him to agree to it, and it was copied to other BIS ministers, including David Lammy.17

Clearance had to be applied for by both ministries responsible for the policy – Business, Innovation and Skills, and Culture, Media and Sport. That meant that Lord Mandelson had to get the agreement of Ben Bradshaw, the newly appointed secretary of state for culture. Although Mr Bradshaw had only been appointed on 5 June 2009, he had already been contacted by the BPI, who wrote to him on 16 June, telling him that the ‘consultative and legislative process must be expedited’ and requested a meeting. He was also invited to the annual ‘Rock the Boat’ event organised by the All Party Parliamentary Music Group.18

Ben Bradshaw was briefed by BIS on 30 July. He was given a further briefing on 10 August 2009, by which time the clearance letter appears to have been finalised. On 11 August 2009, the request for clearance, jointly signed by Lord Mandelson and Ben Bradshaw, was sent to the Cabinet and addressed to the Domestic Affairs Committee.19 This was a Cabinet committee created under the Labour government, which was responsible for approving legislation related to British domestic policy. Usually, clearance can be managed in a few days. However, the timing of this request during the summer Parliamentary recess, meant that clearance would take around twelve days. This time lag accounts for the publication of the revised consultation document on 25 August.

Counselling on human rights

However, this was not the end of the story. There followed a frantic series of meetings and correspondence through August and September between Lord Mandelson’s special advisers, BIS officials and Universal Music Group in-house lawyers. On 31 July, two of Lord Mandelson’s special advisers and civil servants from the policy team met with Universal Music’s legal counsel.20 They met again on 16 September 2009, when Universal gave BIS a presentation on how technical measures could be implemented.21 The meetings were followed up by email correspondence, discussing key aspects of the policy change, notably technical measures, Internet disconnection and human rights law. The correspondence also contained a memo on the cost-sharing arrangements, the content of which mirrored text in the BPI formal consultation response.22 There was a tone of urgency, and one email was even sent to a special adviser whilst he was on holiday.23

What is interesting in this correspondence is the level of legal analysis exchanged on the subject of Internet disconnection and human rights law compliance, including policy justification in respect of the European Convention on Human Rights. For example, Universal Music advised BIS that the fundamental rights of individuals do not take precedence over the rights of the copyright owner and that the individual’s rights were qualified rights, whereas the copyright owner has the right to peaceful enjoyment of their property. Universal Music wrote that the copyright owner’s rights would be seriously harmed by piracy, but there was a limited impact on the rights of the individual by a sanction of suspension, because the user could find other ways to access the Internet.

The subject matter of Internet disconnection and human rights law was significant because BIS officials had to prepare a memorandum on compliance with the European Convention on Human Rights. This is a mandatory part of the process to get any bill ready for Parliament. Moreover, the EU Telecoms Package was stuck in the Brussels legislative process, and the sticking point was a proposal to require all Member States to obtain a judicial ruling before applying Internet account suspension for copyright enforcement purposes. The email correspondence does not discuss how the information would be used, but it does contain a substantive argument that parallels the one used subsequently by the government.24

An enjoyable summer?

Thus we know what happened, but it still does not explain why BIS officials reacted as they did, or why the music industry felt the need to act in such a hurry that they would email special advisers who were on their summer holidays. So far as the rest of the world was concerned, the P2P consultation was open for another two months until mid-September, and the government was bound to wait until it had gathered in all the responses, before finalising the policy and drafting a bill.

Not so. There was a lot of politics going on behind the scenes that related not to the content of the policy but to timing. If the Digital Economy Bill had not been in the Queen’s Speech of November 2009, it would not have gone to Parliament until after the election. Since there was a lot of uncertainty about the election, and a strong likelihood that the incumbent Labour government would lose the election, those who wanted to see the copyright enforcement measures enacted into law had a very strong motivation to get it through before the election.

Therefore those who had that motivation would have been able to work out the schedule that had to be met. For the bill to have arrived at the Commons at all before the May 2010 general election, plans needed to have been in place for around eighteen months. A bill needs to be notified to the Cabinet Office Legislation Committee around a year before the Queen’s Speech in which it will be introduced to Parliament.25 The Queen’s Speech was scheduled for 18 November 2009, and this would have been the case regardless of the election date. This means that the department responsible, Business, Innovations and Skills, would have had to signal the Digital Economy Bill to the Legislation Committee in the Cabinet office by the autumn of 2008. As we know, the policy was still in relative infancy. An initial consultation was just concluding. The policy would have to go from a Green Paper, setting out the preliminary policy concept for open consultation, to a fully fledged Bill, in around twelve months, which was very fast.

In May 2009, Lord Carter said in an email to Lucian Grainge that the government was aiming to have the bill ready for the Queen’s Speech. Lord Carter wrote that the detailed policy work would be carried out in May, with a final report, or White Paper, in June 2009. The White Paper was to be accompanied by a final consultation, referred to as a ‘coterminus’ consultation.26 Thus the rights-holders got advance notice of the government’s plans.

Lord Carter confirmed that the detailed drafting would have to be complete by the summer, in order to be included in the Queen’s speech.27 And he told Parliament that the government was pushing the legislation very fast, and there were risks. Speaking in the House of Lords on the introduction of the bill to Parliament, he said:

The debate within our Government was whether, at this stage in the political cycle, a small but perfectly formed Digital Economy Bill could do enough of the heavy lifting to merit inclusion in a final Queen’s Speech, or whether it would be more coherent to wait until we were at a different point in that cycle and more fulsome legislation could be considered in the round. As the noble Lord, Lord Birt, rightly highlighted, could we go in a year from a consultation document, through a White Paper and a Green Paper, to a Bill, and avoid major mistake, major omission or a significant diminution of quality?28

The Legislation Committee had decided on the bills to be included and published a draft programme29 on 29 June 2009, coincidentally three days before Lord Mandelson’s fateful meeting with Mr Grainge. Usually, bills will already be in a reasonable state of preparation before being notified.

At that time, the date of the election was of course not known. However, it is interesting to note Lord Mandelson’s comment in his own book, when asked, in 2008, whether Gordon Brown would call a snap election. His reply was ‘I can tell you when the election will be – May 2010.’30 One can surmise that his department would have had this knowledge whilst preparing the bill.

This could partly explain the hurried activity over the summer of 2009. But not quite. One particularly obvious procedural anomaly of the Digital Economy Bill was its introduction to Parliament just a month and a half after a public consultation had closed. There was therefore no time for the government to publish the outcome of the consultation, and it would suggest there was limited time for analysis prior to drafting the bill. If one did not know the legislative process, one could be forgiven for thinking that a bill could be drafted after a consultation ended in September and still be ready for November. Once again, this is not so.

In order for BIS to get the new Digital Economy Bill ready for the Queen’s Speech, the department had to meet certain deadlines. These were set by the Cabinet Office, and were the same for all legislation. The Cabinet Office guidelines tell civil servants to allow at least three months for the drafting of a bill. They also say that bills to be included in the Queen’s Speech have to be ready for presentation to Parliament, with all the required accompanying documentation, two weeks beforehand. That accompanying documentation includes a raft of memoranda and explanatory documents that will accompany the draft bill to the Legislation Committee. Among them is a memorandum on compliance with the European Convention on Human Rights, and a memorandum on what is known as delegated powers – that is, proposals where the power to make the rules is ‘delegated’ to a ministry and will only come before Parliament as secondary legislation. The Legislation Committee will make the final decision as to whether the bill is ready for presentation to Parliament, so these documents can be procedurally important.31

Given that the Queen’s Speech was on 18 November 2009, and everything had to be ready for two weeks beforehand, that gives a date of around 4 November. BIS officials would have had to start work promptly in June if they were to meet the deadlines. Bills are not drafted by the department, but by a special group of government lawyers within the Cabinet Office, known as the Parliamentary Counsel. The policy officials in the relevant ministry send them instructions and it takes a minimum of three months to get a bill drafted and revised. The entire process is overseen by a dedicated team of senior civil servants known as the ‘bill team’. We may reasonably assume that by the end of September, when the public consultation closed, the process of drafting the Bill was well under way.32 According to an internal Ofcom document, the timetable was that ‘draft instructions would go to the Communications Minister by 14 July 2009 for his review. Final instructions would be submitted to Parliamentary Counsel by 30 July, with the aim being to have a draft Bill produced by September 2009.’33

In fact, the instructions to Parliamentary Counsel were received by the Cabinet Office on 30 June 2009.34 The deadline for production of the draft Bill would have been September 2009.35 Based on that timing, we must assume that the original instructions would have been based on Lord Carter’s Digital Britain report, which did not include account suspension. Therefore the change of policy, and its handling by the government, becomes more significant. It was not only that the government changed direction prior to the ending of a public consultation. It was altering a draft law already in preparation.

The rules of the Parliamentary Counsel do allow for briefing to be done by instalments, and for changes to be made during the process of drafting. It has not been possible to verify, but it is most likely that this is how it was handled.

In order to get the change of policy into the draft instructions, BIS officials were landed with extra work that had to be completed in order to meet the very tight parliamentary timescales. The flurry of communications with Universal Music in late July and August suggests that they still had work to do, at least on the implications of the European Convention on Human Rights. It is notable that Lucian Grainge’s letter included an offer of help from his in-house lawyers,36 and it was his legal counsel who met with BIS on 31 July and 16 September to discuss this topic.

What’s interesting is that the Cabinet Office guidelines for civil servants drafting the ECHR memorandum state that it should not be a last-minute compliance exercise but should be an integral part of the policy process. It should contain a discussion of the strengths and weaknesses of the bill with respect to the ECHR, and a justification for any interference with rights. If they need advice, the bill team may approach the in-house lawyers, or the Justice Department law officers. Importantly, the rules state that the ECHR memorandum is not disclosable. It may be questioned whether these rules would preclude sharing the drafting process with external legal counsel for an interested party.

Who knew about the Queen’s Speech?

The Digital Economy Bill was laid before Parliament on 19 November 2009. ‘Laid before’ means that it was logged at the secretary’s office and was ready to start its journey through the legislature. It had to be kept under wraps until the actual day. The culture minister, Ben Bradshaw, giving evidence to the Culture Media and Sport Select Committee on 20 October 2010 said:

I do not know when the bill will be introduced; that will be a matter for the business managers. I am aware there are strong views on all sides, but what I would say is that – you may get a better feel of this from discussions you have – I also detect quite strong cross-party support for meaningful measures on this and of course the stronger that cross-party support is, the more likely it is that we will get the bill quickly and we will get it in a form which everyone is happy with.37

According to the rules for tabling legislation, the bill would have had to have been with the Legislative Committee by 4 November. Only a select few officials would have been given any detail. One of those few was Ofcom, the telecoms regulator, which was given the role of supervising the copyright enforcement measures.38 However, the rules preclude sharing this kind of information with industry lobbyists. That makes it all the more curious that a pre-legislative meeting was held at BIS on 6 November, attended by Universal Music and BPI lobbyists. The agenda items included what was on the face of the bill and how the bill was to be introduced to Parliament. And, to paraphrase Lewis Carroll, the involvement of music industry lobbyists becomes curiouser and curiouser. It took only six days from the Queens’ Speech for a seminar to be organised in the Grand Committee Room, Westminster Hall, entitled ‘How does file-sharing affect jobs and investment? Why is the proposed Digital Economy Bill necessary?’39 The panel included a representative of Universal Music. These kinds of seminars are usually organised with lobbyists, and so the involvement of Universal Music or any other industry interest group is not remarkable. What is remarkable is the speed, as these events generally require notice being given to the participants, and this supports the empirical evidence for the music industry’s inside track on this piece of legislation.


CHAPTER 12

Musical lawyers

The BPI (British Recorded Music Industry) gives fantastic parties, and it can charm ministers. Those are important factors for the association’s success in influencing policymakers, but they are not the only ones. The music industry’s most effective lobbying weapon is less glamorous: it hires hot-shot lawyers. The chief executive at the time of the Digital Economy Bill was Geoff Taylor, who has been praised as a ‘star’ lawyer,1 as were the barristers who either represented the BPI2 or were consulted for their opinion.3 After all, it’s the legal argument that wins in Parliament and in court. And legal expertise is required to draft a new law.

The BPI’s advice to the government can be established by analysing its public submissions to consultations. These submissions were made available online for anyone to view. This chapter sets out an analysis of those documents, and cross-checks it against additional material obtained from the telecoms regulator Ofcom, under the Freedom of Information Act. The chapter exposes some remarkably ingenious lobbying tactics, including involvement in a high-level working group of technical experts, and the drafting of what appears to be sample text that parallels the scope of the future bill.

Shaping the technical measures

‘Technical measures’ is the term used in the Act to describe automated sanctions applied by broadband providers on their subscribers’ Internet access or service connection. These sanctions would restrict the use of the Internet in some way, either by blocking access to websites or cutting off the user for a period of time. They would be implemented in the second phase of the Digital Economy Act measures.4 At the time of writing, these provisions were on hold, and the implementing secondary legislation was not due to go before Parliament until at least 2015.

Analysis of the available documents indicates that technical measures were crafted in a working group set up under the Memorandum of Understanding of 24 July 2008. This was the Principle 5 Working Group, which took its name from the so-called fifth ‘principle’ in the MoU:5

Signatories will be invited by Ofcom to a group to identify effective mechanisms to deal with repeat infringers. The group will report in 4 months and look at solutions including technical measures such as traffic management or filtering, and marking of content to facilitate its identification. In addition, rights holders will consider prosecuting particularly serious infringers in appropriate cases.6

Under the MoU, Ofcom had been given the task of facilitating the two industries in drafting a code of practice, and the group comprised representatives of the signatories, namely the six broadband providers7 and two rights-holder groups – the British Recorded Music Industry and the Motion Picture Association. Two BPI members, Warner Music and Universal Music Group, attended in their own right, as well as the film company Warner Brothers. The detailed content of the discussions remains confidential. However, it has been possible to pull together an account of what was agreed.8

The Principle 5 Working Group investigated a number of technologies.9 These were summarised as: Internet browsing redirect, bandwidth throttling, protocol blocking, and Internet service suspension.10 The group ‘recognised that a combination of solutions’ might be appropriate in order to ‘keep the effect on non-infringing activity to an absolute minimum’. The group’s objective was to understand better how they might combine a technological approach to block file-sharing systems.11 The rights-holders were particularly interested in content filtering using deep packet inspection, where the broadband provider would inspect the payload – the content – of the data packets as they travel across its network. Digital fingerprinting was examined as a means of indentifying copyrighted content inside the payload:12

Inspecting the payload of a packet provides an opportunity to check the contents against a verified database of copyrighted content, regardless of the other measures that may or may not have been implemented by the ISP. Applied in conjunction with a network divide that can block transfers or terminate P2P sessions, it provides a robust solution that would ensure ISP usage rules are adhered to and millions of copyright assets cannot be illegally shared.13

The group was split into a ‘top’ group and two subgroups to address technical and legal issues. The technical subgroup, which was chaired by the BPI, included representatives of Warner Brothers films and Warner Music. From what can be ascertained, the rights-holders sent some of their heavyweight lawyers14 and the broadband providers sent their technical experts, a combination that set up an interesting dynamic.

An analysis of the internal meeting documents suggests the broadband providers were asked to analyse the rights-holder process of gathering IP addresses, and the rights-holders were tasked with creating templates for a technical mechanism.15 Individuals were given responsibility for assessing each technical solution. The rights-holders were nominated as ‘leads’ who would establish the group’s starting position. The broadband providers were ‘responders’ who were given the opportunty to air their disagreement.16

The outcome was a list of technical solutions in which network technology could be used to set up automated actions against either users or websites. An initial list of technical remedies was devised at the Group’s first meeting in September 2008, a list that provided the basis for the ensuing work through to November 2008: ‘blocking (URL/IP addresses, site blocking, application of a walled garden); protocol blocking; port blocking; bandwidth shaping; bandwidth management/capping; content identification and filtering’.17 It did not change.

Similar wording appears in the BPI’s consultation response of November 2008:

The solutions – IP address/DNS/URL blocking port blocking, protocol blocking, bandwidth capping (speed and volume) bandwidth shaping (speed and volume) and content filtering – have all been reviewed on their merits as stand-alone solutions. Whilst all effective in their own right, they do not all have the granularity to ensure there is no risk whatsoever of non-infringing activity being affected.18

The BPI noted that these technical solutions did already exist:

Many of the solutions relating to protocol, bandwidth capping and bandwidth shaping proposed by the principle 5 technical working group are already in place within the ISP community … Additional solutions such as content filtering provide a further level of verification.19

What is interesting is how this list of technical remedies subsequently appeared in government documents. Lord Carter’s final Digital Britain White Paper of June 2009 incorporated a list that was almost word-for-word the same:

the Government will also provide for backstop powers for Ofcom to place additional conditions on ISPs aimed at reducing or preventing online copyright infringement by the application of various technical measures. In order to provide greater certainty for the development of commercial agreements, the Government proposes to specify in the legislation what these further measures might be; namely: Blocking (Site, IP, URL), Protocol blocking, Port blocking, Bandwidth capping (capping the speed of a subscriber’s Internet connection and/or capping the volume of data traffic which a subscriber can access); Bandwidth shaping (limiting the speed of a subscriber’s access to selected protocols/services and/or capping the volume of data to selected protocols/services); Content identification and filtering – or a combination of these measures.20

The government acknowledged in its June 2009 consultation document that the Principle 5 process had provided valuable information and experience, and said that the copyright enforcement proposals were intended to ‘include bi-lateral solutions which address unlawful file-sharing via a range of technical and other measures’.21 Once again, its list of measures is remarkably similar to that of the Principle 5 Working Group:

We are suggesting that Ofcom should have a power to require ISPs to take technical measures (which will be specified in the legislation) against serious repeat infringers aimed at preventing, deterring or reducing online copyright infringement, such as:

•  Blocking (Site, IP, URL)

•  Protocol blocking

•  Port blocking

•  Bandwidth capping (capping the speed of a subscriber’s internet connection and/or capping the volume of data traffic which a subscriber can access)

•  Bandwidth shaping (limiting the speed of a subscriber’s access to selected protocols/services and/or capping the volume of data to selected protocols/services)

•  Content identification and filtering.22

The most contentious of the technical measures was, of course, the suspension of Internet access, which was not yet on the list. It was added after the U-turn by Lord Mandelson. The BPI put forward a detailed case that it was the only sanction with sufficient deterrent value for people who engaged in peer-to-peer file sharing. They argued that the threat of court action did not deter many people, because it could not be brought ‘on a sufficient scale to convince most file-sharers that the risk of being pursued was substantial’.23 The BPI positioned it as a ‘temporary account suspension’ (TAS), defined as preventing the use of an account over a period of days or weeks. In its official submission, the BPI insisted that TAS was not disconnection, because the subscriber would continue to pay their subscription and the service could be turned on again as soon as the mandated period elapsed.24 The BPI argued that a TAS would come at the end of a notification process, so the subscriber would know it was a possible consequence and have the opportunity to change their behaviour, and it would not criminalise Internet users. The BPI also argued that a TAS ‘merely causes inconvenience’ to the user, and involved no personal loss of liberty, and it carried minimal legal risks.25

In September 2009, legal advisers from Universal Music Group, a BPI member, gave a private presentation to officials from the department of Business, Innovation and Skills. The presentation said that account suspension should be applied after three warnings, where the third warning was accompanied by a browser redirect to a page explaining the legal position. The presentation mooted that the suspension period could be as little as two days, or up to a week or a month, and that account suspension would be ‘crucial’ to the success of the ‘graduated response’ measures.

Universal’s lawyers addressed the matter of human rights compliance. Their presentation said that human rights concerns were misplaced, because there was no law that required a prior court ruling.26 A separate note from Universal to BIS officials argued that in balancing the right to copyright against the right to freedom of expression, copyright would always take precedence, and that copyright was a property right which merited protection, whereas freedom of expression and privacy were qualified rights.27

The subject of court orders would most likely have been in the minds of government officials because of the EU Telecoms Package, which was still being processed in the Brussels legislature at that time. The issue with the Telecoms Package was Amendment 138, which specified the requirement of a prior judicial ruling before any kind of Internet account suspension could be applied.28 The European Parliament came up with a new amendment, which reminds Member State governments of their obligations to protect the right to due process,29 and introduced a new contextual recital reminding them about their duty to protect freedom of expression. BIS had the responsibility to ensure that any new British law would comply with the European directive.

It is interesting to see how this lobbying activity is mirrored in the policy outcome. The Digital Economy Act does include Internet account suspension, in a list that paraphrases the technical measures specified by the Principle 5 Working Group:

(a) limits the speed or other capacity of the service provided to a subscriber;

(b) prevents a subscriber from using the service to gain access to particular material, or limits such use;

(c) suspends the service provided to a subscriber; or

(d) limits the service provided to a subscriber in another way.30

Setting the objective

In setting the objective for the copyright measures, the government relied primarily on one single statistic, as stated in the impact assessment that accompanied the Digital Economy Act onto the statute:

The current proposal is based on the responses to that consultation and the assumption that notification against infringers allied with the threat of legal action would reduce online infringement of copyright by 70%.31

The 70 per cent statistic can be tracked back through the policy documentation. It was cited in all of the documents accompanying the Digital Economy Bill before it became law, including the P2P file-sharing consultation responses32 as well as Lord Carter’s final Digital Britain White Paper. Indeed, the trail goes all the way back to 2008 and Baroness Vadera and the Memorandum of Understanding of 24 July 2008:

The objective is to achieve within 2 to 3 years a significant reduction in the incidence of copyright infringement as a result of peer to peer file-sharing and a change of popular attitude towards infringement. This is a serious problem, with a very wide base of consumers involved, and we will only address the problem if we can change behaviour on a wide scale. I would regard a reduction as ‘significant’ if it had reduced the number of people filesharing unlawfully in the UK by well over 50%, and we hope in the region of 70%–80% from a baseline to be agreed.33

This statistic was well embedded as the analytical foundation stone for the legislation, as manifested by citations in the parliamentary debates in the Lords34 and Commons.35 Culture minister Ben Bradshaw used it in evidence to the House of Commons Culture, Media and Sport Select Committee:

The aim is to significantly reduce – I think we give a figure – by 70%. If we do not manage to reduce by 70% the level of illegal file sharing then we would move to the next stage in terms of considering technical measures. One would have to take the estimate of what is currently being lost to our creative industries and cut 70% off that to arrive at the figure you have just described.36

It is therefore worth considering the origin of this statistic. The government did not commission any studies of its own, as confirmed by a written parliamentary answer.37 In the official consultation documents, the government attributes the 70 per cent statistic to the Wiggin LLP Digital Entertainment Survey 2008.38 The survey was produced by a company called Entertainment Media Research and was sponsored by the law firm Wiggin, which specialises in entertainment industry clients. Wiggin represented the ‘interested parties’ – a coalition led by BPI and the Motion Picture Association – in the 2011 court challenge to the Act.39

The reason it matters is that the 70 per cent figure was the basis of the government’s calculation of the potential benefit of the Digital Economy Act measures. It was also used to calculate the costs of the measures – costs that would be paid in part by the Internet industry:40

Results from the Digital Entertainment Survey (2008) indicate that 70% of copyright infringers would stop downloading digital products if they received a call or letter from their ISP. The policy objective is to achieve this reduction within 2 years. Assuming that this objective is achieved by sending one letter to the 6.5 million copyright infringers in the UK during one year, we estimate a range of one-off costs for the ISP industry between £20 and £65 million.41

Oddly enough, the statistic was challenged by the BPI in 2009. In its official consultation responses, the BPI supplied alternative figures. For example, it cited a Harris survey conducted for the BPI, showing that only 31 per cent42 of file sharers would be deterred from further file sharing of copyrighted material after receiving two letters (noting that the government’s calculation assumed one letter). Another survey result indicated that 61 per cent of file sharers would stop if there was a threat of their Internet account being suspended.43 On that basis the BPI argued that notification alone would not achieve the original objective of a 70 per cent reduction, and that technical measures with a real threat of sanction would be necessary. However, the government stuck to it and its right to use the figure was subsequently defended in a Judicial Review:

The relevant issue is not whether the figure of 70 per cent in the impact assessment was robust, but whether Parliament was entitled to proceed on the basis that a carefully worded letter from the subscriber’s ISP … would have a strong and immediate impact on unlawful P2P file sharing.44

Subsequent revelations that came to light in 2011 justify the sceptical view of this statistic. A government official from the BIS team preparing the Digital Economy Bill said:

the impact assessment was not based upon new evidence or new research that had been commissioned by us; we had no independent source of information. I think it would also probably be fair to say of the evidence that we had been offered by rights holders that they were unwilling, essentially, to lift the bonnet and let us see the engines, if you like the workings and methodology.45

Fledgling legislation

The purpose of the government legislating was to give the broadband providers a legal mandate to implement the graduated response measures, because a ‘voluntary agreement’ was proving difficult to negotiate. The BPI’s submissions to the two government consultations make interesting reading, in particular because they begin to flesh out the structure of a new law. Specifically, the BPI was advising the government how to amend telecommunications law, which would appear on the surface to be a paradox;46 however, it would be seen as an appropriate approach by those who understand graduated response.

In November 2008,47 the BPI proposed two draft amendments to the Communications Act 2003. The BPI was responding to a concept floated in the June 2008 consultation document that there would be a co-regulatory solution implemented via a code of practice, and backed up by legislation which would impose a duty on the network providers. The consultation document proposed that the code would drafted jointly by the two industries concerned, or, if they failed to agree, by Ofcom.48 The BPI’s amendments were designed to impose an obligation on the broadband providers regarding copyright enforcement and to impose a duty on Ofcom to oversee and implement the code of practice.

The first of these amendments gave Ofcom the power to impose a general condition on all broadband providers in relation to intellectual property rights49 by amending Section 51 of the Communications Act 2003.50 Section 51 sets out the conditions that any broadband provider must legally fulfil in order to be permitted to do business in Britain. These conditions form part of the broadband provider’s ‘authorisation’, which functions rather like a general licence. The proposed amendment stated that Ofcom could impose

conditions for restricting the transmission of content which infringes the intellectual property rights of third parties by users of designated electronic communications network or electronic communications services.51

The second of the amendments related to Section 64 of the Communications Act 2003. It sought to give Ofcom the power to issue the code(s) of practice, and to enforce them against the broadband providers. The text was:

New Section 64a General conditions Intellectual property rights

It shall be the duty of Ofcom to set such general conditions as they consider appropriate for securing that providers of electronic communications services take such measures as may be specified by Ofcom for the protection of intellectual property rights of persons whose works are at risk of being unlawfully exploited by users of electronic communications networks…

Such measures shall be specified in a code of practice to be issued by Ofcom and failure by a provider to adhere to the Code of Practice shall amount to a breach by him of a general condition.52

Nine months later, on 6 August 2009, and in response to the government’s consultation of June 2009, the BPI put forward a revised proposal amending Section 3 of the Communications Act 2003 and stipulating a general duty on Ofcom. The things which Ofcom is required to secure in the carrying out of their functions include

The prevention, as far as reasonably practicable, of the infringement of intellectual property rights, by the use of electronic communications networks and services.53

This amendment was supported by a series of amendments to Section 64 of the Communications Act 2003, setting out specific duties for Ofcom in respect to the enforcement of intellectual property rights. The BPI proposed that Ofcom should be given a duty to set and enforce conditions on the network providers for the purpose of enforcing copyright and restricting infringing content.54 Ofcom would have to mandate the network providers to notify their subscribers regarding copyright infringement, ‘on instruction’ from the rights-holders.55 The format of the subscriber notification was established.56 Broadband providers would have to keep records related to subscribers who had received repeat notifications, and there would be a duty to disclose the names on this list on receipt of a court order.57 The proposal enforced compliance by broadband providers with the copyright provisions.58 Ofcom was to approve a code of practice to govern the measures,59 including details of what the subscriber notification should say. Finally, the BPI’s proposal stated that Ofcom should publish the code immediately the legislation comes into force.60

The language of ‘obligations’ that ended up in the Act was present in the BPI’s explanatory text. The list of technical measures is the same as that which was previously proposed, and incorporates suspension of Internet access. Moreover, the proposal has a structure that is comparable with the structure of the Digital Economy Act. The obligation imposed on broadband providers to send notifications and to maintain a blacklist of ‘repeat infringers’ reflect Articles 3 and 4 (124A and 124B) of the Act: ‘Obligation to notify subscribers of copyright infringement reports, and obligation to provide copyright infringement lists to copyright owners.’ ‘Conditions requiring technical measures’ reflects Article 10 (124H), obligations to limit Internet access. ‘Conditions requiring compliance with the code’ reflects Article 14 (124L), enforcement of obligations. Approval of the code by Ofcom reflects Article 5(124C), ‘Approval of the code about the initial obligations’.

Of course, the BPI proposal was not the final text of the bill put before Parliament. Bills have to be drafted by the lawyers of the Parliamentary Counsel, who would have received a written briefing from the ministry. A request for a copy of this briefing was refused.61 The Digital Economy Bill differed in that it specified a two-phase implementation where a notification system, allowing rights-holders to take Internet subscribers to court, would be followed by a technical measures system, including suspension of Internet access as a sanction. The codes of practice are not merely voluntary; they have to be underwritten by a statutory instrument (secondary legislation). Nevertheless, the similarity can be noted, and the shape and the structure of the future legislation can be seen in a fledgling form.62

What is especially interesting is how far the music industry was able to shape the legislation in terms of its content, objective and structure. It demonstrates that corporate lobbying requires more than just meetings and press releases in order to be effective. It is about using legitimate means to get on the inside track of government processes so that your views are taken on board without question.


CHAPTER 13

Obstacles in the Lords

The Digital Economy Bill was introduced to the Westminster Parliament in the Queen’s Speech of 18 November 2009, but no mention was made of the copyright enforcement measures, which were already building up some controversy:

My Government will introduce a Bill to ensure the communications infrastructure is fit for the digital age, supports future economic growth, delivers competitive communications and enhances public service broadcasting.1

The bill then sailed through both Houses of Parliament in just over four months, receiving Royal Assent on 10 April. The means by which it did so were almost as controversial as the copyright enforcement measures themselves. As we have already seen in the previous chapters, the fast-tracking of the bill began well before it ever entered Parliament, as government and civil servants worked to meet procedural deadlines to ensure its safe passage. The prospect of an election in May 2010, and consequent dissolution of Parliament, created something of a pressure cooker for the bill, because if it was not passed by Parliament before the election the likelihood was that it never would be passed.

The Digital Economy Bill began its parliamentary journey in the House of Lords, on the day after the Queen’s speech. A bill may start in the House of Lords where it has no impact on public spending; otherwise it has to start in the House of Commons – the decision is made by the Legislation Committee. This is a Cabinet committee that works with the party whips, who are responsible for scheduling a bill through the Parliament and ensuring that the government’s programme of legislation is completed. In this case, the bill proposed cost-sharing between the rights-holders and the ISPs, who were also to cover Ofcom’s costs, and so there was no anticipated impact on the public purse.2 The costs were to be borne by private industry, and so the bill technically qualified under that rule to start in the House of Lords. However, with the looming election, this move also had the effect of guillotining the time for debate in the House of Commons.

Fifty hours of debate

The first reading took place on 2 December. When Lord Mandelson introduced the bill, he explained that the intention was to protect the rights of copyright-holders, and therefore

we are creating two new obligations on internet service providers: first, to send letters to their subscribers linked with an alleged online copyright infringement; and secondly, to record the number of these notifications with which each subscriber is associated, and to provide anonymised lists to copyright owners on request. This allows copyright owners to apply for a court order to get access to the names and addresses of serious infringers and target legal action. If, following a period of assessment, such warnings are not deterrent enough, we are also proposing a reserve power for the Secretary of State by secondary legislation to direct ISPs to impose technical measures and for Ofcom to consult on a code to regulate this obligation. The measures could include temporary account suspension and would be targeted only against the most serious infringers.3

The Digital Economy Bill had over fifty hours of debating time in the House of Lords, with a second reading in December 2009, followed by committee sittings on seven separate days in January and February 2010, three sittings for the report stage in early March 2010, and a third reading on 15 March 2010.4 This was much more than a bill would usually get. In fact, the government’s original plan had been to get the bill to the Commons by the end of January 2010. It’s likely that the sheer volume of amendments – there were several hundred – could have derailed that plan. The bill was shepherded through the Lords by Lord Young of Norwood Green. He was a former trade union leader and a loyal supporter of Gordon Brown who became a junior minister in the Department for Business, Innovation and Skills. Lord Young’s mandate was to get the Bill onto the statute book.

The bill enjoyed cross-party support from the outset. For example, the former minister and Conservative peer Lord Fowler expressed the view that ‘the step-by-step approach set out in the Bill is correct’,5 whilst Liberal Democrat peers Lord Clement-Jones and Lord Razzall ‘broadly supported’ its proposals for Internet copyright enforcement.6 It is interesting to note that several of the peers had business interests in the industries affected by the copyright measures, such as the film director Lord Puttnam, Lord Birt, who declared an interest in music label EMI,7 and Lord Fowler, who had interests in the newspaper industry.8 Lord Clement-Jones, Liberal Democrat, was a partner in DLA Piper,9 a law firm with both entertainment and Internet industry clients.

The dissenters were also cross-party. The Labour peer Lord Whitty, chairman of Consumer Focus, was outspokenly opposed to the copyright enforcement measures. The Liberal Democrat Baroness Miller of Chilthorne Domer, criticised the policy principle of enforcement without any parallel measures for new business models:

That is why the Government are making a mistake in this Bill. While understanding the wish of industry for protection from the tides of change, the Government have, in Clauses 4 to 17, laid the emphasis too much on stemming that tide and not enough in channelling it into the new business models.10

The Earl of Errol, a cross-bencher who had business interests in the technology sector, attacked the government for trying to interfere with civil law and bypassing the courts:

The Government have started to interfere in civil law by producing measures where they are going to mandate a crackdown. That is an interesting precedent because it can be used elsewhere for other things that the Government do not like, which is why I do not like the provisions between Clauses 4 and 16. Clause 17 is even more dangerous.11

Lord Lucas, Conservative, was anxious to see a proper defence for Internet users, and Lord Maxton expressed his concerns about the Internet disconnection measures:

If I am right, broadband will become as important to our households as our gas, electricity and water supplies. We have come a long way in trying to stop the utility companies from actually cutting people off if they do not pay, and we have to adopt the same attitude towards broadband access. We will have to look at other ways of dealing with the problem.12

Certain conservative peers who supported the copyright measures were critical of the lack of detail on the face of the bill:

No one could argue with the aim of Her Majesty’s Government to tackle the massively important area of illegal file-sharing, but the lack of detail in the provisions is disappointing. The lack of certainty is a particular concern for internet service providers … It is possible that these clauses will set up a proportionate, fair and effective regime, but, bearing in mind the dissatisfaction so many stakeholders have expressed, there must be doubts about how well the provisions will work.13

The Lords were, unsurprisingly, subjected to a high level of lobbying from all the stakeholder interest groups:

How many amendments did I put forward in the bill? Probably a hundred or so from the Lib Dem benches, … They came from Which? They came from the BPI, they came from ISPs, they came from Sky – people draft amendments and you put them down and you see whether they fly or not.14

A music industry lobbyist representing the British Recorded Music Industry (BPI) even admitted handing out amendments in Parliament: ‘Some of the amendments I distributed yesterday were ruled out of order by the Public Bill Office, on the grounds that they were introducing too dramatic a change.’15 The Internet industry lobbyists were more discreet. They worked with the whips’ office to advise on new draft amendments, and had some successes in building in obstacles to implementation, even though they could not get adopted any amendments to the measures themselves.

However, as has been demonstrated in the previous chapters, the important political decisions regarding the copyright enforcement measures had already been made before the bill arrived in Parliament. The House of Lords would only be able to tweak what was already laid down. To the public, it appeared that the government was dismissive of these attempts. In fact, the then Labour government, despite its massive majority in the Commons, was a minority in the Lords. Both opposition parties drew on their tactical armoury to irritate the government, for example by strategically withdrawing an amendment and retabling it in order to extend the debating time. In a few critical instances, and working with the Internet industry, they did score small victories. The government therefore had to resort to tactical manoeuvres in order to get the bill through.

Procedure not substance

As peers began to debate the bill, it became evident that much of the detail had been left out. The correct Westminster terminology for this is ‘not on the face of the bill’. The significance is that whatever is ‘on the face of the bill’ can be scrutinised by Parliament and amended. In this instance, the bill outlined the aims and key elements of copyright measures, and it was proposed that the implementation detail would be delegated to Ofcom and inserted into the law by a statutory instrument (SI) – in other words, by secondary legislation.16 This means that the precise nature of the measures would be decided at a later date.17 The bill proposed that Ofcom would draft ‘Codes of Practice’ that would set out the requirements in detail. For the copyright enforcement measures, there were two of these codes. They were the ‘Initial Obligations Code’ for the notification system and the ‘Code to Limit Internet Access’ for technical measures. The content of both codes would be drafted by Ofcom. Parliament would only have power to anul or reject, but no powers of scrutiny.18

Another example of the bill’s lack of detail concerns the apportionment of costs between rights-holders and network operators. Costs were not on the face of the bill, but were to be determined by a separate statutory instrument

In the short term, ‘not on the face of the bill’ was a clever move on the part of the drafters. It meant that any controversial elements could not be scrutinised. Because there was no detail, peers were unable to amend much in the way of substance. All they were able to do was address the procedural aspects of the bill. This situation narrowed the room manoeuvre for any lobbyists who opposed the bill. There was no possibility of reversing the measures, only of altering the process by which the measures would be implemented.

The lack of detail on the face of the bill led to wider concerns about the democratic process. The government had drafted the bill so that the secretary of state could order the introduction of technical measures,19 where the order would be given by means of a statutory instrument. Therefore the detail of the technical measures – what they were and how the system should operate – would be in the Code to Limit Internet Access, drafted by Ofcom, and would not go through legislative scrutiny. Moreover, the bill in its original form would have permitted Ofcom to begin preparatory work on the necessary processes and procedures, before any assessment had been made on the effectiveness of notice-sending measures.20 Thus, the proposed procedure for bringing in technical measures would have cut short the parliamentary process. The statutory instrument would have had no parliamentary scrutiny, as explained here by the Lord Young of Norwood Green:

The Bill proposed that the Statutory Instruments should be approved using the Annulment procedure, which only gave Parliament the power to reject, with no powers to scrutinise or amend. It is arguable that the government had drafted the Bill this way so that technical measures could be brought in quickly.21

Technical measures did have the support of the two main opposition parties – the Conservatives and Liberal Democrats; however, the use of statutory instruments and the annulment procedure, without any democratic safeguards, was a cause for concern. Taking a lead from the Internet industry lobbyists, the Conservatives argued that it would be damaging for Ofcom to introduce technical measures without any kind of prior assessment, let alone any parliamentary scrutiny. 22 Their worries were reiterated by the Liberal Democrats:

It is the darkest part of the Bill as far as we are concerned. The Minister is fully aware of all the controversy about technical measures. It is the part of the Bill that has caused most concern. The safeguards regarding when technical measures are contemplated and then put into effect are absolutely crucial to every other Bench, as well as to many Members on the government Benches. It is absolutely vital to get this right.23

However, a House of Lords committee, known as the Delegated Powers and Regulatory Reform Committee, intervened, and recommended a procedural change:

[the government] attempts to justify the choice of negative procedure on the ground that the measures are ‘highly technical’. However, the technicality of important powers may increase rather than reduce the need for affirmative procedure. … We recommend … that orders under new section 124H be subject to affirmative procedure; … if this is to be a reserve power, exercisable only after an assessment has been prepared under new section 124G, the Bill should be amended to make that clear.24

This procedural change, putting technical measures under the affirmative procedure, was supported by the Joint Committee on Human Rights (House of Lords and House of Commons), which was also unhappy about the lack of scrutiny and procedural weakness of the bill.

The lack of detail in relation to the technical measures proposals – and in particular, in relation to the scope of technical measures, the criteria for their imposition and the enforcement process – has made our assessment of the compatibility of these proposals with the human rights obligations of the United Kingdom extremely difficult. As we have explained in the past, flexibility is not an appropriate reason for defining a power which engages individual rights without adequate precision to allow for proper Parliamentary scrutiny of its proportionality.25

The government defended its approach:

we consider that the negative resolution procedure provides an adequate degree of parliamentary scrutiny, insofar as the subject matter of the order is mostly procedural and of highly technical nature.26

This is where the politics became interesting. The two opposition parties had a combined majority in the Lords, and if they had got together they could have defeated the government. This put the government at a disadvantage in the Lords, and it was especially difficult for the main government spokesperson, Lord Young of Norwood Green. At times they forced his hand. Political deals were inevitable. The resulting compromises were generally agreed outside the debating chamber, and only an insider would recognise where they occurred when reading the official account in Hansard.

One of those behind-the-scenes compromises was the decision to put technical measures under the affirmative procedure, which would mean that both houses of Parliament would eventually have to approve them. This change was officially introduced via a government amendment, tabled by Lord Mandelson (Am 177B on 20 January 2010).27 Eventually, the procedure was strengthened to super-affirmative28 in the House of Commons at the very last minute before the bill was passed. In a further compromise, the requirement for an Ofcom assessment was amended, so that it would happen29 only after the notifications had been operational for a twelve-month period. These were compromise amendments devised with the help of the Internet industry. They were quite clever, since they had the effect of placing legal obstacles between the two phases of the measures – that is, between the implementation of the notification system and the introduction of technical measures. Delaying the introduction of technical measures by twelve months from the commencement of the notification process30 created a time barrier. A further obstacle introduced in the Lords was the stipulation that the full appeals process would have to be exhausted before a technical measure could be applied.31

Another Lords compromise concerned the government’s proposal on cost allocation. This was a disputed area between the rights-holders and the broadband providers. The bill provided for the costs to be shared between the two industries. The percentage split would be set by means of a statutory instrument, subject to the annulment procedure. Once again Parliament would only be able to reject, but not amend. The government had originally proposed a 50:50 split between the entertainment companies and the broadband providers. This was the split that the rights-holders wanted,32 but the broadband providers did not want to pay anything. However, there was no proposed allocation on the face of the bill.33 In January 2010, the government issued a draft statutory instrument34 where costs were divided 75:25 between rights-holders and broadband providers. The government wanted to provide an incentive for broadband providers to keep the costs down:

Before the Horsemen of the Apocalypse ride in with somewhat melodramatic comparisons with the poll tax, I stress that in this working assumption ISPs would meet the remaining 25 per cent of those costs. We have been clear that in our view the bulk of the cost should be met by the copyright owners as the main beneficiaries of the process, while leaving internet service providers – I stress this – with a strong incentive to ensure that they keep their costs to the lowest effective level.35

Once again, the Delegated Powers and Regulatory Reform Committee stepped in. It recommended that cost allocation should be subject to the affirmative procedure.36 Hence, the agreed compromise put the statutory instrument under the affirmative procedure37 that would allow for subsequent scrutiny.38

An appeal for due process

The Digital Economy Bill was prefaced by a statement from Lord Mandelson asserting that it complied with the European Convention on Human Rights. This was a standard procedural statement; however, in the context of the proposed copyright enforcement measures, it is trite and questionable.

In the wider Internet copyright debate, compliance with human rights law revolved around suspension of Internet access, and the right to due process. This was a political debate that had been led from Brussels in the Telecoms Package process during 2009,39 but had received little exposure in Britain. EU law reminds Member State governments about the right to due process when implementing measures that could restrict Internet access. It says there should be a ‘prior, fair and impartial procedure’.40 The Digital Economy Bill provided for an appeals body to whom Internet subscribers could turn if unhappy with the allegation of copyright infringement, and for a process whereby they could go to a First-tier Tribunal for a final ruling. The procedure was rather loosely defined in the bill41 and, despite government assurances that this would comply,42 some peers raised concerns. Although they were unaware of the lobbying advice received by the government, with hindsight they were correct to question it:

the appeals system must be good and clearly set out. We should be offering our citizens due process, not something that is summary. Losing one’s internet connection in the digital age is a severe disadvantage. Losing it because you happen to be sharing it with other members of your family or, under current British Telecom arrangements, you are letting your neighbours use it, is something that we have to be careful of.43

Lord Whitty, who, in his role as chairman of Consumer Focus, had been critical of the government’s intention to introduce technical measures,44 pointed out that ‘users have no rights under this Bill’. He attempted to introduce amendments to incorporate a court ruling into the appeal process for technical measures.45 However, as he himself said, he had no hope of them being adopted:46

I fundamentally disagree with the approach that the Government are taking in this respect. If the issue of the user abusing the system were classified as theft under the criminal law, the user would have to be taken to court and normal court procedures would apply. If it were a civil wrong, as indeed this is under copyright law, the proper process of righting that wrong against the abuse by a user would be through the civil courts.47

Lord Whitty’s amendments did indeed have no hope, as he was going against his own party. The government’s position was spelled out by Lord Young of Norwood Green, who expressed the government’s belief that it would be an ‘unacceptable burden on the courts’ to offer everyone accused of copyright infringement under this bill the right to a court hearing:

On the surface, requiring a court to make the decision whether or not to apply technical measures may seem a reasonable safeguard for consumer interests; certainly we have a duty to ensure that the position of the ordinary subscriber is properly protected. However, in practice, we believe that this would be slow, cumbersome and expensive, causing unacceptable delay when speed is needed, and probably causing additional stress to subscribers – after all, a court ruling is no small thing. It would also risk putting a burden on the courts.48

Lord Clement-Jones asserted that the measures in the bill were ‘a new substitute for the civil courts … It is pioneering stuff and that is why we have spent so long over it. That is the essence of this Bill.’49

However, the Joint Committee on Human rights stepped in again, raising concerns about the subscriber’s right to a defence, the allocation of appeal costs and the quality of evidence supplied by rights-holders.50

Subsequently, the government did rework the appeals provisions51 with a compromise amendment tabled on 3 March, and adopted at the third reading in the Lords on 15 March 2010.52 The substance was unchanged, but the procedural elements were strengthened.

Axing the Henry VIII clause

The Digital Economy Bill, in the form laid before Parliament on 19 November 2009, contained an unexpected development – at least it was unexpected by the Internet industry, consumer and civil liberties groups. This was the original Clause 17, dubbed the Henry VIII clause.53 Clause 17 permitted the secretary of state to make changes to copyright law, or to order Ofcom to draft such changes, with only minimum powers granted to Parliament under the affirmative procedure, whereby it could approve but not amend:

The Secretary of State may by order amend Part 1 or this Part for the purpose of preventing or reducing the infringement of copyright by means of the internet, if it appears to the Secretary of State appropriate to do so having regard to technological developments that have occurred or are likely to occur.54

The government’s justification was that new developments in Internet technologies could require changes to the law at short notice.55 The objective of Clause 17 was to give the government a legal tool to bring in measures dealing with technologies other than peer-to-peer file sharing, for example websites, search engines and tracker sites which were alleged to be infringing copyright. However, unlike clauses 2–16 of the bill, which amended the Communications Act 2003, Clause 17 amended the Copyright, Designs and Patents Act 1988. Thus, it would have opened up possibilities for changes to the rights entailed in copyright, as well as the enforcement of it. The secretary of state could have ordered the deletion of exemptions or assertion of new rights, or redefined what constitutes an infringement.

This clause could make major changes to the underlying intellectual property rights available to copyright owners. Certain exemptions such as fair dealing could be deleted in certain circumstances. New rights could be asserted. It could redefine what is meant by and who essentially is infringing a copyright, particularly as regards the duties on ISPs.56

Clause 17 was opposed by Internet companies. In a letter to Lord Mandelson in December 2009, Google, Yahoo, Facebook and eBay complained that Clause 17 would result in an unprecedented level of uncertainty for Internet companies:

This clause is so wide that it could put at risk legitimate consumer use of current technology as well as future developments. We all acknowledge that new business models need to emerge to support creative content. They are inherently risky and entrepreneurs rely heavily on there being a consistent and stable approach to copyright enforcement.57

Unsurprisingly, the Henry VIII Clause was supported by lobbyists from the music58 and film industries:59

The BPI believes it is vital that the Digital Economy Bill makes provision for reducing online copyright infringement taking place in both peer-to-peer (P2P) and non P2P environments. Clauses 4 to 16 of the Bill deal with P2P and Clause 17 tackles non P2P. Clause 17 also makes provision for reducing infringement caused by future technologies.60

However, the Henry VIII clause was not liked by the opposition Conservatives and Liberal Democrats, who took the view that the clause granted to the secretary of state excessive powers over the rights enshrined in copyright, as well as the enforcement of it. The government would have been empowered to change the law via statutory instrument in ways that properly should have to go through the full parliamentary procedure. Lord Clement-Jones, Liberal Democrat, speaking in the House on 26 January 2010, said: ‘Frankly, this is an attempt to corral us into a constitutionally inappropriate way of changing the law.’ Lord Howard of Rising, Conservative, observed: ‘It demonstrates a contempt for Parliament which has been demonstrated all too often by this Government.’61

The House of Lords Delegated Powers Committee recommended that the clause should be scrapped altogether on the basis that it was inappropriate to give the secretary of state such a broad power merely to address technological changes.62 The government chose not to heed that advice and instead followed a recommendation of the Joint Parliamentary Committee on Human Rights that any order or statutory instrument made under Clause 17 should be subject to the super-affirmative procedure, giving Parliament some power to amend it. Additional government amendments were tabled by Lord Puttnam. These amendments sought to tweak the process of implementing the Clause 17 provisions, for example by extending the length of the required consultation from sixty to ninety days. Lord Puttnam argued that the clause was needed because the industry did not have the time to wait for new primary legislation to be brought in.63

The Conservatives and Liberal Democrats maintained their opposition, on the basis that even the super-affirmative procedure was not suitable for dealing with complex and important policies, which should be handled through primary legislation.64

Before a compromise could be agreed, there was a strange twist in the proceedings. A new and completely different amendment was tabled on 3 March 2010 by Lord Clement-Jones for the Liberal Democrats, and Lord Howard of Rising for the Conservatives. This was Amendment 120A, headed ‘Preventing access to specified online locations for the prevention of online copyright infringement’. Amendment 120A deleted the Henry VIII Clause 17, and instead sought to add a new provision, labelled Section 97B, to the Copyright, Designs and Patents Act. It sought to enable courts to order injunctions against Internet service providers for the blocking of websites and services, where there was a ‘substantial’ amount of material deemed to infringe copyright. It proposed that network operators should pay the court costs. Essentially, it met the real objective of the music and film industries, which was to address the unauthorised use of copyrighted material on websites and services other than peer-to-peer file sharing, and to have a means of dealing with it on future applications and services which have not yet been developed. It did so within a targeted provision which was limited in scope and therefore addressed the concerns of the original clause.

In the lobbies, the text of Amendment 120A was compared to a BPI proposal for a Section 97B of the CDPA, which had circulated among MPs and peers in January 2010.65 This proposal reflected an earlier draft from 2008.66 The BPI had discussions with officials and peers before putting forward the proposal: ‘Following discussion with the opposition parties and the Bill team, the BPI proposes the following alternative approach for dealing with non P2P and future technologies.’67 The difference between the two texts was the insertion of three subclauses into the government amendment. These three clauses sought to remind the court that it should take into account human rights, including freedom of expression and the right to property; issues of national security; and the extent to which the rights-holder has made reasonable efforts to facilitate ‘legal’ access to the content.68

The Earl of Erroll questioned the procedure:

I am delighted that the Minister realises the shortcomings of this clause; that it has replaced the previous Clause 17, which I did not like either; and that, therefore, something better will appear. On the other hand, the method by which it is appearing is by a complete and absolute abuse of parliamentary process.69

The substance of Amendment 120a was criticised by civil liberties groups, who said that the amendment could pressure network operators to block websites without waiting for a court order, and were concerned about the wider implications for censorship. It aroused public opposition, and 20,000 people emailed their MP over a weekend.70

The Internet Service Providers Association, in unusually strong language, said it was ‘outraged’ by Amendment 120A, which, in its opinion was ‘misjudged and disproportionate’.71 The ISPA argued that the courts already had the power under Section 97A of the Copyright, Designs and Patents Act to grant an injunction requiring broadband providers to block infringing content. ISPA further argued that the balance struck in section 97a was appropriate, and should not be upset. Internet industry leaders wrote to the Financial Times, saying that Amendment 120A would threaten freedom of speech, and was ‘very poor lawmaking’.72 The first signatory of the letter was Tom Alexander, chief executive of Orange, who had written to Lord Mandelson in August 2009 complaining that it appeared that legislation was being written without the participation of the broadband providers.73

The Liberal Democrats forced through an emergency motion at their spring conference on 14 March 2010. The motion condemned Amendment 120A and policies of website blocking and disconnecting Internet users as a sanction for copyright infringement. The motion should have committed the party to oppose the Digital Economy Bill; however, Liberal Democrat peers did not follow the party line.74 Lord Clement-Jones defended the amendment, saying it was an improvement over the original Clause 17 and he maintained his support for it:

I certainly do not accept that all this is evidence that we are in the pockets of the music industry. The music industry was mad keen – as indeed were many broadcasters and sports organisations – to keep Clause 17. I see that the noble Lord, Lord Triesman, is in his place. He made a passionate speech about Clause 17. The industry wanted Clause 17. New Section 97B is very much a second string in those circumstances.75

And so, despite public and industry opposition, and despite the government not being in agreement, Conservative and Liberal Democrat peers used their combined majority in the House of Lords to pass it during the Third Reading of the Bill on 3 March 2010. Then there was another twist, which confused many observers, but was indicative of the politicking that was happening as the bill went through the Lords. The government’s hand had been forced. It was not opposed to the objectives of the amendment, but the format was problematic, so Amendment 120A was declared inadmissible in the form that had been tabled.76 The inadmissibility was mainly one of procedure, because Amendment 120A would have to be sent to the European Commission under the requirements of the Technical Standards directive.77 The Commission required three months’ notice, which would have been impossible at that time, when an election was pending and the parliamentary session was about to end. To get around this obstacle, the government redrafted Amendment 120A, taking care of the EU Technical Standards Directive by giving the secretary of state power to introduce regulations that would allow a court to grant a blocking injunction against websites being used for online copyright infringement. These regulations would be introduced by means of a statutory instrument, under the super-affirmative procedure,78 meaning that the regulations would be put before both houses of Parliament with an opportunity for scrutiny and amendment.79 The statutory instrument could then be communicated to the European Commission before being passed into law.80

The redrafted text81 was issued by the Department for Business, Innovation and Skills on 29 March. The redraft placed the onus on the court to take account of the rights to freedom of expression and due process and have regard to the legitimate uses and users of the site in question,82 stating that any new regulations on web blocking should consider the ‘importance of freedom of expression’ and ‘whether an injunction would have a disproportionate effect on any person’s legitimate interests’. It provided for the operators of the alleged infringing content to be notified before the injunction could be brought83 and incorporated a softened provision on cost allocation, which stated that the regulations may provide for costs not to be allocated to the operator. And with that final amendment included, the Digital Economy Bill was sent from the House of Lords to the House of Commons on 15 March 2010 – ready for the wash-up.

It is argued by the civil servants involved84 that the amendments made in the House of Lords meant that the bill had been sufficiently scrutinised. It was even argued that the House of Lords had improved the bill.85 Indeed, there are those who will claim that all of the Lords amendments are the result of listening to the Internet industry. This is correct, to a certain extent. It is also the case that the Lords’ amendments were recommended by two parliamentary committees that scrutinised the bill against specific criteria concerning human rights and powers delegated to Ofcom. The amendments concerned procedure, not substance, and they were the result of behind-the-scenes compromises, by a government intent on getting this bill passed before the general election. The government was doing deals with the opposition parties, skilfully navigating its bill on the way to the statute book. The real political battles were fought over these compromises. The story of Amendment 120A illustrates how wily lobbyists can influence such battles and win for their cause.


CHAPTER 14

A cowed Parliament

This should not be a rushed Bill, carried on the basis of the half attention of a discredited, dying and distracted Parliament.1

If the Digital Economy bill had received more time than usual in the House of Lords, the story was the opposite in the House of Commons, where it was hammered through in just two days, 6–7 April 2010, with only two hours for the crucial committee stage. And if there was an abuse of parliamentary process in the Lords, then there was total misuse of it in the Commons. For many MPs, as well as the general public, what happened over the Digital Economy Act was a disgrace. Parliament was closing for the 7 May election as a discredited institution2 following a different and higher profile scandal over MPs’ expenses that had been exposed in May 2009 by the Daily Telegraph newspaper.3 The expenses scandal resulted in at least four ministerial resignations, and a large number of MPs chose to leave Parliament at the time of the May 2010 election.4 One casualty of the expenses scandal that directly affected the Digital Economy Bill was the resignation of Sion Simon. Mr Simon was the government minister who had originally been given the job of shepherding the bill through the Commons. That role passed to the secretary of state for culture, media and sport, Ben Bradshaw.

Moreover, the Labour government had lost popularity and government finances were in trouble. Thus, at the time of the Digital Economy Bill entering the House of Commons there was a malaise and a complacency among the MPs, many of whom did not need to care because they were not standing for re-election. Moreover, the expenses scandal had left in its wake a weakened, timid and inert Parliament that was resigned to a compliant role. Industry lobbyists were suggesting that Parliament would pass the bill with little resistance, as the following quotation from a music industry lobbyist’s email indicates:

As for the House of Commons – which will be sent the Bill next week – there is a strange sense of detachment. MPs with whom we spoke back in autumn are already resigned to the fact that they will have minimum input into the provisions from this point on, given the lack of time for detailed scrutiny.5

Deciding on the wash-up

The Digital Economy Bill was introduced to the House of Commons on 16 March 2010 with a very brief First Reading. The pressure was on because the 2010 general election was imminent. The Second Reading had been scheduled for 29 March, but was moved to 6 April. In fact, the election was called on the morning of 6 April, with the date set for 6 May.6 Any bills which needed to be passed before Parliament was dissolved for the election would have to go through a process which is traditionally known as the ‘wash-up’. The wash-up enables the outgoing government to pass a few final pieces of legislation before the parliamentary session is wound up. The rules for the ‘wash-up’ only permitted three bills to be included. In this instance, the three bills were the Appropriation Bill, the Finance Bill and the Digital Economy Bill.

The legislation to go in the wash-up is usually decided cooperatively between the outgoing government and the Opposition, and it is reserved for urgent or critical legislation. On that basis, a law on copyright enforcement would normally not qualify. Furthermore, the wash-up is intended for legislation which is not controversial and which has reached a stage beyond the Second Reading. The Digital Economy Bill would not have qualified on that point either. It seems as though these criteria were being completely ignored, as the Finance Bill also had controversial elements: MPs complained that it was also being rushed through in three hours, and blamed the ‘incompetence and mismanagement of the Government’s business programme’.7

It would usually be the Speaker’s role to determine which bills were to be in the wash-up and he would consult with the whips – or business managers, as they are known. In the case of the Digital Economy Bill, all of the amendments passed in the House of Lords had been backroom compromises between the government and the combined opposition parties – Conservative and Liberal Democrat. They were brokered by the government in order to move the bill forward. This situation would have smoothed the way for agreement on a deal in the Commons. There was only one further amendment in the Commons, on a super-affirmative procedure for technical measures, agreed as part of a front-bench deal.

The decision on the wash-up had been taken by the time of the Lords’ Third Reading on 15 March 2010, even though the general election had not yet been called (‘the usual channels’ refers to the whips’ office):8

I am reliably informed that the usual channels will see the proposed new clause, and that an amended clause will then be dealt with in the wash-up. I cannot give any more details. My noble friend the deputy chief whip is nodding in the affirmative. I rest on the assurance that we intend to do this. It is a viable way forward.9

Compressed debates

It wasn’t just the decision by the whips to squeeze the Digital Economy Bill into the wash-up that was controversial. It was timing. There were only two days of parliamentary time allocated to the wash-up, before the session was terminated. Thus, the debating time was a fraction of what it would normally be for a bill of this size, and scrutiny, with substantive amendments, was not possible. It was put through under a timetable motion, with a strict allocation to each stage of the process.10

The Second Reading debate, held on 6 April 2010, was allocated only five and a half hours.11 The chamber was almost empty. Some MPs had left for their constituencies, and, as we have already noted, there was a general complacency in Westminster due to the expenses scandal. Only the ministerial teams and their shadows (the so-called Frontbench Teams) and a small clutch of backbench12 MPs who understood the issue had turned up. Those backbenchers were in many cases angry about the slurs on Parliament’s reputation and about the way that the government was trying to force the adoption of legislation without proper scrutiny. Hence the debate was quite heated at times.

The secretary of state, Ben Bradshaw, in presenting the bill, speaking in defence of the decision to put the bill in the wash-up, suggested that there had already been plenty of discussion about the measures it included. Mr Bradshaw cited Lord Carter’s Digital Britain reports, the consultation process, and the long debate in the Lords:

I can understand the frustration felt by colleagues that the parliamentary timetable means it unlikely that they will have the chance to get their teeth into the detail of the legislation as they would have liked, but I hope that the House will support the Bill’s Second Reading and recognise both the importance of passing many of these measures now and the potential damage to our digital economy and our creative industries if we fail to do so and there is further delay.13

However, those MPs who had turned up for the debate were not happy. It is the role of the House of Commons, as the democratically elected institution, to scrutinise the text. Several MPs across all parties, expressed disgust or disapproval, suggesting that the process was unconstitutional and had been manipulated. John Grogan, a Labour (government) backbencher, called it ‘shameful’.14 The Conservative Roger Gale argued that significant parts of the bill were contentious and on that basis should not be in the wash-up:

The wash-up following the decision to dissolve Parliament is, by tradition and convention, always uncontentious and by agreement. Significant parts of the Digital Economy Bill are highly contentious and it is the view of many that it should not be debated at all following the announcement of Dissolution and that it could and should properly be left to a future Government, which could be done very swiftly indeed. Unless the right hon. and learned Lady is prepared to give a clear undertaking that the contentious parts of the Bill will be dropped, it will not go through. It is not good enough to say that it will be left to a statutory instrument in a future Parliament.15

Another conservative, John Whittingdale, who chaired the Culture, Media and Sport Select Committee, said the timetable was ‘insane’ and there were profound constitutional concerns:

I simply do not believe that a controversial major Government Bill, which will have huge implications for so many industries, has ever had its Second Reading the day before wash-up, so that it has no Committee stage whatever.16

Some MPs argued that since 1987 there have only been four bills that went through the Second Reading after Parliament had been dissolved for an election: the Diplomatic and Consular Premises Bill (1987), the Lieutenancies Bill and the Architects Bill (both 1997) and the International Organisations Bill (2005). None of them was the subject of a political dispute, or would have raised heated differences of opinion in the way the Digital Economy Bill – with the copyright enforcement measures – did.17

Austin Mitchell, a Labour (government) backbencher questioned why it could not wait until after the election:

This needs to be settled and discussed by the Commons through its full procedures; this should not be a rushed Bill, carried on the basis of the half attention of a discredited, dying and distracted Parliament. If the Bill is passed in that form, it will not have legitimacy and consent, and it will not be accepted in the way that it needs to be. There is, thus, a strong argument for delay.18

The compression of the Second Reading into five hours was especially controversial. The Second Reading process is designed for a debate on policy principles,19 where MPs can consider the broad fundamentals of a new law, and determine whether they deem it appropriate. It was a highly unusual circumstance, which many long-serving MPs could not recall ever happening before. Conservative Peter Luff commented:

this is the most profoundly unsatisfactory constitutional process I have engaged with in my 18 years in the House. In his opening remarks the Secretary of State promised my hon. Friend the Member for Maldon and East Chelmsford (Mr. Whittingdale) that he would write up a list of precedents, but I do not believe – I could be proved wrong – that there is a single precedent for giving a major and controversial Bill a Second Reading once a general election has been announced. It is a scandal that the House is being asked to agree that tonight.20

John Redwood, another Conservative and former minister, claimed that MPs had been put under time pressure to limit their speeches, and consequently a full debate on the Bill was impossible:

The legislation has 11 principal areas and themes. The debate in this shortened time available for Second Reading may discuss only three or four of them in detail; most will go unremarked, or will be mentioned en passant by speakers mainly interested in something else, because there is not even proper time for a full Second Reading debate, because there were questions, statements and so on before we got to Second Reading and we are all under time pressures to limit our speeches as a result.21

It was questioned why the Second Reading did not happen on the original date set, namely 29 March, which would have allowed more time for debate.22 MPs from all parties complained. Adam Afriyie (Conservative) called it discourteous and incompetent:

Not only is it discourteous to rush such a significant measure through Parliament in the dying days of a failed Government, but it is also incompetent.23

Others argued that Parliament was reneging on its responsibilities, noting that fundamentals of the policy had been significantly altered from that established by Lord Carter in the Digital Britain White Paper:

Lord Mandelson is a very important figure and he shifted the Government’s policy on this issue. It is not a question of doing nothing. There was the Lord Carter White Paper, which this House could have united behind. That has been massively changed, largely through the influence of Lord Mandelson and those who ably advise him. If we proceed in this way, we in this House will be abrogating our responsibilities. As we were reminded earlier, when we were elected to this House we were elected to scrutinise, to debate and to challenge the assumptions of those outside who lobby us. We cannot possibly do that properly with this Bill.24

Even the Scottish National Party MP Pete Wishart, a strong supporter of the copyright enforcement measures, said he felt let down because the bill should have started in the House of Commons, not the Lords, so that the elected representatives of the people could scrutinise it. In his opinion, there was no reason why it could not have started in the Commons:

The way that the Bill has worked its way through Parliament has been an utter disgrace. The Bill should have started in this House; it should have been the business of democratically elected Members of Parliament, not of unelected appointees, cronies and donors. It should have been debated in this place. There is absolutely no reason whatever why the Bill could not have been initiated in this House.25

A squalid deal

In the Commons, the Labour government had a clear majority and it could have easily won the vote without needing a deal with the Opposition. However, with the situation as it was with the expenses scandal, many MPs were not present either because they were leaving Parliament and not coming back, or because they had gone back early to their constituencies. Given that there was a split in the Labour ranks too, the government numbers perhaps did not look so clear. The records indicate that the ‘front benches’ (that is, the ministers and their aides) of the two major parties colluded to get the bill passed.26 The secretary of state for culture, Ben Bradshaw, hinted at cross-party ‘co-operation’ between the outgoing government and the Conservatives, then in opposition:

If the Bill gets on to the statute book, it will be with the cooperation of the main Opposition party and, I hope, the Liberal Democrats and others too. One of the Bill’s strengths is that most, if not all, of it enjoys a good level of cross-party support. If it did not, its prospects of surviving the wash-up negotiations that will take place between now and Prorogation would be slim indeed.27

The Labour MP Tom Watson referred more than once to the determination of the front bench to ‘railroad’ the bill through and he referred to a ‘squalid deal’.28 Mr Watson had previously been a government whip and a staunch supporter of the then prime minister, Gordon Brown.29 However, in June 2009, he resigned from Mr Brown’s government,30 where he was minister for digital engagement within the Cabinet Office.31 After that, he remained a backbencher until the general election.

As a twice ex-Whip, I am rather embarrassed by the fact that the Bill is being railroaded through in the wash-up. Frankly, there has been a squalid deal between the three Front Benches, and they should be ashamed of themselves. The people who care about this Bill-and there are many out there-will see that for what it is.32

Mr Watson’s colleague Fiona Mactaggart hinted at ‘Front-Bench conspiracy that makes us end up with an unamended Bill and without the scrutiny that we need’.33

So what was the deal? We already know that compromises on the copyright infringement provisions were agreed behind the scenes in the Lords. These provisions were incorporated in their entirety. One last-minute Commons amendment put technical measures under the superaffirmative procedure. Certain other measures were dropped.34

For the Labour and Conservative frontbench teams, the copyright infringement issue seemed to present a straightforward policy choice: either people were allowed to carry on file sharing and devaluing creative works, or employment in the creative industries was protected. On that basis, they could ignore the 20,000 emails in MPs’ inboxes, because they could argue that they were saving jobs:35

We are all aware of the e-mails with which we have been inundated in recent days. I am sure my hon. Friend is also aware of the competing newspapers adverts today from the unions and trade organisations representing those who work in the creative sector who, with respect, probably number hundreds of thousands and feel it is important that the work that they create is not devalued by an issue that we will shortly discuss in more detail. They feel just as strongly that they need the legislation now as the people he mentioned think we should not pass it.36

The Conservative Jeremy Hunt, then Ben Bradshaw’s shadow, who went on to become the secretary of state in the coalition government, refuted the backbench allegations of a squalid deal and said he was not colluding.37 Mr Hunt said that he agreed with the provisions in the bill – despite calling it a ‘weak, dithering and incompetent attempt to breathe life into Britain’s digital economy’.38 The end effect was the same and the Conservative opposition supported the government’s position, as confirmed by Mr Hunt’s Conservative colleague Adam Afriyie, although he said they were doing so because they agreed with the substance.39

The Liberal Democrat frontbench faced vocal opposition to the bill among the party membership. Publicly, they denied being part of a deal,40 and they did vote against the bill.41 The Liberal Democrat position had been set at their spring conference when a motion had been passed42 calling on the party to condemn the copyright enforcement measures. It seemed that the Liberal Democrat frontbench had intended to collude with the other two, but the conference motion had given them some difficulty, as indicated by the criticism they received from their colleagues in the other parties:

The hon. Member for Bath was so monstered at the Liberal Democrat spring conference for having proposed such a draconian measure that he did not even dare turn up – neither did his noble Friend in the House of Lords. They were both so monstered in their absence for having supported such a draconian measure that they now appear to have changed their whole position on the Bill.43

However, Don Foster, the Member for Bath, explained that the Liberal Democrats would vote against the bill, even if technical measures were put under the ‘super-affirmative’ procedure,44 as per the final deal.

There was criticism of the deal from both sides of the House. Neil Gerrard, a Labour backbencher and a supporter of the copyright measures, spoke for many MPs when he said such deals were not the way that Parliament should go about its business:

We will end up with something going through on the basis of a deal done by the two Front-Bench teams. It will be a deal whereby nobody else will have had any input, we will not be able to debate it properly and we will not be able to get to the detail. Irrespective of however much I agree with the principles behind the Bill, that is no way to go about our business and it will not inspire the confidence of people outside this place that we have produced legislation that should be respected.45

It was certainly true that a frontbench deal between the two main parties did not mean consensus. Indeed, despite government claims,46 the opposite was the case. One only has to read the parliamentary record in Hansard to see that there were widely diverging positions among MPs.47 All MPs had received emails from constituents as part of a public campaign,48 making them aware of the problems with the copyright measures by emails, and some backbenchers took an interest in the policy issues, possibly because they were concerned about winning votes at the impending election:

The more enlightened members of both main parties privately tell me that they know that the copyright measures in this Bill are nonsensical. They say that they will give the big publishing interests that dominate the debate in this country a period of respite, during which they can compose themselves while they consider their next moves in the internet age.49

Hence, the bill’s opponents came from all parties. Backbench MPs questioned many aspects of the policy, such as the bypassing of the courts,50 and the proportionality of the measures,51 but in the compressed time available for debate there was little else they could achieve. There were impassioned speeches both in favour and against the copyright measures. Pete Wishart (SNP), a supporter of the measures, was critical of opponents:

I have seen the hyperbole given by the ISPs and their digital rights friends. I have seen the lightsabers brought out by the hon. Member for West Bromwich, East (Mr. Watson) and his merry bunch of friends. It is almost impossible to reconcile what they are saying with what has been proposed. If people were to listen to them, they would think that the Government were going to a big switch and turning the internet off-Armageddon online. 52

Wishart’s opponent on this issue, Tom Watson (Labour), speaking against the copyright enforcement measures, said they were ‘nonsensical’, designed to protect old entertainment industry interests:

This Bill, outrageously in my view, is going to be forced through in the wash-up. When it is passed, however, there will remain some unpalatable truths that the next Government, and advocates for the position of big publishing in Government, must deal with. The internet exists, and it is not going away. Whatever technical measures are taken to enforce scarcity will fail. Even in China, where there are 30,000 internet police, people are sharing ideas, information, news, music and art at an ever increasing rate.53

And that was the Second Reading. That there could be no real discussion of the policy principles, when debate was crammed into five and a half hours, is indisputable.

The Second Reading is usually followed by the committee stage where the bill will be closely scrutinised and may be amended. The committee stage, report stage and Third Reading were handled together through the wash-up process (House of Commons, 2010b). A timetable motion54 allocated a two-hour slot for all three, with one hour for the committee stage. To illustrate just how much the process was being compressed, the committee stage would normally get forty to fifty hours.55

The committee stage began on 7 April 2010, at 8.52 p.m. Just as the day before, there was a near empty chamber. The Labour backbencher Tom Watson argued for the copyright provisions to be removed in their entirety – that is, for deletion of sections 11–18 of the bill. Mr Watson also tabled his own amendments. However, as in the Lords, there was little chance of any alternative proposal being adopted. His colleague Fiona Mactaggart complained that she could not obtain copies of the government’s re-draft of Amendment 120A (Clause 18) on blocking injunctions. The reason given for the non-availability of the amendment was the compacted schedule, and arguably it marked a breach in procedure:

The hon. Gentleman has an advantage over me, as does BT, because they have seen a new version of that clause, but I have been to the Vote Office and I am not aware of what the clause says. I speak as a parliamentarian, within hours of the Bill’s Committee stage, and I am unable to see that new version, so I do not know what is going to be proposed.56

Only one significant new amendment was adopted, and that was a government amendment to put the introduction of technical measures under the super-affirmative procedure,57 as per the cross-party frontbench deal. The redrafted Amendment 120A was also adopted, with the super-affirmative procedure, under an agreement brokered in the whips’ office, as predicted in the Lords.58 It was tabled as New Clause 1 and 2 (NC1 and NC2), a nomenclature which confused many external observers, and it replaced the previous Clause 18, which was deleted. That is not to say, however, that MPs were happy with the super-affirmative procedure, as this account from John Grogan, an opponent of the bill, illustrates:

last week I was having my photograph taken with six members of the Mongolian Revolutionary People’s party – a sister party of the Labour party – and Lord Mandelson. That is not an event that happens every day, but it did happen last week. Lord Mandelson whispered ‘super-affirmative resolution’ in my ear.

… The idea that everyone in this House and outside who is concerned about the democratic deficit in the Bill can breathe a sigh of relief because we now have a super-affirmative procedure promise is far from the truth. The only super procedure that we need in this House is the old-fashioned super procedure of MPs considering a Bill line by line and giving it proper scrutiny. That is the super procedure we need, and the only way we will get it is by voting against Third Reading.59

The committee stage was guillotined by the Speaker in order to meet the timetable motion, which had allocated two hours in total for the committee and report stages and the Third Reading.60 It had begun at 8.52 p.m., and it was abruptly terminated at 10.58 p.m.61 The remaining amendments that had not been discussed – these included the controversial New Clauses 1 and 2 – were simply tacked on to the bill.

Immediately upon termination of the committee stage, the Third Reading was called.62 The Third Reading consisted only of the final vote. Technically, in the Westminster Parliament, a vote is called a Division – the House physically divides into ‘yes’ and ‘no’ groups. It is well known that MPs conduct other business or go for dinner, and come in just when the Division is called. On this occasion it was very obvious that there was an influx of people into the near-empty debating chamber. Some 100 MPs had been waiting in the dining room of the Houses of Parliament, apparently under whips’ orders with the sole purpose of voting on the Digital Economy Bill.63 To say the chamber was full, though, would be incorrect. Only 236 MPs were present for the vote, out of a total of 646.64 At 11.30 p.m., the bill was passed 189 in favour, 47 against.65

A predetermined outcome?

The wheels of politics are oiled by deals and compromises, so how much should we be surprised or shocked by this outcome? Certainly, the elected representatives did not get the opportunity to scrutinise the bill, and the deal was forced onto them in a way that they themselves described as unacceptable. This was a breach of parliamentary process that might be improper, but not necessarily shocking. It was facilitated by the informal understanding whereby opposition and government whips cooperate in order to pass legislation, referred to as ‘the usual channels’. What did shock at the time was how elected representatives could be put into this position, over a law that potentially would interfere with the fundamental right to free speech, as determined by the Joint Parliamentary Committee on Human Rights, which said that the real question for Parliament was whether interference with the right to free speech and to a private life was necessary and proportionate to the government’s objective of protecting the rights of the entertainment corporations. The government was required to show that the proposed interference is necessary and proportionate in a democratic society, but, according to the committee report, it had not made the case.66 This report, with its important conclusions, received little discussion in the debates in either the Lords or the Commons.

As the pre-legislative story illustrates, the legislation was prepared with input from the industries that stood to benefit and that were demanding it. Their demands were part of an international campaign by entertainment industry corporations and that in other legislatures, the flaws in their proposals were being outed. It would seem to be a case of industry capture, where a sympathetic politician in a position of power was able to sway the legislative process. The parliamentary outcome – passing the bill before the election – was certainly being discussed many months before the Queen’s Speech. It had the secretary of state’s support, and ultimately the large government majority in the Commons meant that the whips could ensure the bill was passed, even if it meant breaching procedure.

With hindsight, one is tempted to ask whether the implementation obstacles introduced in the Lords had the effect of strengthening the bill, or whether, in a very British way, they nobbled it. The difficulties in implementing this piece of law subsequently became clear. Almost three years later, in January 2013, not a single notification had been sent, and the Code of Practice had not yet been published.


CHAPTER 15

Lifting the masks

There is a difference between an outright lie and intent to deceive. Much of what we have seen in this book probably falls into the latter category. The sort of example we might take is ‘we have kept to the acquis’ or ‘it is only a temporary account suspension’. There is deviously deceptive language in phrases such as ‘cooperative efforts’ or ‘not an obstacle to legitimate activity’.

Then there are deceptive moves such as setting up a committee which just happens to be stacked with industry people, and gives them a direct line into government. Policymakers can position it as the advisory committee, and of course what it says must be true, mustn’t it? The agenda set by the committee will have more stickiness than countless submissions to consultations operated by faceless officials.

There is also a difference between telling a lie and failing to disclose the truth. When it comes to policymakers, failing to disclose the input of lobbyists is arguably a case of failing to disclose the truth. The case studies in this book suggest that by ‘disclosing the truth’ we do not just mean a loose ‘transparency’ of publishing consultation documents and financial interests, which is a good step but does not reveal the true picture. Nor do we mean just disclosing meetings. As we have seen, meetings, whilst they oil the wheels of policymaking, do not on their own make an impact. One effective action can override numerous ineffective meetings.

Transparency is knowing what goes on behind the masks. For example, finding a weakness in the system, such as a sympathetic politician in a position to exercise power, is characteristic of effective lobbyists. We have seen how the political system could be propped up by apparently simple actions such as sending in a ‘free’ lawyer to help sort out legal difficulty when civil servants are up against a deadline. All of this raises questions of ethics in policymaking, and highlights dangers for the democratic process, which takes us back to the original question for this book: does power exercised by the international entertainment (music and film) industries result in a bypassing of democratic accountability? Each of the three case studies is like watching a group of masked dancers interacting with each other but uncertain of their motive. The cases illustrate different ways of working around the legislative process, whether it is meeting in secrecy or pressuring the rapporteur. In effect, transparency is primarily about process and accountability. The three case studies in this book all have the same inputs, but very different outcomes, which are determined ultimately by the process and by the manipulation of it.

The dance of influence

Effective lobbying requires an understanding of the institutional processes that policymakers must work with, helping them to overcome internal obstacles, such as supplying the text for a human rights justification. It is about knowing how and by whom to get your ready-made amendments tabled, flying senior officials to the USA, setting up advisory committees. Inherently, effective lobbying is about legitimating your position so that when the legislation comes into the parliament, there is little opposition to it. Public relations, media and petitions are the cherry on the lobbying cake, but they do not constitute the heart of it.

This book began with the idea that the entertainment industries had a specific agenda for copyright policy with which they are seeking to influence governments. The case studies have empirically shown how the agenda was taken forward proactively to governments and highlighted the use of both legitimate channels and subterfuge. Certainly, it is evident that the rights-holder lobbying was much more than just a political sales pitch. For example, the submission of a consultation response would set a baseline for the rights-holder demands, but getting those demands into law required persistent contacts with policymakers. Witness the British music industry bringing in their chief executives to meet with ministers at strategic points in the process. They demanded meetings especially when things were not going their way. It was vital to the rights-holders’ success that they knew the process, including the timeline for getting the bill ready for Parliament, in order to prepare their tactics.

In all three cases examined in this book, political persuasion entailed the provision of expertise and resources. It helped where the public officials were willing receptacles for that expertise, because lobbying then became a two-way process. It is remarkable how policymakers in all three cases appeared to be ignorant of the policy implications. That created an opportunity for creative industry lobbyists. In all the cases, we saw policymakers at some level accepting help from rights-holder lobbyists. Officials seemed to lack the cross-disciplinary expertise that was needed to effect the type of changes that the rights-holders expected. Indeed, it is precisely because of the cross-disciplinary nature of Internet copyright enforcement, encompassing two previously separate policy areas of copyright and telecoms, that officials and the politicians struggled to understand it.

Conversely, the rights-holders were well prepared, having spent time outside their own comfort zone. The British case reveals how the rights-holders used ‘voluntary’ talks to educate themselves about the technology for blocking the Internet. In those talks, they learned in great detail about what could be done, and were ready with pre-scripted texts when policymakers needed them. And, in a particularly clever move, they sponsored a research report which they were able to hand to government under an independent banner as ‘evidence’ of the need for the enforcement measures.

The international matrix

The rights-holders were organised in a form of matrix on an international level. The matrix structure is revealed by the Spanish case. Local members of groups representing the Spanish film and recorded music industries lobbied the government directly. These groups furnished information to the international bodies such as the Motion Picture Association and the international recorded music industry association the IFPI, which in turn supplied the US Trade Representative and other US government bodies, which fed back to the Spanish government via the Madrid embassy.

The international creative industry lobbying matrix was coordinated via an American government policy known colloquially as Special 301. This book updates the findings of Drahos and Braithwaite (2002), who explained the connection between intellectual property policy and trade policy. Under Special 301, the United States Trade Representative maintains annual surveillance of intellectual property rights infringement, and enforcement policies, in every country worldwide via its Watchlist. The case study on Ley Sinde illustrated how the Spanish legal framework was negative for the US industries, and as such prompted Spain’s inclusion on the Special 301 Watchlist. The evidence, found in diplomatic cables put in the public domain by the WikiLeaks website, revealed that Spanish politicians were keen to please US officials in rewriting their copyright enforcement law.1

Following the analysis in this book, it becomes evident how the United States and its industries planned to use the ACTA. The agreement would have replaced the TRIPs agreement as the mechanism to obtain changes in national copyright and telecoms law. Instead of TRIPS compliance, US officials would have demanded ACTA compliance.2

The use – or rather abuse – of the trade agreement format was an interesting ruse. One could argue that from the rights-holders’ perspective, it was a very neat card to play. It served as a cover to hide the real objective of the USTR, working with the creative industries. ACTA was a not only a deliberate manoeuvre to bypass the established mechanisms for agreeing intellectual property standards at the international level – namely the World Intellectual Property Organization. ACTA was an attempt to use an entirely separate process – that of international trade negotiation – to alter a a critical piece of Internet law on a global level. The trade agreement process meant that policymakers could comply with procedural rules in order to work on ACTA without putting it through the proper legislative scrutiny. The final ACTA was meant to be imposed on the EU and its Member States. Once ratified, Member States would have had to implement the measures in it, and they would have been put under pressure from the rights-holder lobby groups to do so. Arguably, it would have been the rights-holders’ interpretation of ACTA that would have dictated EU Member State law.

It was only the internal conflicts over the policy area between the different EU Member States that enabled the European Parliament to reject ACTA. It is highly unusual, and outside EU policy norms, for the Parliament to go against the Commission and the Council. However, the Polish government was threatened with civil unrest, and the Spanish and Italians would have had problems with the criminal liability section, and this created enough fissures for the Parliament to feel safe in a rejection.

The rejection by the European Parliament means that ACTA has been rendered unusable, at least in Europe,3 and it sent a strong political signal to other governments internationally It also puts an obstacle in the way of the USTR, were it to use ACTA within the Special 301 process, as had been intended. However, that does not mean that lobbying for copyright enforcement measures will cease. Quite the contrary. The USTR and the creative industries will develop new strategies. The proposed SOPA and PIPA laws in the USA were one possible new strategy. The review of the EU’s e-commerce directive is providing fertile ground for an array of Internet-blocking proposals under the guise of ‘notice and action’.4 And a raft of bilateral trade agreements emerged, all of which had a copyright or intellectual property element that seems to be a cut-and-paste version of ACTA’s Internet provisions. They included the Trans-Pacific Partnership (TPP), an agreement between the United States and a number of Pacific Rim countries including Australia, New Zealand, and Chile. EU trade agreements have also been highlighted, such as the EU–Canada and EU–Korea trade agreements. These bilateral agreements may yet serve to embed the creative industry lobbying matrix.

When we understand how this matrix functions, we can begin to map it across different countries. And then we can see how the demands are similar across different jurisdictions. In all three cases in this book, the rights-holder lobbyists made a demand for broadband providers to be liable for applying enforcement procedures. In particular, they wanted to create a legal duty for broadband providers to do so. The rights-holders got a law passed in Spain, but not quite what they wanted because blocking demands will have to go through a court process, albeit an abbreviated one. They also got a law onto the statute book in Britain that met their demands, except that the two-phase implementation means that the onerous technical measures will be delayed. It is an interesting thought that the House of Lords amendments may have skewed the chances of technical measures ever coming into being, by putting so many process-related obstacles in the way.

Broadband provider liability had to be handled with care in ACTA. That happened because the EU legal framework – the Acquis communautaire – could not accept it. In particular the mere conduit provision5 that positions broadband providers as carriers only served as a barrier to more draconian measures that the US entertainment industries demanded. Moreover, the EU Telecoms Package, and the political agreement over Article 1.3a of the Framework Directive, set the EU’s boundaries on graduated response and extrajudicial measures for copyright enforcement on the Internet.6 In this respect, the ACTA process has signalled the importance of the European Union legal framework in the international context. The boundaries set by the EU had to be adhered to by the ACTA negotatiators, and this was the reason why a specific graduated response or three-strikes provision could not be included. The potential lack of clarity over broadband provider liability gave the European Parliament a reason to reject the agreement. A conclusion we can draw is that if the EU Acquis is weakened, and in particular if the mere conduit provision is eroded, then it will open the way for harsher international copyright measures, without safeguards for citizens.

Revelations

This book reveals a multitude of ways in which politicians and officials have shown an interesting ingenuity in introducing Internet copyright measures. For example, tagging the copyright proposals onto a bigger policy vehicle so that they will appear to be just a tiny part of something more important, as happened in Spain. We have seen how government officials create exclusivity around the process, as in ACTA, and how they omit crucial information at briefing meetings. These are all indicators of the opaque policy-making linking to lobbying that this book has revealed. Moreover, it has made similar findings across different legislatures. All of the case studies raise questions about transparency and accountability in copyright policymaking, an indicate that the influence of corporate lobbying on copyright policy is not limited to any one country, but is an international phenomenon.

The revelations in the book are the product of studying the various policy initiatives through the lens of the legislative process. In answering the question as to whether power exercised by the international entertainment (music and film) industries results in a bypassing of democratic accountability, the book empirically demonstrates several ways in which it did bypass the legislative processes that have been established to provide accountability. The issue when calling for transparency is not just that the process is inherently secretive, as it was in ACTA. It is about whether the process itself is being manipulated, and in what ways that is being done. The book has been researched using documents that are publicly available, with a few notable exceptions, and the key to extracting the relevant information was an understanding of the legislative process.

Process manipulation is done at different levels. The book has witnessed how ministers dictate to civil servants, and how lobbyists’ reports are accepted by government bodies without any independent checks. Parliaments always do compromises and deals, and they do U-turns. The final ACTA vote in the European Parliament was in fact the result of a number of U-turns. In the British Parliament, there were multiple compromises and political deals leading up to the final frontbench deal in the House of Commons. The whips’ offices – ‘the usual channels’ – were at the heart of those deals. The Spanish deal over Ley Sinde was a political manoeuvre by the opposition against a weak government.

In Britain, the question of transparency is especially prescient in light of the Leveson Inquiry of 2012 into the relationship between politicians and the media. The Inquiry has exposed relationships between politicians and lobbyists in other policy areas which are potentially collusive and are arguably unethical and inappropriate. The Digital Economy Act story is a case of blatant industry capture, and raises serious questions regarding ethics in politics, in particular when the activities of the policymakers are held up against the ministerial and civil service codes. These codes are supervised by the Cabinet Office, which was contacted for this book. It declined to respond, although it did supply documentation of the process that officials and policymakers should follow. The Cabinet Office did advise that the briefs to parliamentary counsel and all associated discussions are subject to legal privilege7 and may not be disclosed. Within the guidance to civil servants are specific rules on what may and may not be disclosed, and who may be consulted for advice. For example, advice on the human rights memorandum may be sought from Justice Department lawyers, but not, so far I can see, from external industry lawyers. The Digital Economy Act story illustrates how politicians can ignore any such rules if they perceive there are no votes involved, as they evidently did.

The public interest in copyright

On the other hand, all politicians are very susceptible to electoral disquiet. They don’t want people on the streets. They feel disturbed when the public are tweeting against them. Politicians want votes, and they court popularity. This is where the book does shine a ray of hope that democracy can ultimately work for the people. In Spain, a vocal citizens’ lobby, spurred on by revelations in the leaked US embassy diplomatic cables, created opportunities for the political opposition to extract a bargain from the government. In the USA, powerful technology industries stood behind the citizens’ outcry, and sharply forced the brakes on SOPA. The ACTA street protests certainly hit the fear button in the European Union institutions, and the analysis shows how they overturned the politics. It was the Polish European People’s Party (EPP), forced by domestic unrest to turn away from the group position, that brought the house of cards tumbling down.

The difficulty with copyright policy is that there is a clash of major economic interests8 with a major public interest. The Internet is both the medium by which we talk to each other, individual to individual, and the distribution channel for commercial entertainment enterprises. The rights-holder lobbying is motivated by a purely economic desire to maintain control of the distribution for their products in a twenty-first-century global market. The Internet is the mechanism for that distribution, which is why they invest so much effort in fighting over it. In that context, the citizens fear censorship and surveillance of their personal communications in the form of electronic monitoring (interference) by global corporations. The balance that policymakers should consider turns on the notion of interference. If the Internet is essential to life in the twenty-first century, and is the carriageway for free speech, then it can only function for a democratic society if it is open and unrestricted, and not subject to state or commercial interference.

It is no coincidence that the largest street protests against ACTA took place in central and eastern Europe and Germany. Britain has had the luxury of over 300 years of free speech, since the demise of the Licensing Act in 1695. We have no national memory of what it is like to live under censorship. By contrast, in most parts of central and eastern Europe people have lived under acute forms of surveillance and censorship within living memory. There are people still alive who can tell stories of the Securitate spying on them for a minor matter such as putting up poster. Their antennae are more attuned to governments trying to bring in anything that resembles censorship. They fear that measures like those proposed for copyright are open to abuse by governments, and such fears have bred strong citizens advocates who are intent on ‘outing’ the rights-holders and their proposals for a system of private ordering.9

Policymakers in the EU have a duty under the treaties to protect free speech from interference. The book has illustrated how those same policymakers can and do ignore that duty. As the clash of interests over copyright becomes more widely understood, it is to be hoped that we will see better, and more transparent, policymaking.
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